aO^^)]) (j-<^^)]| Ail I AJUlJ 



Ajl£^)J j <&\ 4_A^.J j alliC. a!>Luij! 



^-aII .. 






iiSil ^gk r&\*\A j ^j^.1 



T me Of T rro 



^_-aLaJl jaC ^j) 



A_ixjjlj^. DES 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/1496-des-algorithm.html 



<AaJ^S1\ JjMj j^l 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/1492-classical-encryption- 

methods.html 



J 



IfljuOjl 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/1221-encryption.html 



^j**l\ C UU J^ja PKI 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/1162-the-infrastructure- 

of-the-publickey-pki.html 



2 — 2) AijJj-<ul Ajjujjaulj 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/1137-trustworthy- 

computing-2-2.html 



2-1) 4*jij*l\ A^jpJ) 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/1136-trustworthy- 

computing-l-2.html 



^jjSlVl ySjfl 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/1063-electronic- 

signature.html 



<j-aVl j-aiuujl ^jjjUIa 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/1025-advance-encryption- 

standard.html 



?^UaJ liUlj c <laVI (jiiALoll ^iLia a*^ c<r^ ! 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/997-what-is-the-secure- 

sockets-layer-certificate-and-why-do-we- 

need.html 



*lia>VI cjs - Steganography 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/952-steganograph.html 



r Ull c UiJl Aibul! ^ pki 



http://coeia.edu.sa/index.php/ar/asuurance- 
awarness/articles/57-cryptography-and- 

steganography-and-pki/949- 
theinfrastructureofthepublickeypki.html 



U^jljj^j Bitlocker Drive Encryption 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/656-bitlocker-drive- 

encryption.html 



cjUUII q^L Wiping files 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/655-wiping-files.html 



2uuvlA\ J jjfln^l *k (cryptography) 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/622-cryptography.html 



SjLloli 4jU£]| (cryptography) 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/620-cryptography- 

article.html 



PKI 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/608-pki.html 



SSL (Secure Socket Layer) 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/556-ssl-secure-socket- 

layer.html 



Steganography *l*kVI CP 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/557-steganography.html 



Y2K J <^PK\ J! 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/559-y2k-pki.html 



<Mjj£iy\ ij^\ ^ j *^i ,> j^iii 



http://coeia.edu.sa/index.php/ar/asuurance- 
awarness/articles/57-cryptography-and- 

steganography-and-pki/561-verification-of- 
identity-in-a-world-of-e-commerce.html 






http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/562-electronic-signature- 

to-the-remit-of-the-best-technology.html 



ixJl o^j^j ^jJ&lVl 5^ Jail 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/563-e-signature-and-the- 

ambiguity-of-meaning.html 



2 c> 1) jjL&I! ^Jj) 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/564-encryption-programs- 

l-2.html 



2 (> 2) jji&M g-al Jj) 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/565-encryption-programs- 

2-2.html 



l_j 



ULull ^jjo-<Ja 



http://coeia.edu.sa/index.php/ar/asuurance- 

awarness/articles/57-cryptography-and- 

steganography-and-pki/566-erase-data.html 



f UJI j-Uiall Zf<-'W "<0 PKI 



JJJ^ll ajfl>l^)jl (JJ (Jc dljj jijl * A Jjl S II 



PKI V (J. 

PKI , (j^UJI c liaJI , r l*il ^IjLJI , ? UJI ^IjLJ] Aii^l 2uiil. 



Jjjla (J (Jj . ^Jj'^*'" a^all! ' " Ua Ja Jaia (JjUJ t ItjLuiia I j_jiali ^ ■'"' AjjJaS ,-A dlJjJJ'V' JJt 4-ljLaj]l (JLatVI (*>al 

(Jluiill ■ ° ui£ 4 aiajl j 4jjU]I (jljAaJI dlLliaj (Jlliall Ujff (c^*^ . Ljt^olij IflJi "I v".''...l .i.lxlij i~il jVa'll o-"A (jjjJaJj .liii 

4jjJal j'ia'V I 4juala.ll '''Ki'll j VPN 4_alajlj i-iK<,^,ll CjLajlx_a Jal jjjali 1—sl.lAl dill j Vj - ^"' dljl£ 1 fliMa^ 

aUUJI 4*s;mi]Ij "L.^K'1 3< > .^.<i jLa ^jaIL, ajcjj aj i^J!iii. jjx ^ij cjLajk^ll jSl j^j CjUjIx^I! "Private network 
and Public Networks" < u^U. ja la jjj jjj-jJI »j <ei "Private" «lc ja Uj "Public" < «iA Jajj *j <j£lj 

AjjJatjJiVl Aj^alaJl i'iK;*!! ^i ^gla.) CjUjIh^JI ■ "iKi.tj cIiUjIxaII jSI j-»3 /JLjjjall ,JH jiaJI ^J^W ftjA^LaH VPN 
oljiJI (jLa 4_i^aLiJI a<t,*\l Jab jA La J£l 4 jl aaj JJ9jli 4 " i - * 1 lillij ((^ J*~>J ^Lijja xjlj Cjl j jjj'j^- iaJ^)J ajai 

"Servers" < <jjL>i]i oliLikillj tcAjUJl ±&\jkj < j^^iouJIj "Business Application'^ oLiLull jc bU jalj 
a-oUI s<t,Mi jjc. jiL^ La^jt a , ^.u ti K^'i ^ jli. LjlLuj] aii ,pl! CjLoj1*a]Ij "The Internets ja (jiia^ll *ii ■ °;< 

JJ9^)-a) aLul r-ULal] 4 /'""'" 4jjj]l Jj-i j^)JJ La . A^^aLkJI 4<i,',',ll JjAa. jrjLi. <Joj AJ^uill Ja I frill aa alii ■ °'^ ( 1 g"ia i a 

1] 4l~u.-ia'l dlljlgJillj ("LiajAxll Ttiiliajl]. 

4-llal Cj^La-a 5 a-lLl La o^lc. lo JJC. jl j" , J„'.'"^" .') djLa_jL<-a]l alii Jal '. 
Jijllj Jjjalill s-Liil 4j rjiuflj JJ«J' (_K»J*H Ja *~ J ^W^ 4jL»ai • 'SO""' - 
LojJC. (jj-i 4 '';» a i_aljial ,_]] J_4j_*a_j]l (Jf^ J^J^ • UJ^^J^ /j aS^jl) 

f. nil all CjLLjj 4j_jA ^j-a ^ja^'ll : jjjjpjl. 

2].4Jik^a]l (j 4j£jLLo j^ *u (jl » J JaJ • jJ V ^jjila]! (jl I * Ua : J i aljll a^t] 

4jJjJ*£JVI <— iVL^ajVl JL>a Ji.b (jxVl JJ2j^ tJ^*^ j*"^ rL^iaB 2;"^ "'I 4jjj]| Jjii. 

aLtll ?-Ui«l] 4j*JA*i3l 4-UJjl - j^ ° a (jli i jjjik.ala (jj^J ^^^IPKI 4Jai. jj^uJa CjJjIlj'V! ^^ic. 4-liaVI laaj*Jj 4-jlia. ol^l (Ji«J 

, CjLLjj]! jj^il jj^i 4j]lc. 4^jJ J^JJ (J 6, o J-iSll LjJ^lj i al laJliuiVl 41^jui (j_j^j (jl (j^aJ j ' LjAmJ 4 i a ;■•■ j <cAj .(JLatl 

o^A Sjl^lj •'J-*^ ^^ .LplSla. I. JT.^L a^a 2 "Llai £|J jei 4JL«i jli i t*5Ji x-aj .*La^a]l CJljliJcVI (>a lilli J£ 

jlAjJt ji "Lvaj^aJI ?ij**LLa]] *Lua>jIl CjLiiJI — "Liial 4_L=. jcl "Ljllaii (ja ^ i aflVl AaJI (jjSaliJ ^ULaJI ^ "* «;» i all I ■ '1 ala 11 

" "' " ' 3]. 

»LtJ! ?-ULal] 4j*ia>*iil 4jjj]l ^jc. 4-alc. 4^_a] aJjiij jA 4ijj]l s^A Q^i ' i ^^ 11 PKul^ia • aj Lpj3 ialaj AlAajj t LpLj^a. 

? UJ1 ^UIaU *;'-'» AjIJI (jfc Sjlc S jIL PKI : 

4Aa_j^ixjl ^tijliall 4j*ia>*iJl 4jJa]IPKI iCAiLull j^;° ujj alii ^jll 4-jLttJtll ^^A ( >JaLuall jjc. j ;° '****'» a-uiL 1 i ajl i_jjj«-a]l 

^■LJLall (_jjiij al v"- ''■■■! (j^-aJ (_S-*Jlj jiaLilall j ;° '****'» ^jc ■ 'i"'--- J I^Aj t_U -»«'<« ^i.1 r-ljia *_« lilij . ia.lj r-ljia -I laHml J 

3]. CjLLiJI jj<i**i lilij jja iTi !>l£l] 

jl) ^j al ■•■ 11 ^-uLall ^Lajjj -Ij^aJ 4 jjl£ al a^C. (j a i *-»**' 4^La^aj«Jl TiiilLall j^'° ujj 4Ajajj\j±. j.LijJj ^l-a-il [j 4 Ijx i all (jl 

4] 4^iiill ^jjc. Lpa,\jj (jjS La sjlc. ^jjllj ,(»Ltl! ^-ULall 4 Lmljj ((_5^uill]. 

all (j^ij ' ^il ^j aa ■'■' )<_a 4_aL«JI ^ijlilia (J^Lii <]Luia <_S_jj-u O^ir '**'V' ' ■""'V'j *— '^LJ' dti""^ (j_J^ ' ^^ rt La]La.j 

5]. (L^J '"';»" jl) Ljlie-I jii jtjJalluii ^jj aaall *'"*" JJt -la.1 V ' " Ua J (JjLujjII jj'"*" I g al laj i ^] 

jA (-. a_j^uul 4-^lliia liL]) (Jj^jI <_5-*^' ^j aa uill q\ qm (jAi (Jc (j_j^i (jl iili£-aJ ■ °;^ — (_jji.l 4jjJa3 lillJA i lilli /"-"J 

"Liiiia. "Lb aS o^A <jj^ -il^lij ' "* ;■ ^-"- .*ti CJVL aliVl "Ula. ^3 ?laJLva ^Uiall J! jLa Ja ? ^jj aLall j_^aaj*JI LLa. 

5]. JLa^Vl .Slt^oJ U^J 

1^»;°-"-"' (j^aJ AAaj^ixll ^jliliall Qm (jiajllj x_ijjli]l t JUaJ^lj slilVI ' (-JljjtVI t il ja**ujiV I j eLuSYL "ULtlall J£LiLall 

*UaLJ cjbLj^ JjiU j!>Li. ja Certification Authorities (CA), jL^a cja** '*u«aj3l cjbl^j*Jl' j±^j Lpi il 

II ClJjlii'V! 'X.509' ' 6]- »jj<i**i lilj^iall ji jiiiall dljjj p jj^ll alall ^Uiall "la-k-a CjLu'V - laluijj La£] 

4L aila cJl^)Jal Aj^Xl ^C (C_4JaJJ aLtll ^-lliiall 4j*ia*ill 4jjj t jl , alia.1 1 : 

•JJaUl s^l^icertificate authority CA 4L>aajll cjbLjj*Jl j.!^ ^ ill 

(j^alaJI r-lliiall / o^Lj-ili /Jc J aj ' "„' J '-*""_; (_J^1I liljiMiail 
jj.iiljfiniiiill 4jjA qm (jaalill S^Lj *' " (J^ -" L *^ J S lS^ j laHu^all] 

Jl i_ijj*jPKI (4jljj£aj (aLtll ^ULall 4jaajll 4jjjll: 
, oj^^l , CjLia_a^)j dljl£ «.I_jjj 4£ ji t * all CjLaAiJI qm 4x._^aa " (_gl — (JaC. jLbJ ^jc. ojLt /Jo aLul r-lliiall 4jliaj]l 4jju]| 
(Jl (_jjLujI .aLul r-lliiall j j« ■'■'"' /-ic jLalitVLl CjLa_jL«-a]l (Jjlil] 4Aal 4Alujj s.LjJj'V ~(J»ala i*il jl Cjl?.l^a.J j dll mUmPKI jA 



5U,„ti i±^ certificate authority (CA) jjc. ijiVI j oUaLall ajja j£jj JI1 aa^jII cjbL>All j-i^ jillj 

a^Cj (Jjluijll A-jfll ''/" j 4-aji.a ^j a i iaj Lia , (Jjlui^)ll AJSjJ <-9 i L <ajl ' " ll Suj ■''' " - laJiAjj . d±j jijV I 4 a J ■'■' <J!ia alt allij 

7] 1«j iluJI]. 

^ i afl" al*JI ^-liiall ajlJajII 4uiJlj : 

* 2Ui,„ii si^_A (CA) certificate authority J y-a>a*ll ^liiJ j^wr^ .aj^SjII iA+&\ Jjiajj j^l^j Jill 

,— a^ajul yulal] U^^ dlLa^aLt-a. 

Jjauoull 4-kL.j registration authority (RA) ja^u jill aj^SjII s^l^Jl JJ au,„u sj^ai ^aJI jjAi aj£ ^ill 

cJLUl J). 

4_ia^ax]l 1 g a jjl a * *_al Olblg All ^j ■» i aAl JJ^I jl A^lj (JAi). 

* SjbVI ^ Si«-A. 



AAaj^xll jiiiliall AjoajII AjjjII 44juIjJI 4jjL>ill AjiaVl SbVl o^A aJ^ai jJa. JPKI -^ J'j 2 ^' 6* J^" tsU '"'"'j^ 

Alkali Cjb 1 jl i aflll cs^J^ *^j (*-° ' <j^J -[8] 4-iij Ajjjj&lVI ojLajll ,j Jja.^31 (JLatVI alLtl jlajuiJ LvaJlc. Lij-sm 

(Jl ^ya\ r- jj^ij Ijjjj JPKI (Jl (j 4.Lal£3l LI jajl (j^i £ J 3J i aV I 4 aJaiaJ (j^aJ t 4jlajax1\ Tiiiliaj 4_i±ajll AjJjllPKI t *-a 

4 '«*■> all JSLAajI (j^i .lUajl ' ■ UaJj 

u> 

IbLajeV 4jaJL all Jaliill (jjj (jx 1^;^A ,„j 1^'U , ^. «c.J 4j«jiall gcajaj (jx b^C a-lai aLtJI ^Uialj Ajiajll Ajjjll PKI 

4_a!/Lui qajJoI Jill 4 4Aa3^)ll xjjl Jm\ ?.,_a_a iil]^£j . 4_alxll jtiiliajl xjjjjj -I 'w"..,! (JjLuia ^fc AjjlaJill (JLatVI J 

3] U' -""" a-^Cj 4j2l Ai-a^ill JJ2jJ 1 ■ a.jl ' dlLLujI 4 a i aj| 

SI -I laj i J 4Jbfla,PKI (Jjaluiall i 'a j ull 1-\1'i« (jjSLi (jl ' ■ la-i aLtll ^-ULail (jl («J«J j ; a uSil liijj JjS ■'"' (j ' alia a ?-Uia] 

alxJI ^-ULaJl Jl (J j > .-1 j]l 4j^.!>L-a 4j ^j ^-^ uj (_jl jjja. J 4jl jA lift (j^i SjliiLjiVlj . "r '■?-"■■■-»" CjljLujI (J^liJ ?-LiJl 

(j_jfLi (jl ' ■ la J pXxS\ 7-uixJl -I laJlml J sj^Aa <lLujj (_jli ^j al a II r-ljiajl -I laJLuil J I';"" sj^Aa 4jl_ujj j^;» uij lilii (jl 4 j£ aJ 

^■ULall L-l^L^a JlaJJjV 4 al 'w'.M Jc. Ij^U (jj^J (jl alxll ?-Uia]l 1—la.L aJ (j^aj V.(_>alaJI rUiall al^aioiU lAjjiiij lili 

9]"^S>UI" o-laJI]. 

' a^frll jA La t" (j-alaJI ^^Ijia »_a LpLujI OaJ ", <ULuij jj<An lilii (jl (j^aJ aUJI ?-Uia]l 4jJ jj^ajui (Cl (jl£ bj t lilli] 

(jili A'y.^i. .'~ J aJjV aA^i.L (j-alaJI alxll ^ULaJI a^luLl (jl ^^V (j£aj V jl£ bj .(jjUjjll JL>a ^3 ?(iS3i (j^i 

10] i aa All ■* alk£ Ala. 4jjiii]l 4oa.lj]| (j<a jA (j-alaJI 4ja,Uia]. 

VI (j^ai-ii (_^l (Jj3 (j^i VI I Jii Vj 4Aal dlVI i ajVI (j_j^j (jL Ai^_jll (Jjiuill (jl 7t^al_jll (j^i Tt-iJ-^al ' aj^Lall I^A km 

(JLujJ (j^aJ ' °„'^ ,* ^' '■'" *-= tilj'iAall jl t (j^aLiJI y-ULaJI <= »L*JI ^-ULaJI ttl aj| J JaSi ail (jl jA t ij • ^* all ^'"^ 

r-ljia a ''••'"'"'„' (jl ' . '^J ij ?L^J«.I j3 » J *•**'' "J /jJ (j^alaJI alaJl ^uLaJI Ajlm ^j ai ■'■' (_cl (jl£ Ijl La ^j ai A3 4jal 4JLujj 

1 1] OLLull >aji] aLJI a 1-1,,, all] . 
SI CjIjJ3 Ai.1 PKI 1 a^ al laJlml (j^aJ alxJI aHjoLaJI r-ULaj (j-aliJI (Jjj^all ?-Uia (j^i !>l£ (jl 4 gjSa ^^A aLuA^iU a j nail 

J Oljjj^i o^c b^Jj.Ai.lj jjl J: 

I riiiy< * l ^^■v \ l , "]L*a-kJaJ 4j l l u jjI ) * a uj 1 I I • 
t(JUa a iAJIj i_j^)ia (Jj3 (j^i (Jjjjm al L$jl 4Jj*^i I g jaij ^ ^ j > ,i"n '-> 4JLuj^)1I Jt xj3_jj]I (i_J. 
(1 1] ((Jj-aJLJll a^t) <JLjij]I (jt 4j]j^ia]| ?.!>La,V Jjo.J-aJI L^laJ ^3 ojj (fii <3I jl (^] . 

11 (_jjlui! I alljPKI ojbj ~j^°" ,4j^sj 4-^llall A^iLul Tiijliallj 4iaVI 4_k-aliJl TtJjliaJl (j^i ^ < "-J"f a ~j^°" (J_J^ JJ-" 

dlbUjjA jj^ la la , al j ?r u .-il aLtll r-ULail X.509 (J^LAa]l (Jaj (jl CJJJJJVI Jt » ala all (j^aJ Jill 4ij^)iall ^A 

12] 4Lal*ll TtiiliaH (jJjJillj 4a-Lall J 4iLtia]l]. 

su,„ti s^i^a CA)certificate authority) 4^,^< j t 4Aa3jll obi,; All J^-ajj ' t*ljiAa]l <jja aj^lj Jia CiLa^k a^aj 

CjVLsJI /j 4 "3 a (j_j^J -i3 /jllj ' 4^ilc. Ttijlia o^t al laJiml (jj£ jiAall puu I^A . til jl A all ^-a Aij^a ji alt r-llia ^1 
Aj^uij aJ J3 (j^aliJI ?-lliall (jl£ bj (Jla. J I JAt 4jja^Lua o jlil 4jJjAa-a »_a ojLAjj aJ ^ 1 > aV I ?-liiall Ljj3 (jj^J Jill 

5] i— jliuaVI (j^i ' - ';■■' (_jV lA jLAjl aJ 4 jiin'ij S-^-^ 4c_axa a dljl£ bl jl t (j jLiiiLi s^al]. 



_JI jl fJA aC.j]| Jc. PKI ojj^VI AjjVl ,J JjljJJ iaJ CJjJuVI (jk. SjIajS alLJI ,J ■Ul.aaamlj 4 Laic. 20 Jlj»- ^ 

_1L U^-, -ill 2U-u„tt JSLUI (> iic. tSBjA J VI , [8] PKI LpJUi ^LiiJI JB2 OVUJI (j^»j .J ^ Jll j 

<n-Vl JjkJI JaK 
(Jl j;° ■'"' J 5 tj,,.-> ^\l diliiillPKI (_p3jxj jjiviall CjLLajjIjiJ -■•■ i a Juaxj (J ?rL±aj LpV LSa (_jjjjj .aJLc- CjULuI] 

jjx JJlI^J _J^' *— '"yj 4-a j 3 - iff* AjSlfrJJl 4aj1jII| i aj) (Jj t j Ial '"' a (JSjuiJ <la! 4jLui J uAjuull (j^i 4JjLa« 4_^j.} /Jc ial °-* II 

3] CiljUJI (jjjijj Jaj J "iji^i Jl Jj^li .sa j.l^a-^^]. 

4 u.-ijJ jl (jja. J X.509 ^liSailj t [5] CiJjjjVI Jc. » aja all <Ja.l,i AiaLJI SjlgJaj' jL»-a l$j| Jc LjJI jiaJJ jVI 

4 iaJ i all sjljjua tllltoXo al 'w'."! . (JaLxiiJ Lajlj I— b ajj A jjja all till .iljjill (jl ^^A 4 Uj,„<ll CA -lijJI (Jla tllLajjiaJ (ja.^i 

J_j^j a-ic (j^Jj ' A \;» a dlliuJaJ (j*" <a LjXoi ■»"' (j^aJ 4 '_'» a Cjljllgji (j a i Ja4 La oJlLc k__u_aJl ■ " '1 a ° i aJ a j s-!)Laxi] JjjpMVI 

8] 4j£La3l CjUjlLaJ! (j^i JJJ^ J-^ JtAui SJa " jL«_a]. 
(Jl i'i1'aj<U' j u» ^ J <j3l q i'iiII Jjajl jA ,o!/lc.l ojj£jLa]l AJaajlb (jW'V'i (_£^i.l 4j£jJaxPKI (j^i ^^A 4jj ni ill <xjj1i]I (jl il 
(j-a J^^J -[13] lilllJ ^j" ' ; uaj J) (JjaJ l_s_jjj Luli t 4-ula-ilj 4jjj3 4 L ■ aa (j^*-a o-a£ jtjLJj] (jSLi J Lt ( (J^ll I^A 
(Jl laSa (_>ujlj) 4^1aVl dll LuLimjIPKh (jc Lwa^jll (JLaJ (jl i-JJjxll Qjh qxA Ajl jl i - laJLuLall ' ■ ula (j^i Litlj I i^a ■ ■ AJaJJ 

SI jliiaj .AjioVl jlala-all jj£I (j^i 1-ia.lj ClIillPKI (pXutl] ^jJiilVI AjjJI (Jia) Cjlijiki]! (j^ jjo£ (J AjJUjil 

<^iAi j»tJj (Jill e_Jj_ajl dllaJj-fliLa (j^i Ai^aJl (jl 4 8jSa .[14] LaLaJ ojjL^J aJJ _jj« uS3l al laJluil (J*J (jl (j^-"»J La IjJJ^ 

xiljjl » ; LaA«ajSSL L^j aball (j^aj t5 jll AjalLill ^j JUi J^.\i j^ laj[15] <;Laaj]l dibLj .'Ml - ^"..f\ 

Ajjuaa ■'■' J^"'"'l (jjliialajl ^jj^Akliuiai] (j^aJ .<^L*]I Ttijliajl aliij ,_a alA jLilcl jA ^j al a II r-ljiajl 'ijljlj (j^^l (jjj^jll 
dllaJSla (j^i Ai^nJI .<i-iJalj (JLaJa.VI I^A (jLa ( _ s ]t <iijiajl jlSV .alxll ^■taflxjl Jl (J j i ^-i j]l 4 jaml jj p j^)A«ll L-ia.Lua 

SlPKI (jj^J 4juaLaal alAiiujVI Cj^Li. aJaa a J Laiu I ;;"' aj)a (j^i - J7-^ (j-aLiJI r-tlLall 4jl a-> (j^ J^l ^a. JaSi a^SiJ 

8] LjILu j!i£l (jVI (c* 4jjL>i]l Ola.Lua.VI ( (j^VI (j^i i-Jl£ (_gj"ima Ls lc- jjji!\ A aKJ AjLa^JI jjSjj]. 

A^ J (-jLjJ JJ^Lj 4J Ia& Lj iaaa (j^i (j£ aJJJ (_jJlLul lilj'iMiflll 4 imilLi Ia^ JJJ^ _jA ^j al a II ^uLaJj j.^J^jaj]! aa»aj| 

JaliaJI Jl frtlaj til j'l .'ii .all (jl Laj^iC (JxJ (Jliill 4jLli J ^j aS^II I^A .Ai.lj jpjjia£ jLj-aJ (j.aLaJI ^-ULall -I laJLoil 

8]-l^lj Jpjdxaj jW^ (j- JP^I L)_3 " ^"' ' "J l_jj^ lij 4 alia all 4-j^aLaJI ?iijLLa]l (j^i JJc. /-It]. 

A^ilxll ?rnUall Ajii^jll 4jjj3l (J-aaJ La J PKI t (JJJ3 Ja?(j3A«]l »■-■ ■ —J (_ji]l (j^i ^A j VI I g ■ ^••'" , oAi.lj 4 j . ij'i j <]Lui« 

4Jaluill o Jil g .Vi oj^3 J (j2 liljl («J«J 4a«3JI e^Lj .'Ml CA oJA i— b ajSS ' aj£ .[16] oJsLjjjoII i— ja.L-a 4jjA (j^ (jSaJlII Jc 

?4Alll 
j^il ^jA 4jLil] oAl.'iKill 4j'i«VI dls.1 J2>.VI ' »1*j all t'lmjl Lpl La£ L^J LJliilulVI (j^aJ V aLj-a oJl\ g .'Mlj ?-ljia]l Sjl^l 

_ll Jl j-L^j Jll 4H]| Jc. JaliaJl ^j^a-PKI "(Merkow 4 1998). WjL-a d^L^S JjjS jljS (jl ^A ix^^UJIj 
(?tJI ..(j_jjLallj , (JaxJI , 4jj-ai-oa]l (Jl«) Lj aAaJljLal jlj^]l CjULuII SJLi. Jc. AaJxjj ( - laJLuLall (Jj3 (j^i L)C.lj (jj^J (jl ' . la J 

5]]' 

4jii^j]l 4Su\\ qm (jjji.VI r I ' -*"*-V I ?4jSj]I (j^il jA ■ aft (j^J ,LaLaJ llal lilj (j-aLaJl aUajll (j_j^J (jl ' . '„' *** J (j*"a. «-/j-^ 4j| 

J1PKI 4UaLJI SjLjjj (Jla CA J] (j-aVl -I laajmVI J ■ i. . ^11 CjVLaJa.] (jjllaj a^xJA^. .aJaiuLaJI jPKI . Jjjj^ Jai 

4 Ul,„ll SiL^jj (JLlajl CA, . tilj'iuiflll 4j_jA (j^i 4jli£ (jaa^ll (jjJ (j^ilAjljLi-aj (J!)Lk (j^i ^JaaJJ ■ " 'I a g luII 4^!>Lu (_pa^)«j ja 

(j-aLkJI <a.Liia (jc JjLliJ lillju .SJjSVI 4j1oVI ^ iaa !l s^A (Jla lilllaJ V J3 a laJL a all , (JlaiUj. 

(Jl -I 'w'l.iI x_a j 1,>i CllLilaJj ~-^--- lillJA (jl (JJ^. JPKI .Lj-ajAlia] 4 JJ aa 51 L-llluJajll (j^ Ai^aJI lillJA ,?.Ijjj ^a. Jc 
jjjIjjIL » j ^ -^ a (jj^J (jl Jt sjjla L^K CjLjLuII ^tlj3j JjjJJ^lVI •^JjJI '"'^ '"..'. ' 'S-yj^l aJlja. ( S-y_^l dil .^ijt"i..i« 

_B SVi'imJ 4ui,VI PKI [8]. 

Jl 2-li^ ^LujjSlVI SjLaJill Ja' aA^I JL, lilPKIjJC Ljj aUill (^J^J JLacVl ■--;—' "V" A^blLi ^ AjUVli 1 

aJ^SiJ (JJ^. J -V a! 4a«3j SjI^jj lilj^l (jl£l f.\j^ lilj 4jualaJI (jLajjVI 4JI taj a3j (jjl .'',''" (JJ*jLJI ,* ™« a j, 1 j ajj CjJjjjVI 

(Jl ,dijj5jVI alLc J aAkiuiil a lai a oljsl PKI (Jl (Ja : jA (JIjjJI (jl£ lil t iSJ^ 4j^.U (j^j.4jjjj^u^a Jbu '"';"'; alPKI 

l]"a«j" i£b]L, ^ ,Ua ajUVI (jli ^^jjiilVI SjLaiSj <^Uj]. 
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Y2K Jl ^iSPKI J 
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Jl jALa aAJa.1 jLu Lo^JC. ClL>Uj PKI? 
Jl ■* i aS J!La CjLajlx_a]l (j^l JLc ,j SAa-ia. ojjiajjl Vj jALa JIS j 4 mij ,-lc. <— Aa.1 aJ Y2K. 

Ajlgj ^xj Igjl Aa,jAJ CjLajL<_a]l (j^l ^3 f-la. 'LaLjJIj 4.U la 51 4jjii]l oAA (jc. CjLojL<_a]l ?r l'ii! c-1 JajVI iil]j ' ■ Uu ' " ua jl 

CjLajl*_a]l (j^ll aJ& ,j (0&^ - 

^ (Jl La PKI igi a3^)ll (jj 1 1 aJJI j^^o Jl *Ll«_j^uuI Ttjijliall jl 4 '*» all ycjjLLaJl oA^j jl <Llo_ja»J| jtiJlLal] 4-uaJJJl <JJJjl jl 

^''^^ia-all (jjiij [j LiJJ^J u'*'^' llllaiJajL^ttll sift J£" 4jla.Vlj (g w'ti oia.j jl 

- J PKI " Public Key Infrastructure " <_jju c& iiili^s ^P^jj ^U-j 4_Jx. ^iilLa jjjj ^u^« VI U 

(_gj"lMi«ilj <*-jLul (j;JJ (j_J^J cLllu L_Sjia .Jl jrljaj La jlac ?.l^)jij ^J^J La-lie ,_xalj JULa JlaAj JJ^I ojjj-all ?t i aSS ,«£] 

4_alt Ljj j3j 4^a. (j^i Sj-lL-a <xjlia]l AjLat '"'_'" ojl^_ii ,_e^)jj liL aj <xjliajl AjLaC (Jj3jJ /-^J (Jjbul l_Jjl£ jAj 

Jl qa SjjL-nll si g Mill jA ^frjjill tiLaSI (jl£ji"(jjiU3lPKI Jl jA (jjiUll 4-olc <_£.}] 4JjJja1I <£aJljPKI jlinJlj 4 mil 

Jl (j^i S J J i all Ttiiliajl jA (_g jpniiollPKI <la ^„ (3 ' " J'" 

@ Jl Oljjla ^LaPKI ?V*M 

- aa^jII ali^ill Certificates. 

- oli^ill ^jU CA "Certificates Authority". 

- oUUl oli^jiS A^jii CRL "Certificates Revocation List". 

- jjjlidl AjuHaj Sjbj ^Lkj KMS "Key Management System". 

- CjIjLjjjII (jr ajLJ jj^VI i-iVl J j»ja j jia. dSLiA ^jSj jl <jLm Root CA. 



- sUU CiLpiL-all A-ajli ARL "Authority Revocation List" J <> Sj^LJl jRoot CA. 

- »ix3i ^ULali Public Key < j;«"..^ti ^^ %Ac ^ULJi Ha oj^j J^^l o* » j ^ ■ ^ aJLuijII jjaJa lilil ^liia ja j 

(UlLijI 4-aLC- (_£-lJ (j a£Ll /jl J1A4J. 

- (j-aUJI ^ULaJI Private Key <jj£j <jl Jaj^iiij iaIuijaII aJLuijII jjjjs Jj^ja]I aI^lL qa * iLlmj <cill ^UUI ja j 

~~ (Jl ft-LaJ (jJj OJJC. (_J^1 (jj^J (jl Ji^iuiaj PKI 4jlj qa\ (jl^a ,j 4jl .^lii ,_Ja. Ajjj L^aj o^Lj-ii ^j^alaJI fuLa]' I^A 

AjualaJI 4j£i]l All iajjl ,j (j^laJI y-ULaj| I^A (jj^J (jl CjLajl»_aJI (j^il "1 • aa] (jaj JjJaij o-llcj" t<iala. 4-ijA (Ji«j 

J] SlLaJI 4^JI jjx ^U-jiaJI AiLkJI jl JxxJI <aLkj jl ^LuLaJj^l ASUaJI ji Ajj-aaJill AjjgJI AiLkj ilia JjjjajLPKI " 

l_J^uii a-lC (j^ijjaj iSA Aj^^jI AJUajll Ji.b (j-aliJl 7-ui-aJl I^A Alljpj s-LuijI (jj^J (jl JiJaii La£t ,-, a3j]l (jjj-li-ad]! j£_y* 

Aji_yjA\ (j 4jLi <_jr^J AjualaJI CjLajlx_a]l s^A (j^i t_$\. 

@ aUJI ^ULall" ^iiliJI o^a (> ^V ^..11 (jjjij (jLoj jAPublic Key (j^UJI ^UiJ ji Private Key" J aiki ^a 

PKI ?L$^ JjL^II 

- J] ^u^LPublic key u^UJI ^UiJ U <<jjjij <> £JLa V fLrJI ^ULaJI j Private Key qJ eljja. J^°;V ajJJ 

4 „' ' "* J uaaJl a It Ti 4iijiall 0.I3J 4jV lillj CjLa_jL«-a]l . 

@ ^aajll cjbl^JI La Certificates? 

— jl CjLa_jl*A]l 4jjiiij '"'^1 i ajVI ojl jj jl <jli.l^]| ojl jj !>CLa <3jjj«-aj <3jp_j^i *Lg-a. Jjj Q*a TtlaJ o-iLj-ii .Jo 
MiCrOSOfti * „' *•""' ' "„' (c^ jT'^J ^ ''-'*.' ^J ""^ '''' jl oL»il« jl ^^^ ' a» I /Jjlj (j-aliJlj alaJl (jjavuLaJJ e^Lj uul s^A Tiiajj 

4-JJjjSjjtJI a^t.'ll (_piav (j^i AjIIc AjflAi aj <jju j (jLaL 4-iJ j jj^I'V I Aj^iLala-a ?. I ja.J . 

sjl^jill o^a CjUv^ ^a! Certificate ^UJI ^LUa]l jj£j Ultj ^Uplj jl^-al ^jjIj UjJ ji Public Key L^kl^j. 

(J^il_^ j| ~ ^'.ii^ll <jjA AlAajj (_5^ui]l J . ^»"'Sf I ' " '1 JJ *""- ^LaJtlj (JJJJM LjJ^li- (j^i aJJ Ajl S^Uj uul s^A Jjljjj y_>° ?*' 

(jjLaluiall (_^J "(Jjoi_^aj|" (j^aliJI ^-Uixll 

@ Jl LaCA ^a^J 1 obl^ill jLJLa 

— (Jl ^j (_jjijjj «-3^- jAPKu A^jjV ' " Ua j PKI a^j <i-ali. S^Lj ulj I "^"\,'^ 1,L "* (J^J^ rt (jJavuLaJI ?.LijJ ail La^jt t4jj^j 

*LLa3j]l ' " II 3lg uul TtjLa (j^i oj^Li^a CA. 

@ Jl LaCRL ?SliUI CJbLpJI <^la 

<iliij jl 4jli]J JJ <_jC-.il ',','■" (,5^ jl pLii^all jl <3^ui]l '■> jl jj^JI Jj3 jj* o^ui£ ailj (j^aliJI ^ULajl ' a ui^j La^jc. 
'Lajla (J UjJtJ ia j j LA _paa j S^Lj uul ?.LiJj jl LJ^a. ail Jui^all - ^'..i»'l qm 4jC.jj jl S^Uj uu 4 a ''1 all ^^7- II JjS (j^i «.I_jjj 

«.h_jjJI 4_Ajlail Ujjl£ JJ1 elilall Obi,; .till. 

@ Jl o^jliLa I jl ^Ij jliA« JjLaawPKI ?<;Laj^u<JI TliiLLal] <jiaj]l Ajjjll J^^)-a jl (__— oS^I (jj 1 1 ajll j^J-a Jl 

— <)ill (jiU sj^mi«]| <1Luij]I ^ui£ AJlaJjail (j a 1 aJ I ■ ua J M<^,':,\l J^Lv (j^i^l J 1 aiSV I CjLa.jJ 1 afll j2jj. 

— Aiuijl La jl^jj * j *"*"' ' "„'V ' " Ua j ^iljA '"'.'"\,'J JuJ^all *Ll_J£J ^J*^ - 

— Jjj^ajl <JLujj]I i_la.Lua jiLaJj Aijx^i (Jjaluiall » J iaJ 1 jj . 

— )<_l3jj]l J!)li. (j^i JLuij'VI <jlaC ?.Liil JJJaJ (_jl 4JJC e-J^J J Jui^ajl Jl3 (j^i 4jLuijJ a!iLa (jl Jjaluial] ^SjJ 

.-jjJ&jVI Digital Signature . 



@ gJjjSIV 1 &J$ ^^ u Digital Signature JPKI? 

(J^ala r-ljia (jj^J <c^JJ-^! /SJ^J^ -^-ji^ Private Keyt L_i^)la ^j^i oj-lL-a a^lgjui (jj^J (j-aliJI ^uLaJJ 4_aj3 -^J^ "^J 

ijluu PKI (Jjj^all 4 « v^'..i« 4_]_jgj ^JjjA JaJjJj 4j!/Lal»J JjijJ 



Steganography e Ua.VI cfi 






<LaiLa 

alxJ V ' - Ua "u^ J? J'? /'"'" V.'? jlj^Slll allc J Jx-all (jjiij J ■ ; ' i aj lfrl£ oUai-all jl 4_lii_all jl 4_ljj^ll JJC. (JjLujll 
a aj >o» AjilijjJ! Ail]! (JJ p ja. jlLij .(_Jji.l 5 ly aj J-^fi I fl ' " a 'i <1Lu:j1Ij , cJ.'""*' ' " •" J (Jjmj-all VI <lLu:jll Ai^J U'" 

AjUSII elia.1 (jj" Jl 4 al£ll oJlA j^JiJ (jl » '^-' ■"'" 

(JjLujll 4jLj£l \\'»" (jj^-liiuij ig* al^iul s-l j^iVj tiljLall jl£ ' " Ua ,(jjiuill Cjlla .lla 4jjjJaJj 4 al Sajjml a!i ~jj°"" I^A 

J£-la ,iilli -^4J ' ' "°j* (_K>J*H I^J CjLlljJaJI a ''-■-"'■ ""' Clljl£ La£ 1 g J '<*- Ijii^J aJ a^-uijjj Ijfliaj ljjl£ jl .aAjj^-ia (J c ' 

pAiaVl li (JaJ ,Lja jIjjSjII j ' - '1 ; • ^ a 11 4jJafrj jj § la JUCj li la II 4 <1*<ti pliaj 4 L i a j ?r u .-il j ojjj-all J °^^ j;^ 11 

,— a3jll j' a*lu 4jlt JjliaJ (jl (j^-a -^J-^?- J' -"""- /JJ. 



,4ja 4JLujjll plaaj aJJ La jAj ,(_>aLaJI jl pUaill lilLiA ■ - Ua . Ia j i al 'if. J' ajj (jl » <U*,„i 4jLutl! s^gl 4ij2.} ojlaj ia.Uj 
^■lliia 1 i ajl lillJAj .p jj J (j^ (j_J^ (j' (j^-aj »"j '"*'' 4jLuijll lilLlAj . jJ-ll3 jl JjA-a » li«« jl 'ijjj-a Lulc. (jjfLlj 

JjSluLallj (JjjjaII VJ 4_alxj Vj ,<jji4J pUa.VI J - ''■"''-ll jAj ,elaa.VI. 



jjiuullj 4jU£]| f lai.) (j2 

jjjjuSlI (jl (jjjikj La-lJC. (jjilill (j-o j±£ [^kaj^CryptOgraphy) 4Ai2.} Sjiii iaLj . <s. < _»ii) <jjij LaA 4j\j£3I pUa.lj 

IjlAj .(Jjiiluiallj (JjjjaII VI lA_j_o-aj lilj » j iaJ i JJ V (_S^a.l S jj i aj AjLujll (JLujJ (jjial 4_uljJl jA jjiiijll (jl (_JJJ 4jjajj 

Jj^.j aa jj 5 il'<\l -"la-^l Lai .Ia^j^j (giaJ V 4iSl <1Lujj1I (_gj^a a 4jjA (j^i JJ*J JJ' ■'"'"' II (jl ' " ua plaa.VI (jj (jt I aJjaJ 

JJ jjiiiilll (ja L-ulLul ~^..'»"' (j^aj .(_jjiLujVI (j^ ajLujII: 

— ijlfaj . jai jj^aJC (_1J <1Lujj1I qa j- aj& (JS (JjJ^J ail <_$! ,(JljjVI l-^-a ^jlc La) '< <"< j : AjLlill JjJAJ UllLuli 

<1Lujj1I LJjja. ' . uj j' SjIc.1 aii 4jjj ,(JSj3I. 

— aljtkiuAj » aill 6 iA £l!Ltj AjLoC. ^jic. LjJUiJljj » LS Jj 4JLujll aAuiai ail ■*';■*■ : <blj£ll A y\U A ijjll i ni 

AjjJaLjj CjLvajjIji.. 

(JjjLaJl IjlA (JJjJa (jC jjiiiill (j3 j 4jLujll s-likj (j3 (JJJ (jjliJ (jl A-lLiulJ ale- (j£jjjj 

4jUSil cUi-lj JjiiujJI (jOJ 4jjU-a (Jji?. 

aJ^IxaII oJl^j aJAoj (j^aJj .^ii-all LJJ^ll (jJjSil p pLkill (Ja.b j <1Ljj1I Jla.jj J f.lii.VI oj^a jja_a!ii: 

silia.VI ^liia + olkill + UsAia.) ij-all <lLujll = ^°^ J LJJl^ll 
4 J > ill > ill ' ■ ull i ■■! 4jljjI JJ s.Lii.VI ' ; ull i "I aj i "' a ' (j^J ,alt (JSjuajj! 

1-^11 flilVI: 

4^1£ (J£ (j^i t_jj^ (Jjl (jj^J (jlj 4jj-aj 4AljJaj Laj .4_la 4jSa all 4jl_ujjll (j^ajLaJjall (j^aJ (j-aj 4jli£j lillj (jj^Jj 

4 j U»a I j| Aj^jaj 4ijjiaJ jl Si 8a all 4jLujjll qm L_ij^ (JAaJ. 



2- ^Sj-flfl p\iaff\: 

4_l]lj]l (jjjla]l (_£.laij (iJJj ■ SJ iall (Jl^-a jl (j-"jH (3-?-° (c* (jji^l (jl (j^-a AjJ_jj-<a ojLjjl (Jilj <ULuij plii.] '. 
- aAc JLvj) Ajtjj IgJ AijjJall o^A • jUUl.tl (^jj( JJ-SJJ ( bpS4 1,000). .l_iL5u£!>U A^JajC. ' 3 •»« 

^ jjc. cjj J&l Jl^jj ajj l^jij (Least Significant Bit) <£j^ SjLij J£ ^ 

A^JafcLia l$ja JU-J^I <x^ jjSJ pUa.VI( bps4) 

- jLvjyi ^ a^u j> ajljL j&i ^ :ajjyi Aji»u( bps450,000) .^Lii£>u s^jc uj£i upsi 

4 /'J ' all ^jUi^l (j/> L^ljj) (jLuij!/U (j^aJ V Jjialia (Jilj <ULuij]l (j-aj (Jl-ijl L$-l3 ^J- 

3— lillil .<j]V'n«]l jjj all (jx itjAy Vj t'lmjl jJ-liill «JalLa jl ' ■ ua jjj alb elia^l (j-o (jlia : (£ JjJjill fli^VI 

1$ JJ' "* *^*^VI ' ■ ull i al (jjjJaJ xjjalmj Lijli. 

4~ j£ij jj..-i ^ (JjLuij (JLi.^'V (JJ^= 0-iC- Ai.jp j/'^ ill (Jj3 (jx lfrjmtj,j i"\n\ AijjJa j!i£i jA '. (J JJ^fiil f l&VI 

- jiaSlaJl (|jljJI Jjjaail. 

- ^J^lt JjjaaJl. 

- jljJI AjLaijII qa J&\ J Cjj JU-jU ta ■ ^°"'J .^LaJalmx AJLjia jj£i ^lAj^At J&ft l_jjJI (J JIaJVI 

)4ojL J ri. <ai3 JSI 4j (eill C-ull jA Aj^aI JSVl i— ull .ejjj-all qa AaaAI JSi <ej <— iJW AJI^jIj U jUi-J 

l£ lil :^ .( 128=27)^1^ Uii j& aJ ^ill cjJI jA aa^aI j&Vl c_ull J jja. ^ (1=20 

24)cij 24 <> l^ia Aa.ljJI J.^ill jjSj Sjj^. lii^-bit image) JS <> ^ 3 JjJ •^"■■■' luli 

768 (J 1024 -** qa Sjjj-a (jli lilliJ .U jlii-J Aja1\ aJLjjJI (J* Cjj 3 j £ jj i all (>« <— uIj 

£ Sja all jjjxJlj iii!)lj (jl (jj-i ^JjLj 294,912 A "•^" (J-^J LjJS '^ j (jl (j^-aJ- 

i_jj^JI plia.j aijj LijJ J;-*"' : jaI JUL»Sj "G" jA (cjliul I g \; : '' ■>' *^jjIj <jjLoj (j^ AiaL^. ajj'-^ u^b: 

10010101 00001101 11001001 10010110 
00001111 11001011 10011111 00010000 

i_ij]| Jjlaj (ji cjjaj "G" CjJI (JIajLj e jj ■ all ,j i_ijaJI IJA (Ji-AJ ji •jU*..,.; jjj . 01000111 jA («jLjS1I 

^Jj' "* u,' ""' t •' ' "*-'* ^j-°a' (Ji'VI ^ 
1001010^00001101 1100100^ 10010110 
00001110 11001011 10011111 00010007 



9- liiyi joiaj ^ 

AJLuij Ajij ■ al uS^I (JJJ (Jji lillJA (jl iai. % i.(Jjilui«]lj (Jjjj^II jjc. <_£ji.l ^^^ (Jj3 (j/i 4Jto ajl 5 <1'<\l i a ,*< A ;1 «r- jA 
laai aJLujII Aj?.j ■ al uij£l alt (J^mi; (_>ujAi pU^VI J;^"' jJ*3 .1^ maj 5JLujj]I ^_y~- " ■ al ujj£l j ,£laa a 

pUiVI ■ al uS£l ^ji La^aljiluil (j^aJ (jUiljia lilliA: 

ll ?.lii.yi - 'w'..,*'! ^jjluj^l (jc jiaill ^j '-»» J ilc. (J^mij Lg al lalbail a!li AjjLuca AAijia (jAj :<^laJl <iijja]l. 

2) Joaj i_JjliJ ■ al uJJaV Lg al 'w'..,! silij * » i la a Aijjia. 

,Aj11c <3j CjIj <jj^ ^ <^lxJI <iijia]l (jl (jja. (J .(^jii plii.j 1 ■ ull i "I (Jc l^LfLaJ JJC ojAa_all <iijia]l (Jjilj j3 
pUaluil Ijl 7tJ>lJ AjL Q, ' l— IjU (j^ UJ^J (jl ,*,,"'"''' . piia.VI ' ■ ull • al (j/i j^aJ Ajjjia T^jliiJ ia«J (jl (j^ui (j^J 

lillj (j^i i—uu-al j^il IjgJ lAljJa a ' al uiij^l Lai .<1Luj]I Aj^.j ■ al uS^I 



^Jj l^M ,*'<! ^j^^all CjLajla-all AaaS ^^Ic ll JlmVU Jjlajll (Jjia ' ''., , '' L ^'" , (j^°J : 



- :Stego-only attack <Lkj fh <eill ±*.J\ f.^] ja sialyl ljja 

- : Known carrier attack L^Lkj ^ Jalillj lj^J! 

- : Known message attack 4ijj*x sliLJ! ~a1L*J\ 
- :Chosen stego attack i_jjj«^ ?.lii.yi i_jjLJj ^>?.>« ^'"^^ lj^JI 

- : Known stego attack 4ijjx^ l$K eU*.yi <_ijlJj ^lj J-UJl 

» J aa (jl i_ajxj . !xLa £ jj i all ,j o_jjjo]I jl (jii_jjio]l I al uSal jA lA j£jil ,olai_a]l <ULui^)]l ■ al uSaV Jj^r 3 *^ c ' -^J^ 

(_5-laj (jl_jlV ' aLaJla •Jjjj'^J J' -^•''V^j j^a.^1 ,^ U'inj o'_r' 4j!/Ij (j^> £Hs^y (j-° OJ^^ JJ ■ all ,j (jl_jW ' " '^ jS uS 

<3J 4ijxJ »jj' all (j-o dijLj <J£ J;^"'.' <ilai.VI ■ »*'^ clA- 4 ^ ^^ . 4 u.mjll (jljlVI o^A (j-o <L^.jj^a]l ^LLa^ll L_a!>ljiJ 

tj«-*< A] lillijj ,l$ja jljlVl. 



- Stinsown "Cryptography: theory and practice" 



- Huaiqing Wang, Shuozhong Wang Communications of the ACM " Cyber warfare: 

steganography vs. steganalysis " http://www.acmqueue.com 



- Neil F. Johnson, Zoran Duric, Sushil Jajodia, Center for Secure 
InformationSystemsGeorgeMasonUniversity "Information Hiding Steganography and 

Watermarking - Attacks and Countermeasures" 

- Gary C. Kessler Associate Professor Computer and 
DigitalForensicsProgramChamplainCollegeBurlington " An Overview of Steganography for 

the Computer Forensics Examiner" 

-Curran, K. and Bailey, K. "An Evaluation of Image Based Steganography Methods." Int. 

- J. of Digital Evidence, Fall 2003. 



SSL (Secure Socket Layer) 






- ^ j* i aV I j! Jjl jJikVlj o^^a SJjilal! CjljLu]! ^J^-" (jl^ ' *-" J ^W^' ™^ U.''"'' """J (JjjjaII (JJJ SaJ i ajll (J£ mi ^^Jc. (_>a*J . 

<^iAk J_j^j3 lilli ir^J lSJ^-? j' *_JJ' "*.' '^^4^ J."*-' ^ » j "~- p^LujmVI J r-Lajjillj 4j, aa ■'■'" CjULujI SSL (_>u«j ,Jjlj 
4J^^a ,j (Ji-aaj s.!/liiuil (_g\ *_la /-ic JitLuii S iLoix »jj i aj Ljiij /Jc <_>axJl j CIiJjjjVI ^)Jt <1ujja]I CjliLul! j_;° uU (c^ 

CiljUJI Jaj. 

Sj£a CjI^j SSL CjjjjjV ^)Jt <]jila]l CjULuII jj« uB ^ <jjaj]l lillj aJ^SiJ ^<~- diiac. (_j^lj ■ . u£ i ■'"" <£^>i <Jj3 ^ 

JiLUj (cryptography) ijj^ 4ij*j V j^-VIj 1<im« t_ ijj«-a LoaIj^j jj$»fti\l <Lila»j »Lsil] jj^Uia ~.ikluij ^Ij 

I^jj *j_ja1! -^'j u*?- u^Li. (j-a Lj^tt^& qm uajuSJI *La.ia. a^ij ,j]l *j!_ja1! Aijx^i (jl^VLij c Jaia (Jjiluiallj (Jj^jaII 

https:// <> Vjj http:// 4 *iljj i_Jlt (J i2*JI jA La£ . 

" _JI jAU SSL ? 
<aK1 jL-aiLl ,jc. sjUc ja "secure socket Layer " «■»■ ~*~ Jlj ^ SJiiiall cjLjUJI j^jj »jsj Jj£jjjjj 
.iUJ j cjjjijVI "server" «\c ^liLa ja j JjVl ^taJ! t j;*, frill <Aa«j ^Ul] j^ 1 ^ - 1 '>- s -"- 1 .' "public key" 
<Aa*l! jjiiVii JjVl j-liiaJI fjL "http transaction" t (j-aU. ^tiLa jAj ^jliill ^IjiJl »jLj "private key" 

_ll I JUi SSL ? 

^i lil^jjl xjlj^j i " il ^j<^ \\ *3ja j Ajl1jJj£^\ 'ijL^j]l ^t_a\_a-Q AAJ qI SSL ( ■ ';■■'; ^^A Lajj t AJ^Lua^ jl Luc (jfLi jj 
1 g " HU S _)j-a^i oj^j dlij^jV! ' - I^J ; ''■' <*Jjia A^Jajij *j! j SSI l\ ?t-laJ Laj (jj (jSjulj dlljLull (Jij AjLttC. ,j SSL J£ 

Aj]\j]| i^jU^iU Ol jjaaJI eiA : 



■ "K.Ati liSJj S»»U Jc. alxj V UjVj ( i—llkll liSlJ J i ^;V Ai-alall I'lKi.tti ^ Alt Jc. i_jilall lift _y^ i <— Ijllaxll 

(J«l£ JS ljIj '"'Ki*!! lilij ^jLai ^ jStill Sfl-v'.M i_a t cAjLJI <jjjj ^jic. Sal °^ 51 ji <^-iaiJ ^jj]! tjLaVl j-?-" lS-^j <L-ajJI 

jjiiij <il^)ia (jl (j« (JxaJ t dlJjJJ'VI ASjjlu (J jil jLui« ,JI jLuia [JA jjir'n LaJJ ' ■ ilu'l ^j\j aai,.,/»'l ljja^)X^ x_« 

1 i iajl al a^lmVl *U^ mj Ajjjalaj <ial -iajjia CjljLiJI. 

~~ ^Jx3i jjj»"' (jj-i TJ^ ' a U^ '"'''.' *— J ^?^' UJ^-^J J* CjLa_jL«_a3l ^j«l j_jjlu! jj« (jl aLlJ La£ '. CjLiLu]! JJJ«J «UlaJLml 

jjLBll U*c. J^u. j> « 100000 J\ JISJ J^ J& 100 o- "^ m^I t^Jia- ja^ u^VW cj'j^ 1 J>-^ 

4 ;» i all jji uSll ^Aijia ■JJ^J ' ; ';■■'; Iji ■'''"' 11 liUi iii9 S ll Vi,„lj 1 & j\i "!"\ i . it...< CjULuII _J£?*-J G-° jjj" 1 '' "" Ai*3 • 
— !l jiC dlULul] jjiiiill A )\ aC. *_« I OljLlJI 'i«.l j3 5\1 ->' ...ISSl LajJ t a^aia-* CllljLlJ 'i«.lj3 (j« CjljLul] Auajjila (Cl .a-iaJ 

Lallan L^£i ■ ju".„j "^ t aj^'iiA diLjLij (^ Aj«.!j3 * j Lj ■ ■<< L« <J£. 

_JI J-ttj i_L£ SSL ? 
,Jj£jpj^jj <*jfla SSL CjULiJI (Jaj (Jj£jpjjj (JLo LJx]! aaiuti Cj^jSjjj^j >c.jj] jj« uSil ^j^i ( _ s JioJI aaiuti l \c qjoCa 

"FTP" t CJjjijVI ^i^ Jj^jjjjj "HTTP" A£^i]l jjc. jUkVl JAAsjj j "NNTP" . 

II <J_j£jJjjj (jl lijl Li^)£jl La£ SSL . ^a. ^."<^ll Jjj ^j^ ^JiLaJl (j« ^£lj]l AjLoC a!ij /jJ^J ^^jLir' Jj° ''''"' (c^- O- *^ 

<j3jj^o (j^ jSull ajj jJl^ i-iljU-^ o^c. (JiLk (j^i AjLaiLjl s^A (*-°^J ' (J-aLaJlj aLsul jjii^oll tsjjILo s-Lij! ail liiJAj aLjiHj 

1 i iajl TtijLLall »1 mi'iI aJJj ^p.^/1 l-j^)ia]l 

t^ CJljkaJl lillij : 

— a^liJI (j« (3_P-i^ SiLjJo ■ ■ lilaj ■»■«' ailaJl a^jii . 
— J^)ll jjc (JJ^_r' SjI^jlu (jlijU (»_jiij ^ a ' ailttJl (J^ -^^^ aJlaJI a^jii. 

- <1 a jUJI ^Xu>\ (> j^hll (j-aUJI ^tlaJI JLiiJ. 

- (_>aLiJI ^IjiaJI tSl^Lol Ls lc a^laJI (j-o i£tj ajlcl . 

— (JjaxII (Jj3 jj« (j l in'i j]l ' ■ lllall (JLujjJ. 

- UjiiJI Jc. a^UJI J J. 
/ 




— ^jjjjJl aJL^-u ■ w .'!-^ jiU JxoajL jjc- ^ jlu ^JiLu^ ,± _jflj— 



^mUJI c t*J! AS3I1.I i#i. (.J-LSI ,> aSbB- 



-.j-lill rtii«l! *£KUj fjLiJl JiSii 



JUl dUji- 



JLit Jt JjlU 




_J £t^i SSL ? 

■ 128 ^ 
■40-56 ^ 

p jj]l (jl laj jjjt^jj]! (JJJ AJaAuU 4jjlia <J!>li. QmS t (jLaVlj J ■ ^V I J^ Ja 1] jA (Jj^l p j^ _J jja I (ji (JjSJ J xjialuij 
i3^)]l I^A <J!/Li. jj^i .li£Li]Ljj ( " o^a (jjliJM OJ-^J^ " c?^'j^ c^Lw ' - '"* .'^ ' " Ifljj 4jjlia ^L^l p jjll ^^ic Jjjiii (JjV 

'llj-''"' L$jl (»j^J i^-lJ 128 J-liJiuAj j ;° uJlJJ] lili] (_>-a^j ,j]! ' " la JJl 4jjLa_a q\ L_ij*j. 

4-aik f Lull AaiaS SSL V 
^LaAk (jLl aixj La£ SSL A^iAk xSLa <J!/Li. jj^i (JJ^r' SJLjjuJ qa .l£Li]lj ajLiJlj (JjlaxJl (jjj J i aJl ,_A SSL iaj i ajJl _jAj 

^j a£ 1U jl jj.}i]j dljl£ (jl La (_>aaJl Ajjj L_i!/L±iLj . 
4_a.li. ,j lilljpjuiVI ^'"*- SSL 4 llg II ^^It (jj^J La o-lLc. ^jjllj 4 a ^ ll CjLajL«_a JJ2jM ■ ; la.1 jll jj^i t 4 a IaJ] 4-a, 1< a <_£.}] 

aJUI : 

BEGIN CERTIFICATE 

[encoded data] 
END CERTIFICATE 

SI 4_a.li. ■ ■ U^JPj a-lLiJI ajii lilli .ixj ( ajLaJLi l_Sjjxj1] iaJ i ajll < J • ajV I ?-ljia ^jt JJ«J CjLajLcaJI aA& SSL ^^At 

JjjLuull al iaJ 4jjj i_ima ^^Ic a-lLiJI . 
4j]Li]l i"il jU-^ ll pLiJl ' ■ la i t jj^iij 4jjj ■ »''"• ' . u£ jpll 4 ;'"»; al ;'°" : 



Jaijj 3jjj ^it 4^j^t "Windows": 



■ ja jj Laj <jl aj IIS (jjT iVi'l allaj Jc. 
■J] i_iAil "Control Panel" <. "Administrator Tools" i "Internet Information Services" . 
■ JA ljajI "Default Web Site" JJ ljUJJIj <>ull j jib U , all ^ "Properties". 



H Internet Information Services 



Q@e 



File Action View Help 



00 



- 



Default Web Site 



Internet Information Services 
JJ HOME (local computer) 
E1-C3 Web Sites 
B-J§ 

[fr2& IISHe 
[±!--{J tswet 
i+J-Cj_vtiJ 

+ ■%■ Default SMTP 

Stop 

Pause 



Explore 

Open 

Browse 



Computer 



Local 



Version 



JHOME (local computer) 



Yes 



IIS VS. 1 



New ► 

All Tasks ► 



Rename 
Refresh 



Properties 



Help 



<1 



> 



■JJ t_jAi! "Directory security" .2 "Server Certificate" J cjbl.ic.1 ^Usi ^jSSL. 



DejjliuU 'i'la'u jIee; i-Tu^nit'iai; 



as 



Web Site , I5AFI Fi|l=ers II Home Directory || Documents 

DTectory Security "; | HTTF Headers Custom Errors ASF.NET 



Anonymous access and authentication control — 

Enable anonymous access and edit the 
authentication methods for this resource. 



Edit.. 



IP address and domain name restrictions — 

(jSi) Grant or deny access to this resource using 
(fifip) IP addresses or internet domain names. 


I Edit,.. | 





Secure communications 

^^^ Require secure communications and 
'*^*^ enable client certificates when this 
resource is accessed. 






[ Server Certificate.. 
View Certificate... 


1 
1 






Edit... 


1 







[ QK | [ Cancel Help 



■JA <_jajI "Web Site" _JI Jii. SiUJ & jShllj SSL "443" 



Default Web Site (Stopped) Properties 



LLIS 



Directori) Security 
Web Site 



HTTP Headers 
ISAPI Filters 



Custom Errors 



Server Extensions 



Home Directory 



Documents 



Web Site Identification 








' 


Description: 
IP Address: 
TCP Port: 


www.yourdomain.com 






212.03.1.1 


V 


Advanced... 


ed 


55L Port: 


443 















Connections — 
Connection Timeout: 



900 



seconds 



HTTP Keep-Alives Enabled 



\*\ Enable Logging 
Active log format: 


1 


W3C Extended Log File Format 


v| Properties... 








OK 



Cancel 



Apply 



Help 



l^IjVI CJbl^tl <jc. djaJU J "Apache" <. <UI £k±. <> : "/etc/httpd/httpd.conf 



DocumentRoot /path/to/website 

SSLEngine on 

SSLCertificateFile /path/to/www. virtualdomain. com. crt 

SSLCertificateKeyFile /path/to/www. virtualdomain. com.de. key 

- jL jJ«Jl *<» xxx. xxx. xxx. xxx ja IP Address *jj*]] . 

$ openssl rsa -in www.virtualdomain.com.key 
-out www.virtualdomain.com.de.key 
- 4-oAi. Jw,.'~ ojIcU J I jj=>.i Httpd : 

# /etc/init.d/httpd stop 

# /etc/init.d/httpd start 
t&Uat <> && SSL ? 

^aljjl lilt iil!>lla! ^ JiU'ti ^iJjJiSl^l ojl^ill £^JA J ^yn\\ ^'j- J! Jj^ ^ Jj^xJ! (^Ic. L-la-1 4jL liLi V 

<^Ai SSL ^£tj]l <jla»J (jiliijia lillJA i 2 , ^ j\l tiljj j\ L ^ n j l^ti.i ^ ,l£tj]lj : 
' 128 ' a .lift J ji uSll jl-lLa l$J ojjLa_a e JrJJ i a (JS3 ajy^a (JjLaxj] dlJjJlj'VI •»• 8 L "*"' " <-9 j^ JajDlt . 

1 J Uilia (jljiJI J^-iaJ xJja]! jljJC (J HttpS (jC V^J Http .stl*^ jA Lo£ . 

■ j ojI i ^ J] i-jUill aJ Aaii^al] Jc. (jxoJI J jib Ja» i all J!>Lk (j-o jShll ■jU*..,.*. 



C^ni/itijib! 



General Details Certification Path 



+t~?- 



Certificate Information 



This certificate is intended for the following purpose(s): 

• Ensures the identity of a remote computer 



* Refer to the certification authority's statement for details. 



Issued to: sambaonline.samba.com 



Issued by: www.verisign.com/CPS Incorp.by Ref. LIABILITY 
LTD. (c)97 VeriSign 

Valid from 05/07/1426 to 27/07/1428 



Install Certificate. 



Issuer Statement 



OK 



_J| ujjjfr SSL ? 
_]l Sjjli --^ jI£j SSL (jja*]! ijm cAAiA\ (Jaj ,j oLojla-all Qjh\ (J^Li^l A^Lti Jjlaj la ^La A ,j i ° ■ ajj V 4jI jja«j 

_!l ijjjc. jjSI Ija j^ijj ' l-ijjcj till jJ-»-o * ;"'°"' <J£1 (jl (jiiij (j^lj 4 aJiUJIj SSL : 

— jJc. laj 1 a <_i«xj ijli t ' ■ ilia <J£ ,j j ;° uSll lila AjLulj ;»L)allj JjjJj^ Sil ft >'i (j^ -l£lj]l AjiaC ?rli^J CPU L-U-. uj La« 

tSbLgiuiV! aaja plijjl (j-o "LOAD" oj^i J£ ^ l^ja ialai^l j ^jjILJI qa 4-^ >,ri iaj ^LiLuu >ba3l La£ t »jliJI ^J^ 

jjj£ Q^" 1 . 1 AjjIj iwll 'i^)£ljul 1 1 jajl liU^joU . 

- jL Ui UjSJ L£ SSL ^ ?ju HTTP, FTP, NNTP < j^LJI CjSjII ^ duji£U g i, nfilt JjL t_Ot2il ^j 

Jl £ya SililulVI (j^i AaJ t OJ^ <J£ (-S dlJjJjVI (j^i 4-a IS all CjLaAiJI Jl^xJ A-aj SSL <fijl_uill dlV j£jJj^)JI JjUaJ r- jLi.. 

- V CliVljaJI jl 3ji<ti S j^a.Vl Jla SjJJu-all S j^a.Vl AiUaj 4-iKiA jli ( jStallj jjiuSlI lila AjLohj aUSl] 'i^LJA ',','"■; 



Books: 
Network Security Bible. 
■Network Security: The Complete Reference. 

Sites: 
http://www.webopedia.eom/TERM/S/SSL.html 
http://wp.netscape.com/eng/ssl3/ssl-toc.html 
• http://www.ssl.com/support/installation.jsp 



http://www.verisign.com/products-services/security-services/ssl/index.html . 

• http://www.sxpress.com/ssl_linux.php 

• http://www.instantssl.com 
• http://www.apache-ssl.org 
http://wp.netscape.com/eng/ssl3 



PKI 






^Ji\ ka^uis 



LJJjaj 



PKI : 



PKI _J jl^jik! j-a Public Key Infrastructure (<i*VI 4jjUjH djXoUUJ 3jWi\t 4_uJI <j*yU« U.^U=u^»l ^.juj (^j**^ r)&*l\ J%* 

l^J^Lalajj I^jVU-ojI qm (jUuJa (3-a (^Jj£ji CjISjjuuIj djlj-aj-kij^' (j^-aJ ,_Jjl djUa^Jlj JjJlmJjJI CllloJAJj ?*_al Jill (j-o ^j^^o (jp. SjUo /-Aj 
djLajI*_ail jJ-UUj Cljljt*-TVt?ill (Jl^JJl 1^-oAI (j-a ^gJ^'j l -^J^V' LS* ^jW^' Cjbftl JaJlMiV 1 l^,g,->l jJ ^^jil jial-v.an 'j^J ^J^ a -^ 4-^l^jl Cljj^Ja 

Lgj aj£j jjll A$A\ *a! qa PKI ajjjjjUI (JjIjj jjo ^jj (^iilj ^jUj^JI t>> tjaa^ll ^ Digital Certificates ajj-uJI <SU=ull J^_a <J=o /*jJIj 
(jjjjj <jja JMk ^ Ujl^^J flj ,aj»SI jll oUaJI (J "Certificate Authority " . *Uji cjUjIxaII lu^j.^ j*. Wi 2jwMi 4_mll ai* ji U£ 

abu) r-ljiL-oJI jjffnv'j <jJ3j j^gic .laaa-a jj^'i aUaJ 4Jax*iljJ ^il^j l^JUjjl PUDMC Key (_5jj-u UbljO^-o <_Sj*J (jl (jj^J Ajjlaall dj^^-aUijil aJJ duj^j 
aLlVuul (jS-ft-ftil (j^j -Wi 3 (j^J-^*^ (j^>^ PKI CliijaJV' ^jlui^i ^jic jl <\,jl\< A<\u~l\ ClulS ^I_^lu *uS-uli Ajjj (Cl ^j . 

4_ba^a*Jl ^cjjliali 4j"l-w"ul A^jJjJI jkji (PKI) 4-jJJj) jSjJj .Cjljl^wjl jljx^j CJUalmj 4_l-a^aJtll ^Ujla-aJI Cji^l^-w (JjLjI ^^ic ajUJ t_£j3 (jSJJJ 'j^J*-° 

tujUaIj AjJAjJI A^iill J^-° (_5^ 4AJJa>a31 Aaj-kiU^VI U^jljj&julj .<L«ijj»Qj1 U-fiijJaYI (JjUjjj c>° (J^A^ '^^J-^ '^% J r a 4j-aj-a»Jl TtiJla-al] AftVul 

a jOAi-ftll Sjl^U 4_La^aJtll «jj\jLalI *LjJAJjl 4_uJI JjUjj jtAj^^aaJl ;tiJlialj <i"lVul 4_uj]| ,-Jj 4il_JaVUj .<-La^aJtll ft-ubLall jjq>Ti ^^A A-i-a^aaJl 
iPMIlt a^J^-wl *j' J r^ ^j'lVul A_uJ' a,*\V*w>nj .(j^lj^JI JljJaj CjUaXwj jj^IjajI Clljl^i ^LujI ^^ic ajij c5jill (jsiiU jU«-4J tij^u (j^jJajjj 
(j^Uuij jjlJiillj a^ja-a!ioj| ajl^^U AjJAJil Ajiallj A^a^AJtSl ?r,jnU,aU AjJaJul *^JJJjl Cliljj^a (jiujl (JS^ul (JAiJaJ^j . jjolwuj-kui]! IjI^oj (JjjA^. (j-o j£uJj 

4_ui^oJtllj 4j^)j-aj| ^cjjlaAll (J-ftC- 4ij^ia(PKIl : 
Aj^JaUull joaJall <UUaJl pjAJj . 47CjjU-ojl (_>JiiJ (^ Ojiwll l^3 £tii\jLaj jjSuSjll TCjjU-a AjS (jj^J /C Jjl jJ^tYl'l aUaJ (JJ ^jj-ail ^-Uiajl j\k tV)"l J;^^ 

(jV 4-i^l (JjUjj ^jc ^IjsVI (jjc Icj^a ^\ji*]l (jj^J (jl (j*JJjJ .J^lj lS^" 13 f"'-^ (_^ a^Vul j^oj-ulajj jl ^aV *uljVI diUaJjall jjSj (jl /Jc- 

(JjiSjUU (J«S*jlj ft^iuJI l^3 r-Ui-o Ai^ja-a (^^J^J JJ^Vn'l ^-Uia 4i^x-a. 

,Ujjjj ^>^.VI f-Uiail LS J£. cIajV'j U-oj-cC (ja^.Uiajl J^| JjSjj . (j-ali. ^-Ui-aj ^g-a^aO ^-Ua-a, ?tjjU-aj| (j-a ?Tjj ^5-^ (^J**^ T"IjSaII aUaJ ,»J%J 

(j^i (j-aUUl ^-UiaJI (jlilkiV ^J^)*- *^%^ a «IjA CiwUJj tl^.'nj Uu3 ^^^jJalj^]! Jajljoll jj^a aC-^H ^gic- t(j^lAj! T-ljiaJl (JC. j^^ajtJI T-UiaJI t. in-yjj 

(JSajj ^ Jl *U^J <aUaJ ^^JC *_JajJ (jl£ plj-^l ^^C- U^^ (_5^J (j-aliJI ^-Ui-aJI (jSjj i^u-ulj (jUaJ ^gic A-W^aajl ^tiJla-aJI p j jJj , j^^aJLjl f-UiaJI 

( J±\ j^%>'j j-JI aj4*Xa ^J^J C jUUj (JU-kij^la tLa^aCj . (JiiO-a LJjIa j^gic jl j-j^iwi CS^J jW^ LS""*" ^ a # CJj^ 1 ""'*" (_5^ ^-^J^ ^J ' j^*** 3*J 

(j-a (jUn * »V I (j^S '"— 1 ^^ U^jVj «^a^*l"l'ft^ (J^IaJI A_^.l!iiaJ Sjiwll o3J djUUJl (Jjajxa^a ajiJj t(JJflJxaaJj ^^-a^ajul ^uLaiu djUU-lil Jjfl^jj aJJ 

A^a.'lVu.il (_5^jl jJaUaAjl ^g-a^ajJI ^"Iji-aJlj CllUU-Ul (j-a jlgfu^Vlj (JoOXui-ail a^SJj t(j-aUUI <^.Ui-aJ (JllULull JjJwiJJ (J-uj^^-ajl ajij tUa (Jafffiffc n-*! l^.'W,*^ 

(CjJI Cj3jll i."u^ (j>a LaiS-a JiaJ ^^-a^aJtil ^-lii-ajl JjSlwJ j' tJjV . (j-UJC jj-a 4ij^Jall a^J a^Vun.all (G ^paUuXJl JjSwi3]l (jjUuj l<&& ^-°J •(J- UJ J-*J^ 

(JjUj^II JJJ > n"l (jS-a-aJl (j-a (jool 4jl tj-jljilj . ;_J jJaljj^Ul Jjiwijjl al.'lVunU <iLal^ (JjUjjj jjq yjj (C Ja>u1 JJC- jj-aS ^UlUj t4_Uu^iJl 4_iLaO A3j*Oj-iJ 

(_JjJaljj^Ul JjjiwOjl a.'lVu.iJ V Ij^JJ ■ Jjq"u>i^ll jA jj-a J-J^^J (j-a (jS-aJJ jl 4, JnJ * u jll ^aJl (ji 'jiaJ tajiiXa Ig.U^u AJUjjII Cjjl£ lij Ig.JI 1?U*i.a (-11 



r-Tj&dJI jjq*Tl pJJj ((GAjISjuI tfi^Jaljjjl Jjq*Tl'l al.l-v'utilj AiL-u^JI jjq>Tl a!jj (Ajjllxa Aj^uoll (jj^J LaJiJOj .(JjL-u^jI ^a Sjjir,*^i ol^^ JJ^*'*'" 1 (^ V] 
alaul ^gi 4_"ul ?cja Aioiaj al.'lV'utilj AJLuj^)!! ^taaJ tUjila-o (jSJjil (jj-^" LaOJC-j ■ J^'uti.all ^g-o^wul ^-laa-all al,^Vn>iU <J^)J3ljj!!^jl Ajaj^UU (_J^paljjil 

^aj <iaVI ?uill ^>jjl>i- J^> ^j SHA1)) 5 *5j ^UUjj Q^^Xa J (MD5) IjjJaUj V '■&? 128 j 160 ^j 4_=uUll CjIjjII jjA.Vi a^j 

4-a^-ail i _yo,\j^}\ (jji j&j — LS AiJ[\ A_j3ja]U (_S^)*J La IjAj . QSMl (JjS (7- _^Ja_aJ (J-^J^ C5"^ ^^^W (3^J^J U- 1 -"^- ^ (J-aUUl 7- IjAaII al^-y'unU 



A-l^IaJI 7t_iJla-ail C5 ial^. a^jljSI l^LuLlujJ ^u\ A.'\,)'\,t.^it\\ <AajaxS\ «jj\j£Ua]| a^jjj^. ^i (JJ^ tltf^ (j-alijuiVI j^^ic; ^^^aJtll ^-Ufl-ajl JJ« -^ . 

<x,ajAxS\ TtjjU-ftil CjIjI^mj: 

jAj tOj^J A^lUa ajujU ?■ 1**1 q oil j^^-cxJI ^-UioJI Sjlgjj JaJjJj .Aj^Jaljj V rcjulio 77 J J ^La ^V 1 (jWl'l (j^)Ja l£^| (_£"* LS^ 1 -?^ 1 *"^' 7-Uiail Sjlg^jj 

Clil jI^ajojI jlit-a] AJaLaJ AJaiwul o^A t__i^*jj .Joj^JI IjA ^^ic J^ujj Igj (jjJ^a AJalw <J^ l>° Lj^J ^^ ( )" ^JJ*-*^ J4*^ (3^ CJJ.i^ ^3j 

a,1\"u»n ^^all Aj^^Uj *>UI 4_Lajjl_jiii t—S^auaj ^j-a^oC- ^-Uio £y* ^g-a^ttJtJI f-1'iq.a'l Sjl$-uJ i__aj\jJ t jUWl^Uj .4_Ui_ja*JI Ttjjiioil CjljlfrwJJ UJj^ <J 

jjl j-Jc- (Jljjl ojlfrwJI <0^.!>U-a fl^-oj (J^kiL-kUi]l a£^}jlj <jflLail o^J Oft ,s*C) ^^jil Sjlgjwul jl^-al *UaLa ^-"Ij ^jjU-all 77 J j (ilJLa f^lj t/-taioj| lg.«,o 

jJjJl *LujLuJ| L5 it *Ulall CllLa^jlauall iai^ C1iVI=wa1 4jjLui.l <£jx>\<ij tClljl^Jiil jli^a] aJoIuj l^JjJaJ j-jJl Cjljl^ull jl^-aj A-^LuJ Aijlixa oJl^iJl 

ojl^yall _^j"u (jVI (jS-ftJj ,Cj|jl^jJajl jljWal AJaL-ki <^L«J (j-al-^ r-Uio al'iVnuU Uo3j Ig.lo^U Sjl^will ^J3jJ pJJ pJ .dl^l^-wjl jli-a] AJoluj Ig.qjK'i 

(jjjil *■ fljflai t_y^ -^^ cJj^j^jJJ J^^ C5^J 'S-yj^' (*^^° ls-^ ^>^ U^ '^w'j tjUaJ LS \c fLDAPl AiliaJ j-i j) V ^J^l JjUjj^ ^ia^^l 

<3jjw tjj-" 3 ^J tluaJI ij^-'y V lflj\jj*ja M a (jl LJIjI^mJI jl^-al AJaliaa &&£ Q AJ *^ a $J C5^ J J^V' • 

jli-aj AJaluil TtlU-a ^^^cC ^-Uio -— SJ ilijjl (-11 ^j<T*fc -'V TT^i^J t a.'lVhu.a ^V ^g-o^wul r-Uiftil o^l^-k*u 4_a!>Lj-ki (j-o (jsVlll Ajl ^CjJaljll (3oj 

j_5^kl 4hln .Ig./'n (jl djl^l^jioil jlj^a] AJaluJ jysjij . ijAiC\xjixS\ 6jl^w ^^JC Ajajljil (j^ jSuJJ <^li^j Lj.WJU.Jl.aJi o^l^-ki dlji-al ^-Jdl CjIjV^mUI 

q\ /gJuljJ .Cjljl^gall AXaiLu (J^ia ^^ic lil^AJJ (j^J '4J^J^ *^J^J**H ?cjjUaJ| jJ^o ^'^."i'I ^cju-aJ <-**ij^j ^^^axil l^.Uia j^^ic dil jI^ajJI jliuaV 

■JUJjJ j»JJj ."Aiiill jJa." Ajla^u (jj^J Cj|jl-4-wII jlit-al AJaL-ki '— C)\^ fJA Ujl^ <«3^a Sjl^-W *Uil ^r.jt^il Uodio tiiJ^j (La (jl^a ^gi Alkulwul aJlA ^.g.Vn 

_jA I^A jjU Clll^lg.trtll jlit-a] AJaL-ki J*ia. l^-j3 ^-*Jj) Ijjjii AjtS^a o^l^-klu ajLuclj Cjljl^wu'1 jlit-a] ^Jfllwi 4_}3 aSaJJ (_J^ul 4_w^ojijI TCjjlioll ji^ 

V ttiliJ (*-°J 'Q^.g-***'» CjjyJaj J04 La^aS L_jC*>la]| aJJ aJ Clll^lg. trill jl^A-al AJalwJ P->-"lj r , l**iq<a» (jl (3-° (j'^^ML Ul Ajijjll ?c_a^jjJj .(^^-a^aJul l^a-Uia 

jj ^Vl Cl^jj ^a CiIj^.mJI jlsi*^! %Jalm ,jV fjiaJ t(SjAUa]l ^^J^L ^1^1 AjSjjll o^l^i (J ^J-ftjJalall CjbL^wD jliual <LLi ^1 iiS 1 jj£ aJ 

jl^j-aj 4Ji\tti 4,"ur,t>ij ;_5^]| <0^^wul ^r.jnUoll J^J Cj^^ fejj^ J& is^^ 3 ^ £'*&&* 4l**lV*nl 4jll\' Tr^pJI (jj^ail UJ^i 4 C5"^^Wj •^-MifiJJ o^l^Jl 
o^l^/'i'l (j (jJJ-ajl dlUl^ul j\x*a\ AJalktl jJa. /ail ^JJiia tg-aJJj ^j-o^aJul ^-Uiojl ,jl Ul jo.X'l Aij^iaJ t(lJjjlj 4jta_a-a Cjl^ll^-W IAjLuC-Ij) dj|jlg,t*ti» 

Cjljl^ trill jl^j-al Ahlui J^- (J^JJlj _J^ (JJHSkM J^J f»^ (jLa-Ja ll'l^ol V t*iijj UJ^J '^■' ^*^^"l • 

L^ilJAl j I^jIJj^a A-Ldj^iJl ^jjli-ali 4/nMl Lr Ul: 

Ahln J-i^J Lul-* 1 ^Jta^-aJl dj|jlg,t*till lijjj ^ Uu (l^jjljljj A_w_aA«jl ?cjjljEbaJI dlljl^U j\X^*\ j& 4aajaxS\ «Jjjli*40J AjUAJul 4a*u]l jj^a ^^.k^lJ^ll j^jJa^ijI 

'■"''vW.j Lolu) AjUijA3t}\ ?cjjliojl Cjljl^W (JUajlj i<±ajAJtS\ ^cjuliaJl Cjljll^u cL!oJ]j (?cjjlio 77 J J ^jLSUjI tcjjUaJI "»jl<ij tJ-^^J •Cjljl^wiM jliua] 

. l^JLaJtOj-kil (J^.1 (— ijafljj LoAJC Ia^jooJuj (i. *)w*tijVI ^gi CllUl^, trill j «JjliaJ| Jai^J jjJ^^J (j^ (J] ci^ 1 *^ 1 ^ (j-al^Jl ^-Lia-oil ^jJa^UJ LaiJC 

4,Hltti lAjJWaJ ,-jjl djljl^. trill ^J^aJ CllVl^-aj ?-j>jjr i <-— iLail CljJ^^. 3j (djL-ulxuill ^a ACja^al LAiL Cjljlg^ul jl^j-a] dlUalwl (J^a AJoIlu tj£ Li-^J 

a^lg.t'till 4_ujLij-ki ^gi o^lc 4,'ni.o dlUl.g, trill jldi-al <iaLu IgjUJJ (aJjl djLujlxuJI Cjlpl^a.jj ^cljS ,JjSjj .dll^lg.^ill j!j*^l (CP) Aj-ujLa-a (j^l&l ^jij 

CIjI^I^/'i'I jli-a] (CPSj( <^J^ ajj'q'l' liJjiwUjI j_^L-uVI (jLojJa ^-3 ^LljJI a^A ^tL-kiJj .dljl^Mul jl^j-aj AJaluj Ia^^jIoJ j-Jjl (Jjpljjil (j*a LaAj 

Ul j3jjj .CJlcUakil ^>JC-J ttfJjJjl (_£j**Uj4a1I (tfJC- (djl^l^-kill jli-aj tllUaLuj Liji-aJ ^^1 <U^_a-aJul ^jjliajl Cjljl^-wJ ^ lg,»,t>>*l (jl (j^-aJ ^gjil Ajoll 

oj^U-ail dljl^-uJJl al.'lVutiV IJjJa. AjJaJ I44I La^ (<-U c-^^ J') ^LaiiiaJI (j-U LajS AAill pUJ L^JJ^)*-^' LS^-^ J^V' t, t Ajl ^Ujll o^A . 

T-l.'iqoll *Ua-l3 al.'lV'utilj <;l-a5j CllLuiajJ 4_ja^ia]l Jalajll a^AJ jjl JajjjIiJ (Ajo^ojtJI ?cjjU-ojl Cjljl^-W al^Vutil jj^a (j4JJjl (J^l (_>* ^-J' A_ia^.*!^_a /gJUJjj 
(jj$3jJaj1 (j-U Ajt3j-a (jj^* ^^ CjLqaA (Ja AjLaaJI aJl^jiaJ ^)3jJ V A_w^ojljI Ttjjla-all C-lljl^w JjlLuj .IgJ JafJ^all (j-aliJl . 
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Digital Signature 



^jjjpSjVI Aj3jj]Ij SJLu;^)]! i_ia,Luaj <— SJ*J ' - Ua < AjLijJj£Sy\ ilLuiJW AjLjJ (JJ^J (_S^lj JjJ*^ • 



C£LaL*j]lj AjjLajlx^JI 4ljaJI <UilfLa ^Lkj] al428/3/7 f^jLi J eljjjjl <jjJa-s j> jjL-all JjSlI 

^jjJ&lVI £&j&\ jla Aj^jJjSJVI o!>LoUj3I »Uaj] JjVl Ji-aill JjVl S^Lall 0* ijAc Aju\J,\ ojaall ^a Ajla AjjjJjSWI 

Ajaalj^sj *JjJI 4_jjA ^LiiV ' ^ "'■""' uaJala 4j Ajaijj^s jl 4.;]] 5 41 , >■ ^ j) ^jjjj^lj (_>alxj ,j <^.jJU 4_jjjjp£]j CjULjj jA 

^ sjlV- Ajqbttla.ll ojaall ,j ^ajj. 4-jlc. AJ3jjll .i*J (JxLujll IJlA tJ It IjlaJ (Jj-^«J ^C) ■ »1 uSSIj ^jjjjj^l^/l (Jxlsull Jc. 

• a iiJI jjji^U jl Ailluixi <_>axj] (_uaia. (JSjuJj oJbca Ajjjjj^lj CjIjUj 4 a^aiaLa ,_A ,jjj££]VI A-J3jJjl 4 a^aiaLa ^jl o-lLail (_^uaj 

^jjjp^Jj AjijJ s-LijV (_S^)^ *^JJ-^! c — '^H ^ tt^Jaltt 

■^7-^ (=>J3JJ 4jaLua AjjA ' * \"J (_£.mIj ,-iaaJl *_j3jj]I (Jl liijml V] j&La AJaLuijj ^jjjj^J'VI *j3jj]I ^jli (_£^)iaj 4-g-^j (j^> 
4_iLaC. s-Lul HiiuLttll IjKo <J&- ^ J£}*-J ^->' OjAa. (i^t ^j a i iaj j . La ''"■■"' /JC Aj«j3_jj ^jc. ojl^j) ( »- lc 'J (J "^ '' J^J^! 

(j.alaj| ^uLttllj (j.ala.j ale (jja.ui.tt ^J^-J (j-» -^V Ajli La jj-aa-kl ^Jj <A-aLk AjLaij (JLaijJ Aijl LaJUC (JLlajl (JJf" cs^- 
^j Ljjla.j] ^xj (j-aLiJI r-uLttlLl 5JLu;^)]l jj« ■'"' ail I " Ua J (_jaUll <-alt x_« (jjSjfl aLtll r-ULttll Lai iaia a <^1 , ^ •_« (jj^J 

hash function Sj^ ^« jpSI ajL^Vi <]Luj1I jLiJ ^j& Aiu 'i-.iww ^a oj^j- <jjIj^ ^ j^° LkL«j ^Ij . 

5JLui^)ll (JUVjI o^lcl aJJj aJuijll [j n \>\ya jA La£ ( _ s Jjj^]'VI xj3jj]Li 4 ;j^ i a a 4jL^aVI <JLai^)]l (JLaijI ail lilljl Jbu 

Jl Jl AuL-aVl hash function jjSj ^ill j ^Ull ^uLlI J!>U. ^ ^jjjSJVI ^jjB jji^ull liia ^ c^jll ^ ^j 

^J''- a J JJJ»'l (Cl aJJ J Ajli A\LUa-a]l SJLi. ^j <Jjljji*]l Clll jJXJ-a]l SjjlLa aJJj IL1 i n Cjj£j La£ (jjiLill ALalc «-a 

JLuij^l AjLat f-Llii <LujJI <]Luj]l . 



jj-ij ^jjSl] £&ji lillJA jjSj ji (jLm hash function jUi J&Vlj <-j]&Vl ,*a SijjLJl oIa j£3j. 

Jj3j£]l iil]^£ j. (JLtujVI 4jLaC. s-Lul I » JAC JAJ*^ (_S^ '^P 3 ^ H ' " V" ■' 4JLluj]I 4_«!iLu: (jLajJa ^jjjJ^lVI AjijJjl (Jila. (j-o ajj 

S-Ljijl o^lc aJJj • OJJC. JLa.1 *_« (jj^J (jl (j^aJ*)/ (j^aLaJI ^■uLttJl (jV 4jLuij]l (JLuij) sjl^j) j»-^-J (JjjjajI *SijA (j-° 

o jLja. jLtal 7T J^- tJ ^■uLttJl IjA jr jja. a^C /)/».>■'< i . ua j xjjjjjl l_la.Lua jW^ U^^ lj ^ J >LJI (j.ja.uLaII 

,j (j-alaJI r-ULall (jj^Jj <j£i OlaUaJ ,j aUlj (j-alaj (jjaAjaxIl pLvaj] ail ullc Ajli (jLal j!i£l SijjJalj i ^ uill 

Jlja.Vl AilUaJ Jla SSI Sail oJA Jj-la. £jLa. (_>aLaJI rLiiJI lift £JJ=»- ' . " ' -*,' &^}J 4-"JJ (J-aajil <L£ill AJ'LkJI 

J-axll OlaLkj (>a*Jj Ajaill (j*- -^' CllaLkjj 4_£i]l ^uaa yall . 

— \<~. JLaj^ll <jjA ^^it (_jj i i ajll ,j 4j£ jjl 4jLa. ,j Lj-jl] 4^a.j£]l ail <ij_a-a AjjIjjC.1 4^a. LS A 
LS V'J J^ CS^J-?^ pJl*JI (_j^ ''-'J^T'"'^ 4Jji]l (JlLa La ^jjj^lj Jliluia. 

— 4-il dj, ^.-^ ,•,', JjjUj .l).laj jl jl-L-a) <JLa <jJjjJi£lVI ^ ^j^-> ll Cj^LaLtJ » J aa ,j. 

— - ^LuLttJl jLja. <JjA (j^i aulj La 4 a j ■'■' j-i . 

— jjjxj (CI IfeUC. l^iaJ Jj AjL-al UjJ_j^ L_l_jjj;LaJl rc-al^)j ^j . 

Jj (jJalj^ll AjjA (JjJ^J ^JJ^- ! (^3 ^C-LuiJ <il AjJjjp£]'VI OiLaUj]! ( _ s Jft ^jjj^I^I ^J^l <iljJajLa qI AjLjjll ^j 
4Xa^ll 'Lijjijj^)]! Cjl s. I ja.V I (j^i JJ^j' (J(; l in La« ^jjj^ll (Jl iaajl )<_i3jj]! (Jj^aj ajj La£ idljjjij'y! ^)JC Ajjjjj^ll Aj_jA 
j| Aj^aLi AjjLsj i-lluj-a Qm ClujIlj'V' JJC CjLaAaJI ^. ttlLal ^JjuJoj <jl La£ l l^ajlj (JLallj Cll3_jl! (j^a JJJ^jl jA^alijj 
<jj_ajla]l Aja.lj]l (j^i (jail 1—laiL ^-^ jjaaJI iaaaj iil]j£j. (JJJ^pjVI ^>Jt aJLjijI aJ La] xj3jj]I ' ■ la.1 i a J^jj >-iC- ^-'"J^ 

jjial^a (J£ °^j >-J_jjJi ■ " ua J Ajla.1^11 ojl jj (J!)la. ^j^i AJj^iajlj oJUjoij]! Lilaj^a. <J_jJ3 (j^i 4 " Ifl-aJl ''j^ 7* " J^ i'''n liiJJlJj 
• j3jjj]| )Aft (jja_« (jj^J ' " Ua i t^jLalj 4 ij^ i aj CllJjjj'VI ^)JC 4jl?.l^)a.J ?-LjjJ <Jila. ^j^a » j Lj i aJ <J (J.ala ^jjjp^lj «j3_jlj 

<j 5_i_alaJI S_iilaj]l 4 I j4 I I 4 S I la I ,_i . 



^jj^lVI ^iUI 



.pll — all ^i (jj ^jj Cjjj 4-aLli iAjjISII 



al^allu;! j»i (jLaV JJSjJJ 4jjaj <J_jla. (jt (jjjiajj dlLajlx^ll <JJaj j-S (jila.Lulj (Jjaai ^^ilj diua a yll (_cj_oii« (jl 

JjJbtll liil j^j t4jualail a^jljLiluiaj a^jULo Jaia. ^3 Aj^jaaul CjLjaJlj iil_jijlj dllS^iillj (jjAill oJC-Luia (Ja.1 Qm C±iJ±i^\ 

^j t Jjjj^]'VI A-iijJjl al-laliuil (J_olaJI lillj (jjj (j^ij '4 alajal (J^uj jA La Lj-Lo j 7ta.U jA La Lj-La3 4 " laJLoixJl (J^jlaJl (j^i 

^jjjj^l^/l xjSjj]! (jc- jj i in (J^i'i'i; jlj jjJajl t_jjjjj <]lLa]l sift ^j .Cjl£jjjillj ^IjaVI (JJJ Clll JliluiJI j dlliia]l (JjLu 

LjjLajJaj CjULiJI 4^i!>Llu ^^Jc JaliaJI ^& <JLaAl (_ciaj t<iaC 4 jj j£ j ijA Laj . 

AoaXiia ljLaIS: 



dll^fl .'Ml jl^juaV Aj-aoi-all Ojlfrail t<Liij]l i(j-ala. ^-ULa talc. ^-ULa ( ,j j JJ^IV I xj3jj]I t jjiijlill. 

jl ' - lu jlij jISj 5la iCJJjjjVI Jjiiuil jLu2j| '.'.'■■■„' CllVla all ^'i i* ,j 4_uaj]l ^.iaiuiV <L>LaJI die. ^ ojjikVI 4JjVI ^ 

j I— lULaJt j J}JU_j]l U^Lu fUj CJJJJJVI JjJjla (jxS ^ a II j Cll3_j]l jijJ _j#9 '/J i—Jjoila ^j-a 4_i«j^a. 4^-?- j' ^"J j' 4£^>*i 

(jL«Vl JJSj^ tjjiall ^"uti; tllULull j ;< mM <2kLaJI ClCl liUi] ttliiia tljjjj x^Jjjll ^ 4j2jj]I ■*'! Ijlai^ll CiiiJ 4J!>U>. <ja 

(C^ll .Jjj^mVI A-i3j£jL lJjxj La j^ lai CjLLull o^A 4.ajua ^jx 1 i aj| ^£Ij1]j JJjJ^'j '*'.'" (j-° QJ" ^"'■■'- > "j Qjlalall 

diULull oA& 4 Aj ajj aaj AjSl L -»«j 4 ^, , ^i (Jjj^allj Jjai^uill (j a i iaj 



' " '^3 . <_S"^! Cfi" J ^ ' "*"' '4-UjJp£lVI alijVlj j_J^>^J i— ijjaJI ^j '-»» J jj^i (j_j^a j ;° ■'■'"' 4jlaC. ^jt ojLc jA 

L^X/li. jj^i a!ii3 .CiijJiiVI JJC a2 /Jjlj L^tl_jjl "'■'■'; dlULaJl JjiJjM CT^ U- 4 *^ -^J-^ W^J^^ W^ L_ij£xx]lj 4j^aj aaJiall 

(_3_oj aaj ^j aa ■'■' <J£] (Jg mil ^jx Ljajlj t*_]3jj]l 4.ajua ^jx J^'a->"*il 4_aii^j]l -l"i,„^l (j^°J ' " V" .'J '4JLjj3Li *J_ja]I 4jjA -iaJJ 

j ^ ;■ aa ujj) (_pal^)C.I Lj-La o^C. (j^aljC.V *_]3jj]l lift a lalm.13 tilling mil jl^juaV 4 i aja all CllLj-aJ ^j«a xj3jp]l lift ^^Jc. 

4Jjj ^^ia ( _ s Jjjj^]'VI A-i3_jjHj 4j.}j»_ui]I 4jjjx]I 4£laxll t " 1 <n A I .133 t(_J ji.VI CLlVla all Qm 1&JJC.J t4jjLaj jl 4 j > nl j > a 

1 i aj tSjjjJiil^l CjXaUj]l (J j-JjJjSJVI «3j^l - 1 ^"' ■ "I j»C.J Lax 4jjjJii]VI Cj!>LaL«j]l j»Lkj Cjji^aS & 1428 

Z'l] 4-lii.aa uill (JLajilj (jijulj JJjJ^jl (j-a '"''' 4jjLa_jl*A]l ajl^aJL (j^aij j^l aliaj CjjAi-al ] 



ia laJLaixlj S^Lj uul jl^k^aj ill jji i - il aLj .* ll jlAi-aL 4 i aila all Clll^aJl (_J-^J JJ a^alll ^jx ^jV ( _JjjJl^]'VI A-j3_jj1I (>a*J 

^ J..'° ''''"' (A) ^^^ 4jLuij S^Lj '*' lillLall - laJLoiaJl I^A (Jj^JJ La^j*3 t^j^aLa j^^lj jalc LaAAi.1 0,,'"^"'°" L^J«-a (j_jfLij 

W*-° (3^j! rtJ "3 "3* (j^*y ^ j->°J J! ^JLjj]! o^A (JjaJjJ ' " Ua> J i(JjiluLal] >«_jLijl aLul 7-uixJl jl 4j ^j^aLaul ^uLall J 

(Jjj^all »j3jj. 

• ]3jp]| ^-> . ^» ^j^i ^£U] t e^Lj .* 'I jlAi-aL 4 i aija all 4^aJI JJ j—Jjjj^lVI A-jijiill (jx 4ajuiJ (JLujIj (Jjiiluiall (ijii jjil ^jt 

^£Ijj] i(_g j±\ o^a (J <a'..i oil 4ajljj1I ^Ltjj »j3_jj]I 4Ajua ^jx (jaaJjll J 4 i aja> all 4^aJ3 4j«jU]I jpjjxaSlI a j$-^l ;»J^ ^ c!>°J 

(_jjiLujI /Jc aJ J3 j ;° uSlI (jl£ lit (j-aliJI 4-i.lji« al ''-'"'■■'l j lilljj <]Lu)^)]l o?.ljij (JjiluLall (»_jii3 tAjLuijll 4_«!>Lujj 4a i a ^jx 

(_Ljjja]I /Jt ' ■ ua J aj (jxj i(Jjjjxl] (j-aliJl aijll 4 lamljj jjjjuijll aJ Ijl (JjjjaB aLul aijll 4 iauLaljj jl aLul 4.^3 j 

Q^i <il£j ,Jal j3jM («jll (J^L^jI 4-lLaC ( _Jjjj^]'VI A-iSjJj! )<_« Ljajl - laJLaiJj i4jla*]l jj£2 I^Aj 4Ai^)ia]l (_>^J al-liliuAj 

LjjIc. ail j^;»"' (_jl qm 4JLujj]I ^j a i aj I " ua J 4jLui^)]l ^jx _j» i al (j_j^J 4 la a 4ja3j 4^u3 s-Lijlj a_jij ■ " ua J 4jl_uj^)]l j^;° ■'■'"' 

(_5^1I (J^Lj-jl (jj^ H L>°J 4JLujj]I /-ic (_g j^l o^a (jiLpI 4-jla»J a_jii (jjL^llj 4JLuj^)]I - laJLuLall (Jjaluy La^jt I " Ua J 

jjc. (J J ' " IMJa I I jjj JJjjjl'j ■ iljaJjll jjx CjLLiJI 4_a!>Liji ^]c. (JAjS 4jjLuila dljl£ I jl 4iat (S^IL (jiLjJLi 4LSLluI 

^a La£ . [ 3 ] Iajjjjj 

1 ) js-au ). 



iJ jj&di\ &&J3J1 J-* *Ji 




j-j*ii 



S*r**r PrlvJii K*y 
ctrtl'lt *U 



*«J^ 



flA'CgSilSd J 



J; 1 ' ifl 



JitV m'1 ■wyi ^h> JLJ 



j^V 



i.j^. -i_Li= _-,aa_| .u_. -nL^ 



(jj^all <xj3jj Lpt-a aj^Mio 4AJJ_j]l (JLujlj (JjjjaJ! j»_J^J i«-^' 'Ajft 1 il laj (_J^]I j< i* a\\ x_s3j£]l LaAA^I (jJxjLi (jjc_jj -i^jJ 

ixj3jj]l s-Lul xj_j^]l Al lillj^J JjjjJa jjt oJLlAaJ aJJ (_£.l]l 4/« jiajjjjl x_i3jj]Ij L_Sjaj La _J2l)2\ p _ji]l Lai .4jLa_jLc« jj^ 

a laJLobaJl Ai tlA£^p. Q-+- • •<* (_J^]I alii! LlA al laJLaiL xjijjjlj xj^ajl ajSjj ( jpjjia£]l jl^aj .jjjjfUJ aJ3 (Jik-ajj aJJ ■ " Ua J 

2 ) (J^miII u& La£.[ 4 ]a-i3jp]I «-LuI 1 ia a l£jLu ^j aa ui <J£] (jj ' - Ua t xj3_jj]I s-Lu! ). 




^jj^Wl fc^l Aj^aI: 



qm 4jV AJLujII /Jc (JJJbtJ (_j! «■! J^l aJJ aJ 4jL ^£ti]lj ^jl a i jail jSjpJ '^AjJ^-J p% al AjLujll q\ (jj S i adi <la (_pajilli 



2 — LiJ j J l^-J (j-ai.^ajl Ajj j Ji£S$ I Jjj 1 1 -»*» till *>* g ■* " A^a. Jjj^)la jjc cJllLuil j a i a a j <_Jjj j^ll Aj jA (j^ .ja-*"ll . 

3 — Alijjliaj CjULuII ui ■'"' Ajjiij -I SaJLml J (_j jaJ CjULjj [JA AjJsj^jxj (j* CJLJUJjl S.ia»jJ -^"'■"-■" Aj_jA jj^i (jaaJjJI 

Ajjiiiuiall AjLu^)]l 4 aj ajj Alu^a]! AjLuijjl ■* aj aj 

4 _ (Jjaiiuiaj! 'ijjfi iJtj °4 la a JjjJU-aJ J^" dl]lj]l L_Sjia]l -lja.j] jI£jVI (j^i (Jjj^all 'ijJ3 aJC jl^j'VI a^C A-l^aLa 

(Jjjjj [j\ (Jjjj^il! jlj! LaJ£ ' " Ua J (Jjiiiuiallj (Jjjjja]! (Jjj 4 laJ 1 a j A-g-aJl o^& (JJ^J ' " ua j AjLu:^)]l (JljaikJ Q^i jI£jVIj 1 1 jajl 

5 ] .aJIuijII J;a",„„ti JjSU LaK lillliSj < 5 . aS* all A$^JI oJA ^j-ic. j^j jl ^jV aJIuij ] 



3-ajLaJt: 



- [ 1 1 http://news.maktoob.com/article/620364/%D8%A7%D9%84%D8%AA 

%D9%88%D9%82%D9%8A%D8%B9- 

%D8%A7%D9%84%D8%A5%D9%84%D9%83%D8%AA 

%D8%B1%D9%88%D9%86%D9%8A . 

- [ 2 ] http://mylawyerl .com/new/?p=78 . 

[ 3 ] http://www.osamaregaali.com/maqalat/news.plip?go=fullnews&newsid=13 - 

[ 4 ] "j^JjjpilVI fc&J^\ '-if* Cf~ ""j^J* Aa_a] ". 

[ 5 ] _ " 2009 JJ-aVl -IJC rkfl Aajjj ( " (-jjJ&lVI y*_pil (J AjW^aiu A-Jj-S 



4_i£_1jjj^^]1 , a .u\ t t v \a , : '.?\\ \ 



(__-a j ' i^-i 4-1 jC- vail j-ii- j al a mVI J l^J qj.^sj ( a -^'J a ' ' — ' J A- ^!! dlLa^Lt-ojl ^jjj^ '<~ Jali^Ju Aj_wAl J aSja , A <. aa uall 

'<"■ JJ- P^^ J • AjLuj \j Jjjj >ajl jAi a*ftjl AjjA ^jLojJaj ; I d il flj^l pLul dlLo^Lt-ojl afl "^ ^0 LJ^ 1 '° uull A ajgil^gj I 1 ajl ^jSa^II 

dlljLljll j JjLoj^)]1 J^ ^'"'j A-aLc dlLojia-all ^j-aLl ^ . aja all djl£jjjdll ^a ^J^Jtil pLuijl aJ jjJaLiJl lUflj ^-i Ajl jj° >jj3I AulaC A_LaAl 

.AjIoI (_pal jc-V 3-^1 -iio r"i»^*i..il ^i] jji.Y.l ^j<j,.,N<ti jjiallj ClijlS ^^jll j j ji uijjl CjIjIaj (jc JILJI li* ^ 1 *' lajj 1 a Aj-ala 



i"\\ tUr. (JjLk l^I jlLl-a y- uLai ruaj (jj Uall o.l& (jl u-v * imj tlgJ a ^ .'■ ^J**'" AllaVl /*-« (Jjj-aiAJU (j$)bl\ o.l& W^-"' r"-J"^ fJ " 

4_9jjia]| lA-llaj ^ liat a A_ijLu^a. 1 " ll .ll afr Axj c£^>^ ^^^-W IgJI^ilwjl jl j ■ aV I (j-ajJl cflj^a. u^-^ ls^" ^°- -^- Q ^*-^ ls^J ^^J J^ *'"^ 

^(Jj-o 4_ixJalj^)]l -Icljill i _3 4-jjS CjLlujLujI j e-lra. 4-lfllaJ ru&j ^o ual AjSjah^^jI (jjiall (jl 6_j£i J|J.iaj1 (j-o J^L^qjl i -i 4-a^iHwiAjl 

ull a 4 ^ •'■^""il.^U 4_u laJI j iQl'.ViU Ja jJa. 

Actual CjUKII : 
Plain text , Cipher text , key , Encrypt , Decrypt 



(_pal iC-V aAijjjjIj aS$}\ .Ala jj }Q uull t tjC* 4 LaaUJI J bJaJl t — , <luijj uijaall xikuau Vi MLa ?*- _ullaj , JjJUaill (jj >« (jc- '**' w "'" cJjS 

l--^ j (tf y-^j <j-al u '*'; (jjjjJaJl a-llS ^jjj (JjLuj^jI (JAujI i^IjAj £l_1j >aJl ,_3 JjLoj \I1 \ ^ uU IA jajjjI (fl aS uuul (jLa-all ,-3 S-IAxHg 

uajaiijli Ml .LAljUi-a a^S ,j-o (j£-ojj (jl 4_jl VI 4JLjaj^jl /e-ic (Jjj-ta^Jl £ya j-A*-M tlA* 6 ^ (JIa /^S Aj] L_ua tjAxll l_i \jonil (j>a lAljUa-o 

^^kl cJl-l&Y A-al^kjjojl ,j£-ajj 4_1Luj^)1 (JjSlxuiaJJj (J-uj^aII qii \ §-)]& jjlijYl AXJ Aijjiaj 4_1Luj^)]1 ^ j"'^ al °j°^^ 'l* J plia.1 : /c^H 

(Jj-oj CjULjjjI (JjjiJ (JjLujjj SdiljLnll c-likl 4_uj^Lq»oj aAaJl" :AjL jyiwoll aic Lj^Jj^jj (*-3j-«i ^J^C- La£ jl» JwjJiil 4jjA (j-a (jSaa3l£ 

IaI^^S <^jx-a ^^" 4_j \jj A3 \a-a |j ''-»} V (ja /c-ic- J ^***' j ' " Ma ; ajaJ^q v£- JSaJj j-il (j -n^- ■ ■■ ^V a j^° all ,-x.u^jI I a IS ■*■* ^j^ (AjLJSjI 

A-oj^II jl AjAjlSill ^^■■■^^^: J ■ ajjj t IfrLa aj<^ t .,N<\l (jjUl (jlc JlLall lift ^-i jj^jall aJJjj o^Axj-o i -llll ml j (JJ^ 3 ^ Jjij^l 

j^Q uaj (jj^ 3 ls^\ UJ-^J^^ f»Jj l— iSjji ^)J^>° /*-° ^ijiaj ^iiuUll aic ^)jiaJ -iSs (jVI Lai ./JVI L_LujUiJl pljaa.1 (JjS dl^a IaJjjjI ^-Jjl 

^ifljlal Aj^jau^I^jI (j^jiall CjLlo jjl ji.j CjLi^jLujI i Ac Axuxj Ig-ml ul /«i l^J^J (A-jllc. aJIjlSj opli£ dili 4jj la 



AjjLoj-o Aj^jjoj^aSjI j a uull 3 >" * jAa (jl , {J t> aAill ; 4 a ^uajlSll jjimjll (j^)^ 7" >-h ci^ f 1 -^^ (J^ f 6 ^ L^° 

- 1 J£ai jli2l -(symmetric( 



Encryption 




huw .-i !■>«- til kr 



i2L 



ICI-LuD J»* 

J qt fUIO(H5 7 





1 ■ . l n '. i ii ■ -. -, . 1 1 1 1 

PkiUK rwtwvfd 




Now 

for n^H fMd 

to cum la Ih* fljd 

4lT tllW Cffvntiy. 



MhdCwnl'Ji, 

■'!.'*. ■•■--«'■■' r ■"■ '■ 



1 J^i 



jJ;Q**' '■'■»'! j (Jjjj >ojI ASLoj A^lj r-uL« alAkHuju (JjSj 4Ss 4 iLa&j u£uiill aIlaC (jl t uLuull (j>a p ^iil IAA Viaj La aAI 



) JlJjiutf! jl J^VW j^iJail:Substitution(l- 

ajLuiaJI (_>*ajjl /-3 a la a ci^S >^l **S J jl u_fl \2»j \ . ^*y | (_^aJJ! ^j-a ^ j jl u_fl \a. J IjlLjjI (Jjj >^ ^jc (jj^J 4jj v^JI o-i^j u£jJoj1I . 



- AjJaj^I AjjU^I : Monoalphabeticl — 

aAlj . Ai^. jaJ c_fl^2kj L aVl (__)^u31 t_ij >^- tj-o <^-fl >^. lA c3 \***' <=»% '"* V"^ » ' W > UJ ^ Vg '"^ J UAuiiJl pl^Jl ^31 (j-° p _JJjI l-^& r"'*J 
J 4 a lajjamjl Aijjiail L-Uaa o-li-laj ajj ^jLaajI (j-aiil /«i Ja£9 Ja.lj U^ 1 ' aV I (j-ajil cflj^a. ,j-o ^J^a. lP^ 4jI p^jJjl li& J)J-«iJ La 



Aja^jVI 4-pU.VI CjI ji^ aa\ qa : 
_!_._!_ — ] * *** d o ] Q i "* 

A ]j& ■ aj lg-La A^jIjjI S vfljJujl \_uj£ A lj\£ al jA I g im ll a aAl (j^JJ dll \A^1j1 p- 1 cjl laj aJl j Jg-ujl O* <_s~^J c * A "^ II fij^ 1 1 «a ll ,— ajjjj 

oAjAu . 

4 \\\u\ AA^juajLi « *-^ H a )kui J-ii-oJ (j^-aJ ■ 

/JSJI i—ijjiJI J^c Jc ( 'i r, i aiffl <jSL) J,rt"'"i\l f-tiia+ (3 \i r-iVI (J-aill = jLjlall (j^ajll . 

aj t ~2 J£-*i jiaj1~<— ij^a-ll 4\>n\»n ,_i 4_ijjjj i . uaa 4_i]j Aluij 4_^a3j <Uu3 g la 3 II <_i^aJ ^j-*s <_i^a. J£ laa 1 4_jl.li <L^)Ia]l o_iA ,-i 

^cjLiil ^jjSjj ~ y a ; a S }___< ,-3 3 jA ^ U- A " U-9^ LjjIx. — j laxajji ?-l__La 4_ilc « aa ) aj ' i ^-V^ ^j o^il *— ij >=. ^>a *-_i )^. (_J£ A^.1 ajj 

AiuAjj AjIaj Jl SJjiJI ajj Aj^jVI LJjjiJI jj* JJ^-YI i— i^iJI jA i_ijiJI jjlS JLa. Jj ■ jqni^ill (j^aill J Jj-iJI i— iji-ll jA 

JUL.: 



Plaintext 

Ciphcriext 

Value 



— ► 


a 


b 


c 


d 





r 


8 


h 


i 


j 


k 


1 


in 


n 





P 


q 


r 


s 


1 


u 


V 


w 


X 


y 


/, 


— ► 


A 


B 


c 


JJ 


1 


i-" 


Ci 


II 


I 


J 


K 


I, 


M 


N 


O 


P 


Q 


R 


s 


J 


u 


V 


W 


X 


Y 


/ 




00 


01 


02 


03 


04 


05 


06 


07 


08 


07 


10 


11 


12 


13 


14 


15 


16 


17 


18 


19 


20 


21 


22 


23 


24 


25 



2 J^i 







+3 



b 



I 



ook 



01 14 14 10 



04 17 17 13 

E R R N 

ERRN 



(J-siJl pJS (j-a A^. >iaj (aj^J ^-ufl-ttll <*ljoj& * aa ^j-o 2-^3 jj° uUJl t _3 



f-jli Ajjjj^c AjLgC c-I \^.u A tjg i Bj S \iudjl o-lA >j^ {=»^J 

(J131I J1SJ (J US jiAJ : 




4 | 



R RN 

I * 
04171713 



01 14 1410 
book 

JtilLS g-aaJI ajq/iil juMl 4jjl»_o ~ " ao3 : 

/JS1I i—Sjj^JI J.JC. ( _ r Sc (4 auill (^Ij) jjiiiiill r'ULa — j< *m\l (>ajll = ^1. aVl (j^ajll . 

Ijjl ) LoS l^-JV 1 1 a 11 x-ojajl i)Lun t- n > imj c j 1 ajfl ^jjjJjj j-4 j IgJ - la^i ■■ rt (Jjl J' A-Luij y **** SjiuJ ' ** U A 1 ■' lg-ji cjS^ jj.1^JI j^s 

; j\JLo ^jjL^oll *-tiioJ (_£^i.1 4J.S.1C A-aj£ (_$1 al^kHjajl (j£-GJ '" V^ ' jo.* «\1 (__>*ai]1 /J] ^ aVl (__>*aj]1 (JjjAJ ,-i * "^ II 4_llo£. /c^- ^-oJ*J 



2 • 1 — ' ; s Y ail \<LlU ! 
AjjLIjI Aj^Ix-oJu S \ikljl &.1A J-A^J (j^-°J * 

(r-ljioJI (jLkj ji JLi_o (Si— ,-Kll i—Sj^^I J^c )j ( jji uull r-Uio ) ji j* jSIjII Vji ' . la J j JJ uiall ^ AijUl oiA -I iajml Aic 
jjjiSII aLLs Sjiiill jjjSj jjl lilli 1.1c La ^ 1 1 <_£ jUjj L04J ^^Vl di_jLjLall aj^laJI jji (_ji I "^ i j ' La ^ (jlJji. 

Jtill JliloJI ^ ULsc- l3Sfk.ua _>iSi AijLiJI oiA ?r n Ajjly. 

i_ija. 26 jA AjjjIajVI i_ijjaJl ^^Kll J^lSI ji ijla-all j^j 7 = r-ULiJI jllslaiTI jA ^l.^iVl o^' j' O^J^ 1 

2 J£ji jiiil— ^jj^. J£] Ajj^jJI ^ ojSlI jUjU ajii AjIaj- : 



i — > 08 
s — > 18 
I — > 11 
a — > 00 
m — > 12 



i — >08 — > (8x7)mod26 =4 — > E 

s — > 18 — > (18x7)mod26 = 22 — > W 

I — >11 — > (11x7)mod26 =25— >Z 

a — > 00 — > (0x7)mod26 =0 — > A 

m — > 12 — > (12x7)mod26 =6 — > G 



EWZAG jA jjLSII i*j u^ull til : 
\q]\£ 3 jixttJi o-ig-J >ujS1I Aj^Lst-o (Jjj ■«**' ^j£-ojj ; 

^^1^1 cJj^aJl ^^c ^^k. 4 rtm^l ^Lj ;j> u\1 jglajJl * ji&all (j-aj3l = ,-lnaVl (J-aj3l . 
AjjIjII 4JJIxaJI (j!>Lk t j-o L-lui^Jj ^-tiiail .jjjJajl j^iajjl -^^jLj Vjl ;»j£j S^jLaiil o^A ^uj£Jjt 

(1 = (jKll J^til Jc 4-^1 ^U ( ^>^1 jJaill * ^tii^l 
\j La£ i . Ua^Jjjj (JjjLuul LiillLa ,-i Ajl {£;} I 

(7*inverse) mod 26 = 1 — > inverse =15 



E 


— >04 


— > (4x15)mod26 


= 8 


— > i 


W 


— >22 


— > (22x15)mod26 


= 18 


— > s 


z 


— >25 


— > (25x15)mod26 


= 11 


— >l 


A 


— >00 


— > (0x15)mod26 


= 


— >a 


G 


— >06 


— > (6x15)mod26 


= 12 


— >m 



3.1- S UVu A\ Sjiill: 

^1 ^1 Jc A^Luill ^U ( 2 £l^io + 1 C tii- * tp l—Vl j-ajll) = jfcSUll t^l . 

L-i^Jall S^)LwJ ?-tli-a]l jA tl ^ULajl 
*_aaJ1 a. j&wu y* uLaJI ^jA *2 ^"Ufl-aJl . 
,-S Lo£ t 2 7" UA*ali /-JjjJall UJaJJu L-J > <aj aJ ~~ * A- ^ 11 S >iuJ uaSj — Vjl 1 ^uLali * ^ 11 UiaJJI r- >laj ajilj ft jiwul o-lA >m£jj 

aJUII aJjU^II : 

^1 J^JI ^Je 4-^1 ^L ( 1 j-tlLJ] <jJ>ill Jsstill * (2 ^tiaJ - >£J (>ajll) )= J^\ o-aill . 



4.1- aj-^jVI Jau^VI ^Ui : 



Plaintext 
Ciphertext 



a 


b 


c 


d 


e 


f 


S 


h 


i 


j 


k 


1 


m 


n 


u 


P 


q 


r 


s 


t 


u 


V 


KX 


X 


y 


/ 


N 


O 


A 1 


R 


B 


E 


C 


F 


U 


X 


D 


Q 


Q 


Y 


L 


K 


H 


V 


I 


J 


M 


P 


Z 


s 


w 



3 J^i 



CJ JJ i - C> 1 - a _> a - 



the 4-aK jA ( _ s i^aVI (j-aill ji O^J^f : 

t -> I , h -> C , e -> R 

ICR jA jji.Sll *jU til : 
(JS1 Jj^JI Ja.jJs LoLoj (jjiSiJIj ajij jji nnll lift tdalj: 

l->t , C-> h , R->e 



- : Poly alphabetic-2- Jjj aaisJ 
- ^liUll c UiJ :Auto-key -:2.1 

name 4-aK ja CA \>^Vl q^ q\ o^y^' 



n . 


~_ a _ 


-*-—. m 


e 


^Y'^^ 


13 


D^ — 




4 


^l^il'l ^l!1- .^J 


H 


I 


N """" 


*"■* A 


-LJLJ' 


7 


8 


13 





-ULi' Aftji 


20 


8 


25 


4 


t -i . . 1 t . n ■ .J. jv j * 


U 


I 


Z 


E 


^.-V jjA." 



- :Play fair— 2.2 . j^a ^ Sji^ 

ii^ t JjiHuLAil j (Jjjj >ajl (j-iJ I g-UP jjlijVl (3JJ ~4 lA-^ >*^ — 4_jl_k 25 t^J** - 5 5 ,~^ a j^ya <* *j Q > a a c-LuiJl .ajj <aj v^]| clA ,-S 

Ui ja ^ a ) » taJ LiJli (J jg Jl ''''"'^ ^jJljj-o jjjS >a. -i^^-j U^- /c^J HJ JaJ 



L 





V 


E 


l/J 


S 


A 


M 


N 


Y 


P 


D 


R 


T 


H 


G 


B 


C 


F 


K 


Q 


U 


W 


X 


2 



4 J^i 



hard a <JS jjs &j ajajui <jV1 : 
ha -> DY rd -> TR 

3-2 ^^li^-jja Sjiw : 

Jllc : 
My name ja < _ s L-aSfl oajli IjjjI jl£ lil : 
ONE jA jjiiSull f-tiio jlSj : 



m 


y 


n 


a 


m 


e 


LjJ 3^*1 __ - '■I 


12 


24 


13 





12 


4 


jj—fl^'l ,_lJ_J ■ *i-Jl 





n 


e 





n 


e 


»i: -n 


14 


13 


4 


14 


13 


4 


"■ ■ ■' i ' '■* 





11 


17 


14 


25 


8 


j ■ '* | _--' —* ■*■';* 


A 


L 


R 





Z 


I 


^fltl^^UI 



-:Transposition cipher-2. J^jVW j^^ 1 

\3^jj-<ul ^__>*ai]l Lil ^cjiu Lgjt3lj»a UJJlJj a^ilj iaflS ( 1 . a V I (_>*ajll cJij >^. <j-a ul jjl^ilujl ajj V LJA • 

2.1- o-SJI 



3 


1 


4 


5 


2 


1 


2 


3 


4 


5 



JalS .ia.1 j c. jaJ ~\"~'< lil 5= L-aj*^] lie (jl Jia^Lj :black 4_aK j ;q uS Mc !>Ho 

2.2 Ai-laJI Aiu : 
4 cJ^-" IJaJl — UaAfll ,_3 Ajjj ij aj ^jjL^aJ ,_j| (__>fi3Jjl aJ i ■ l ' Q *\' <»j£J ' uLaiiJ ?-ui-o ^UaJ V 4_3j \Jaj1 0.1A — I 

meet me at the park <jr I^»Sn o^' u 1 ^ \'4 '■ 



memateak 
e t e t h p r 



4 J^i 



MEMATEAKETETHPR >2u]| ^1 lil = 



m 


e 


e 


t 


in 


e 


a 


t 


t 


h 


e 


P 


a 


r 


k 





5 J^i 



MMTAEEHREAEKTTP jyi&ll ^ j^jj jjSjj = 

U jSil » i in V J a all (jSlj l&jSi iJ ^jjll jjc. Sj^ic (jjJa liilJA JjSIjILj t Sj<^,..N<ll jji£j]l jjia jjj I u ^ijt'hhI jS jj£j cdlij 

LaUAa . 






\— aj^^jll AjC a1 i aC ^^.j *' ajlu ' a X^. l N<\i jj^jlallj j^ajjail ^i <La.iio I ■ l\jS 

2-lntroduction to cryptography and network security , by : BehrouzForouzan 

http://ar.wikipedia.org/wiki/ -3 'a^^.\_^c 

4- http://mail.tku.edu.tw/sihwang/courses/Proiect/Chapter%202%20Classical%20Encryption 

%2QTechniques.pdf 

http://www.wepapers.eom/Papers/11416/2 %E2%80%93 Classical Encryption Techniques -5 



^^-ojA-JI A^a^i :t_jjl£ll 



jjiuoll £ljii[Encryption]: 

l.jiaUlait jjiuuit (Symmetric Algorithms): 



,U]I ^-I'l^fl Aij*_<ij Cjljjiiall oiA i^a jjq lin tda ^[Public Key], (j^aUJI r-ljiall) j ~~ ■* J£l ^_>uJI Jjll jjSj JjStjllj Ija) 

[ Private Key] 1 Ji^Jl j^\ <t-uii ^LJl ^l^LJl ja. 




*.. n. i. i 



fin nun 




PIllnltKt 



Now it (he linio 
for .ill jftnyd mfo 

t»f tti«bf country. 



Decryption 



tor .ill ^;jjo<) men 
T«> €tt'W.r to thr .ill 




Cipher! »xt 



9i3645]fclHr-7<-<, 



Tr*n*ml**(on 



CIphvrtHl 




iqlHtllrp.l-,/ 
9«264»4Mr<7*4 



1 JLill 



2.j^ui»it jjfr jjiuuJt (Asymmetric Algorithms): 



15 l*-o ^xj 4jl_3 uaUkJI ?» US ftjl Lai. alaJI ?» US ail -^a^j /*-« ^aUkjl ^ US rt 'l jA U3I i al ) y aJC '"*' **'",.' Ajl Ual '"-^1 uamiJI ^jc o Vloj La 

>^l ,_]! ^uaiw /po ( a '**'^ 1 &A a ^j ^^ i"ll 

, (j^aLiJI ~l'a-ll 4i_^>*_aj V) lAjrt *n t*la jLxj (jl aji&a]| SJLujll (jV t 11 ui Ijjj i aj (jli Jjdl ~l'a-ll 4i^*_a -^1^ -II plLU j] lis, fil 
jA (j^aLiJI r-tiiall (jlj Jji liull AjLaC "Ulc <_jJJJ («ill (JjiLuVI jA Jjdl r-tiiall (jl Jc. J <«"... -Hj ^Ljj^ill (jjj jlijl t*lljA (jl£ lili 

Aij^Ul ai$j (iji'iall aJLujII) jjiii i^la -tic Ajli .(^LuSfl .JJj = ^UJ r-l'i^fl Jl AiLjaVL? ,>l»JI r-tiLill )<»Ij<-!I r-tjiail JA^ll 
^ aj^LJ oLajI*_a Cj!)Ij Jc. Jjj — li (jx AjV[x,y,z] jA jjj&U ^L^VI <»ijj ji li^aja jla[x] Aijx^ ^ ^ !ia [y] (r-tiLJI 

2 J^JI _>^i- 



S*nd*r 



Roc^lwp-f 



PUlntwt 




Now iv Vrv Hm«- 
1nr ,iu j5jvr.fi mm 
to come to Irw jrnl 
vi Lriukr country, 



Encryption 



Clph*ri*Hl 



Prtv*lo ]-: 



4<kdrf«wo~9l; 

Jql>UIOp-137 
0V2*t4936lHF7*6 



Trans mission 

Publtc n*twurk 




Decryption /p7n^f*n| 

Pt«lnt**t 



NOW 1* ihr tt*Tw 
lor .ill good men 
|ci ntnp feu IKf in<i 
of Irtcpi countiy. 




, Public 




Wkdffiwo-3l. 
lulLf UIDp-lSj' 



2 J^JI 



o*\Ji\ ^j [X]: 

Cjblg /ill! Sii^j ^j_>«j [Certificate Authority] j/«- j -^ - Jl ^Sjll lia> jmS'i =jjj ^lJ iij *±±i^ J£] uj^j ' ; ' '.." .' [y> z l ( 

^UJ j-ULJI j ? l*]| ^liLJI). 

f LJI £-LUJ [y]: 

V j ( uaxaJJl AjL&c ^jjjLujI aLxJI l^LgS \ j*j j AjJj jj^jI AJLuj \ j\ A^ajlaua ^1 UflxaJJ ^jj^sAajjjiajI AjJL ^jjj o >^J j AJjl jj aJJ ^JjI r^^ 



O^' 



,UJ c tii*ll [z]: 



S \iuLo 4-a^I*-a (fll liifl ^j-a u j^l > a ^j^-aJ AjJj jj^jI AjjA ^jjfLij q£a laJL h ail ,j-a o >^- cj^" L) a ^ ''' O^ .3^"^ (-5"^' J^ r"U4<aJl I JA 

AjjI Ajjoj >a. 



Ajj j JJ^Vl Sj1j>j1I allc- /-£ ^J^' t>° j'°^**'^ 



J4/6/1428 gjjUj * u^UJl Sjjj^ (/ >iu 



(j£j t^g^niflli Aj^oA Ai^)x-a xj1j]I rlixi (JA jl ajIjII Aj^oA Ai^)*-«a Jj 97UAJ (JA CjIjVj^J * ';- ft ; ^'^>»^ AjIaju jaj^j LoaJC 



jj£j jj Ljjl (JLa. ,j l$Jl Ijlml ; ajij ^^^1 jallajl (jljJC Aijx^i Jl g-UaJ liljlj jVj^5000 • " ".' el^S 4 j\ «■> i ajij La.}JC. 

(jLajJa (_ll jrLiaj (jAj AjLuI ^-i>* Aij»_a --Jl jrLiaj (Ja j'Vj-ijUUUU * '.'".' pl_)" AjLmj ;»_j£J La.}JC. (jYI (Jl^'""' ' a "J )'"' 

(jc Ajl ' - Ua Aj]J dlL a j La Jl CllL aj '-> dJjjjVI pile J AjJjjJ&IVI ojlajll CjjAj I s£a ( * .nil ^aj La d]La.}a. jl 

xij^i (J^La. fJA .Aaj ilila3 tdjlj^jjl (JAL/LaJ j^aj sl^)jjjj XJJ CjlAaC aj2 lluj^jYI (JJjJa 6 — pay Aj3 aj2 jLl^aYI 

A-jL«J ;»_j£j La-lJC. to.li.laJl j\ AXajLLuixJl » I ml I ,jjj££]J jl j^i (jc. ojLit _jAj dllj'Vj-ijI (jJj!/LaJ j^Sj Aj^sjj AJJ ' " » ,. *""■ 

' " Ua tllHj L_ijla Jl (jLja.VI ^j '■— » ; J TrLiaj .13 j .*-jLi]I AjjA (j^i (JflaJjl Jl Trliaj (ilili dujJjYI ^)JC. x_u jl «.IjjjJ 

lil tol j'utiflil AjlLjiII A^J-a j»!/llluil jl A-JJjl AjLaC J^JJ (jl ,*jLi]l » J laj i aJ V ' " Ua j LjjI^iiLi A-JJjl Ajlat alii Aij_j^i A^a. (Jj^ 

(_gj"iMi«ll j ajLuI (jj3^)Ja]l AjjA (j^i (jjiajll JJ LiA jrLiaJ. 

ja JjVl pLu.il aSX Jl ajj^JI (>« (jS^jil ^jL>jj a.nVn diLajkJI <jj Jc. J some thing you know J jAj 

(_£jJ aSjll Jla AijaJ s^ PaSSWOrd l^J^li 4>A\\\ u&jaia a J) Jja.j]l iJC (_£J*JI aljll liljJI (ilia <-llkj i&aa 

(cjIjIIj some thing you have J^jj illai nilllja. J Ajaill CilaLkJI Jia tiujA cjAj t&j^aj oj^ *C5-^ </' j*j 

JljaJI lil&U tJ it (JjjjaII <_5jjJI aSjll lilia L-lUaJj J JaJJI (J lilLa i ■"' ^JC AjLkJ («i3l Jlj=JI lilijU ^St LSJ^ j^J 

ja dJljll (^Uaill Jji-A; ^ ^tjoute som thing you are 

qm ^£Lu] '^'jj' iaa ' ■ La-j 4 ;■ aa ''" liliaUaJ jl iiljl_j^ jl^i^aj jl AjA^j ^jt JXLa3 iiili_jA qm ^ja^'ll i^L aajj < j 'jj' iaa jAj 
v j'-^"-' (j-asJ JXLa jl iiili_jA DNA jj^i AjIIc. A^jJ Lu jiaJ */c" lilliA (JA '(JJ*jI A^ajuaj jl aLjj^l A^ajuaJ jl liL ^j al -^ II 
A .uSjII pile (Ja.J J3j JJl^]I AJC Ai-aj^ij AJjJaJl ^j aj^Lajl I JA 4j»xj ?(jl^Jj| (j^i Aj!>\j]I p IjiV s^A (JJJ » aa-1 1 - ua J (jSaJjl 

ajI AiJaLall aJJSJI ol^kJl ^ PKI Public Key Infrastructure cJ±$£ J^-al ^ Alii. (> ^iilj Certificates 

(JS lAAiAaj ail ' " ua J «.Ljjjl ?^jLj LjJ (jj^jj S^Lj uul s^& A-^_jla^i]l oLjilall jl ^j aa uill AjjA (jt CjLa_jL«^i /JC (j;j"'-'"' 
Ajjjt^i ojJl3i PKI (jLa Ajjjj^i A^aJ LuLj (jj^J (jl ' ; la J MiCrOSOft Aujajj dlVL ajVI ojl jj jl Ajla,l ill ojljj jl 

A3jp_j^i CjIjLjjJu j 1 1 aJ ^^1 CjLa_jL«-aJl . 

j!iLk (> PKI cjbLjjiJlj Certificates ^jj^lVI ^Jill J& J—' aji.^J Digital Signature L^.Lk o&j 

CjULuII (j^i (j a i aJ iil]^£j Li j'l ui a jl LrjL (jl£ «.I_jjj ^j aa dul AjjA Lu (JAjJaJ (_J^llj 1 ^ la j oLdila jl AJjju ^j aa ■'■'; 

AajLiall AjLat )<_i3jj]l L-la.Lua jL^jJ a^C (j a i aJ iil]^£j ja.1 i-jjia (Jj3 (j^i Ljjlt (JJ^tJ ail) J A a Ja ua Ljjl ■ " Ua J A1ujja]I 

(jl Ajxiljll LuLja. (j LiA laj t Ll jl uj « J LrjL (jl£ «.I_j*jj PKI OjAi-a t(CjLajl*^]l AojSjj i"iNfl . ajVI Sjl jj AjIj£ (Jla 

(j_jjlill jA ^jjjJ^l^/l ,*-i3_jilj ^jtJ^jJij (j_jjls jl (»L!aJ (Jjl 4(JjJ S^t ^j ^jjji^J'yi A-iijJjl ^j aa J Laj (jjjl j3j Cjlxjjjij 

(Jl jpnn'ijV I (j^i j M i all j_j j J^jV I A-J3 jJiiJ j—^i^jAJjl I 

(e^alall a-aVl A^aJalaJ Jj^l (Cjlajll (jjjlill AJaJ). 

eJaiJI p-Vl A^kia ^ (JjJ («jL>j3I (jjjlsll AJaJ ^ o^ 1 ^' '^ u^j^ ^j Un commission on international 
trade law UNCITRAL tU^jja j cjUuAaJ! Cj!>U_J Ajjjjlill a^]I jIjj*j fjjjail985 ^lcl8 pSj l^c.Uia.1 ^i 

(jx jji£l LjAijia (jc <Jxl*Jj| (j ^jjU (JjLc Ai.jj V J^lj I— i j) i nl ^ (JJJ Ai!>lx]l ^j AaJjjj^l'VI ojlajll ^2 (jl LjJ (JJJJJ 

^Jc. A_ajli]l AjIjJI Cll!>LaLTj]l ^j AjjLuiII Jtljill (jlj AiIIj A*3j^j A Jjj£ a AjSjj i-iI lUmx ' . la j»; (J«Ltj]I (jj^J (jl 

(j_jjli]l I^A j^ua lilli] .Ul OULull Ajj^j (Jj*Jj 4-liuiljaJI jj£ t5 Jjj^'VI (J-olajll aJLcJ AjLuJ (jx ^JjH al^ai-uVI 

CAcjtJayaW (JjLuJ S^La S^)jjdC (Ji2l (j^i 6 laJLall **a)2\ A-aialaJ A-aLdl Aja-aaJI Ajjjl (_£-lJl ^jjj^J'VI A-iijJJJ ( ^a.i_jAJJl 

"6 .(JUjVI Jj-^tJ "5 joxjiijll "4 .A^Jill 1— iLia,j3jj£j3 AjjLuila]l AiaLu^]! — 3 .CAiijjti — 2 .(jjJaill Jla_a — 1 :Aj]tj]l 

A-a^a. »^La lilluba — 9 .aJjaII iilLa« — 8 .A-i3ji]l CjLJiala] Ajoi^Luill o^La]l ajjSj La (jjiaj — 7 .XJ3jl]l Cjbllala] (jlciVI 

Jxjj .AjJJa.Vl A^jjjilVI ClLrjaJlllj Oli^'ML LJljJcVI -12 .Ajk. JjxJI cJjJall lilLova -\\ .<iu\\ ~10 .Si g nill 

^a^l ^ .fcj 4jljU]I JjJI (_JjLaj]l (j_jjli]l AJaJ Cjjj3 AjJjjj^IVI Sjlajll (jLdu ^a.jj^u]l (Jlj^juUJjVI (j_»il3 jLaJtl 

jijjl (jjjpSjVI Aj3jj1] ( _ s a.ijAJ (jjjls /i >>ij ^It ' aac (J^it (_3Jj2 (JJjS ' 1996 pLc S^iic. AxjjiUII Lpjj^ ^3 6 laJlall 

i»2001 Ac- AlLatV Aiij^i A] jAi-a t2001 Ac- ( _ s JjJJ^]'VI ajSj^I] ^ja.ijAJ (jjilii Jj^ua (jt. 

JjinJI (J AjJjJJalVI Cl>LuiI jJI Jjaioil Aj3lijl f- jjj^a S^alall a-aVl A^Jaia] A-aLnJI AjaxaJI Cjj3l2005 >lft ^J 

Ajjialiajl ' " '»''! Ajjjjj^l^/I ojlajl] ^a.ij^j]l (j_jjli]lj ^^ij^ij]! tJ Jjjj^]'VI A-j3jj]I (j_ojLa (JJJ Aiijjll Ai!>l*]l (»C.JJ .AjIj^II 

I ^ i n"i a jAi-a jAi-a lil (j_jjlill (jl JaaiLij .(Jj^ll Luiljjj (j_j^J /Ja. ^jjjj^l^l ,«-j3jj1j (Jiiluia ,_a.i_jAi (j_jjli ^j^-y aaj ^JJ 

(Jjxj Aa.1 J3 (« jjlLallj ,_jjiija]l (j_jjli]l (JLlall (Jjfui (J^ AaJ3 iAjJjjj^l^/l Sjlajjl (jLdu j—ai^jAJJl (Jl jOjuUJjVI (j_jjli )<_« 

<J}jJi£S$ I xj3jJ1]I (j-aaj Laj (jjjl j3 j CjLtj^)jjj Ljj3 Aaj ■ " Ua ^j j jj^IV I x_)3 jj]l jliltV I . 



Cj!>Lalj«j]l llijj ail jl ilijl Cjj£i La£ ^j aa ujl 4jjA (j^i j«->'^ CjLi.jJS <Jiil ^j-a .ixj (cill j iaSa (_£Jjji »3j (J^La. f^ya i^yi^j 

oj£Jij]| jljb-alj jf^ ail i(jl j^Jail ^)£lij jlju-al '■> jl tiil]_)i<i J i'i'Ij '"'''j" 1 ' 1 *^ (_pLi ^yi 4j3jj]I 4.1aj£ail 

. 4_lj j Jp£lV I ojL^jll JaSS (_>^J (J "^ ' _JJ' -"" ajUuU J]l CjLoJliJl rt-^ (j- _J^^ "J^J "^J^^ LS^ l ~ J ^^JJ^V^ 

J JcLuj liUi ji iaj tSlliSj i_il jlaVl »J Laaj Oljliluiallj i!l>L«Ua]I ^.LqjV AjjI^VI fLjcVI l_iA£3 JJaJ liUi ,j i?Jj 

A^yua\jua frl^J'V (jJaljJI jl (Jj^aJI Jc Cjl £ I ^i.V I tjj; ■ ■'"' lilli (j-o jsAVIj iClL>L-al j^ill j <Jaj]l 4j^.lj (j-» J_l 1 all 4-a^.j (JJsj 



2 (j-o 1 ) j j^yii i «-«i jj) 



M 1 .all ail^JC (JJ 1 — .J , Jfii-ll Alii. .J •' "iKIl 

jjLsJI jll^jc : jj-* ail 

unjrt 4JlL djLo aLt-oJl j\al ( luS Ax (JJjoLO 

^uj. Best Crypt 

jLIJ pltjlljujjxj U clij^j tt-A-all (j-ajill (Container) ^^ijiaYl ^ij&l ^ij^ J (Virtual Drive)t <_^^j *WjI IJ&j 

jA ^j^laI! c-lcjll (j-o S^jlillj .(24) (J^juJI ^>iajl tL-iL-all ^^^al^jSVl c*l^a-o (Jl* ^-- dxaLa A \j tL_iL-a j^^al^al c*l^a-a trC] i^Laaj] 

i <"^ ia^.V t(jjikiall cda IjA ^)ila_3j) Aia dlliLa (JiJ jl (I^jLluj LiA ^)ila_3j) 4_ill CjliLa (JiJ ' j '*'^- rt ; c-lc-jll «Jfl l\^a ^;^ ( ^LSjil 4Jj^_uj 

td aJJaC S^jLS o^Aj t^iujj aJ LfjjISj S \ijaLajl '"» aLall x*a (J-oIjijjI ^>° (uj^-^J^J c U ^J' a "■ ^)^)^^ f^- "^ U^°) 4-1jj-jL^-j1 /^fl S^^^^ajl 

'j- Jail M^a jflll (jLo |j ' 1"^*'^ (j-ajS /aJC' frlfrjJl (JflJ tj^-oj c5^)^^ *^>° c-^-^l f^3 Aic tiij^Sj tojliJl /-jC 1 d^J^^ 4lic.j c-lc^il fjjjaau 

(CD-ROM)t £=-aljjj -^j^-j :1 oaVj! :jjj*i l>° -^ O^j 'J^ JW- <^ °jj^ ^j Best Crypt ^ia ^lj J cj^ujUJI ^^ic 



I My Computer 



0* £,i*t JJew Fgrorites toots ijelp 

©e** - ©• ^ Part 




jj^l flfrJ Sl 



http://www.jetico.com/ 

jjaJiill <iLc.j jjjjSji Container): aJUII Cil_^LaJI pliilj jj° ■*" slcj jjjjSj ^diic- tp-olijJI i_^ii ajj ^xj: 

1- 25 ) J^l <^ JtJ-iaj* jA LoS JL^UjJ AJjLI ( _ 5 Jt jJajVI ojUSI jjj jail). 

2- jUiJI jii.1 5 £W jj«-t> -^ "BestCrypt Control Panel" -<-*'" 3^.jl ^sil. 

3- 26 c&iil ^ us j^ill a^jI J8 h-,„. 
4- Jii.1 Container Z New Container. 

5 — (_£^i.Y1 (j^aljiJVI dll£^)A-o ^jjj ^o A_lic *UV-^ i— S^>^ JJ^-1 <aJ a A ^ a j Ajjj)^j ajj^oj plx-jl] UjjI I ■ fi£l 

6- jj ^ jiil Create. 




jkAA elcjJI JU; :(24) J^JI 



£*\±jt >«ljV Ajejill ^^11 : (25) fSj J^JI BestCrypt 









j-iri ■■!■■ j-\ /-. q 'u ■j^.'ii 


i ;i;^ "■'■ (Lcj f^*^ 


f f ^vq ■ ■!* ^1 /-. a -- "il 


[-* * 


■ 


=* d * <? 4 *i V S I! f 


f*m-w fcrtn. i* ^^ 


s eg 




J 


l »*™ *'--'■■ JQ 1 QMd | 




a». |» ; ■ >n> @i* 0» 1 h* | 


t 


Owrton ~l 


*ta** SieWSH I • »»,Ck 


&K4VMMft. 


«Hdf 




_^ L ^^^ 




jiilU fl-CrJ < d ii 





jjij^iJ plc-j (JJJ^J : (26) *Sj (J^uill 
/— (ilc-jll 5"cj3 Aic tg^tiaj ^Jj-^j <e-^J c-'-C- ji^-J 4*^la JjJ-« A-aS£ i ■ ilia] (2/ (JSjjuI <-3 La£j_jlj^ (*-J_J-« Jg mm 



Enter password 



Container: cyp her,tc 
Location: C:\ 

Passwond: 



OK 



Confirm 
Password: 



*********** 



Cancel 



jLjiail c-Lcjll jjj-o i alS ^(27) ,aSj (JSjjSII 



9 - aj^ Jj^ £^j* ^ ja^y- t£ili ^«-j (Format) jj ^Jlc kv^l tAj^ l#J>^ o^j* ^ c^ *^jN (Start) tal J 

10- iJplc-J jj ^ Iit.^i t»U^Vi -^ (Close). 

11- jji£ c-lc j ^jlg^ (_ji ujSj (jVI. 
M 1 jra,':"^! pic j J;- q"' jl ?tJ3' 

AjIIjII i-si jU-^ \i plijlj lillij tA^iia liLo^L a J a^ljaiV < Lisa a JjL^JI Jji_k2j ^icj ajjj£j a*j j^q >jj3I elcj: 

1— j* ,'''\\ ^u^ AJjiji LS lc Sjlill ^ j-ojVI jjJLi jSil. 

2- e-lcjll ^l> : jii.1 ^(25) l&SS t> US 2LuU <iSl j^*-> Mount. 

28) JS4B ^i US). 

4 — c-lcj]l <_ij^ jLjii.1 Uiaji t&Sjaj 























Enter passwon 




X 






Container: 
Location: 


cypher.jbc 
C:\ 












Drive: 


F: 








V 


OK 
























Password : 




Cancel 










Z\ -^JL-ito Mount 


□ 


Read 


only 





jjLioll tlcj] JJJ-° 4-»l£ :(28) f^J (JSJJI 

(2) flcjll *Ui,y: 

AjIIjII CiljLaJI pLjjb dlljj jlfraJ (jlo Ajc jl -ls~-.,„V/l -jc ^ic s tcjl| s Ui.l tlljLaj: 
1— j^a ,*"ti jl-cIjjj AJjiLi LS lc- Sjlill ,-i (J-ojVI jjJLi jSil. 

2- eWjll ^l> : ja.\ t(2S)JSwI ^ US 4_sia ^11 j^klui> Dismount. 



2 jj* 2) jji^l ?"'j^) 



jjLiJI jll^jc : jj-* all 
a samAA 4jt_lj CllLa aix-ail ^\a) t luS Jj-u (J*l tun 

^uj^Fine Crypt 

«-aU uil (JjjAI p^j^. *ju tdl^j *£a1 J£jjjV1 Aj U ^j^iJ dll \;L<LGjl /^U L^I jjjj )J9 uuU ?wlj JJjI# 

.jj jaII *LalS ^a t^^Sl ^J 'T^^.^^ U-^-^- 0"° *^J^ clA- ^ J) r-uia jl jj >a 4 alS <j-a (Cl /g-ic ?wlj pJI JAA ,-S jj° uUJl Aaixj 
(jc 4 alia a 4 ^jj^ J- *^ 2=-°^.^ ^ BGSt Cfyptt SA ajj oj a V) JJ><^ 4 alS i . Jjjj Vj jrti^N ^^-J jSjJ tS-^J 



Lai tplx-jll «js Ak. Fine Crypt ^ a . aj La 



IaI VI t jaii!H3l tSlfl jl jrt nn\l CjAjS Lal£ jjq nn\l £-tlia ji Jj^all *LaK ajfrnn 4jli 



a..,u\i JJ>a 4-aKj (Session Pass) a,.,uu jji^ ^tiia J (Session encryption key)t t&j jgL£H ^UjJl ALaA&l jAj 

<jc ?c-aLj \A\ 1AA ^loojj .S >a (JS tAljIjjjaj ^a ^Aj 4_iut-a oA-aj JilAaJI S \£lA ,-S <j \i-a ufljlij ^-ua* jl \j >a 4 alS /e-ic uijaall BeSt 

Orypt ,_ It uj' fl^i B tlA* ^ •? L - o '-o^ l>* a a '"*' „' u)j cs^ - u^"* - ^ i '* c£*^ \a-u[Lajl t LLojI j ^ mj i^isj JLuj J ?^nj ajI ,_a 

-^J^jI /— 1G <£ \jjojI j*-3^o (3* ^jLa-a dll \i«-ajl S Aj Ai-a A -^ mil 

http://www.finecrypt.net/ 

f Ua a jl * flLa JJjjiwS ( 1 : 

i _L La£ oA^.lj 4jj^jia ls^" "^^ T" ^)*^ j* fljilm jj^J t(j_jja oAxj ALal£j lla a /gJ^ jl CjliLa oAc jl t flLa uii^J bdj^Aj! 
(I) o^)La^ U- /^ J^ cs^" -^^J jj - ^^ L a l *' ,< '*' ' " a U^^- U-° ^JJ° '*•'"' -^J^ t£-^ iia-*jl jl * flLaJI JJaJ jc-aLj_jJl ui>^ jj A*j. 

(2) 29) J^JI ^i US 2USIS ^li j<hj.i). 










'. ' 







4 - ■ •"<■ 



jL^U^J AjcjiJI 3-ulill :(29) ^j J^JI FineCrypt 



(3) jpij Fine Crypt r\'^n\ J i jjj-« ** «& j^LSill L 



_&j :CjIjI ja. £££ till j_ 



Ji^ 



o-la. /tfic- (JjJ >^ CJ^J (Jl J '"'J • >^ l_j^ujL^J o-i^j 4Jaj] «-au ull ^jc (JaojoiAJl r° mill jl t uiulj. 

* jja.1 jj^l 4-aK J a^loiU jjqumW "Encrypt with password" 
2- jj Jo JaJuJal "Encrypt" 30) JS^JI J US). 



Ufi Jaudj 



JJ 



■a .«» 



Enciyp 



L ^£ncrwit ^settinos ^flasswtsd [J 



Exit 



CiflusrwtsCant 



u 



Add a lenwyt Nt; 



#* D 



• T*¥¥ 



Fier setectcd 1 



Trial :be-*Bl« 



Nam 



:l-s Path 



J§]Bin-ii*i;Cir4di>e 



1SH4 



H 



Fm&Qrjpi 



j-Ijjj A^a-lj :(30) fij J^JI FineCrypt 



* jLuaJ .-»U-« jjL2 ^tiiu jjLSjII ojiaJ IJJ Ul "Encrypt with Key": 



1~ La.ui Q - SaSi ■'"' ^jl jl ^ 4 I^h'i aj lAj.la. I a I JS A Aijj (jl Lai I^jj )Uk aUl Clljlj ' j }Q uUjI 7"LlLa ^ Wil jl pi. xj yet L^i] j^iiiw 

31) JSjill (J jjxo jA US tLLu.). 



2- (jal_^ jj Jc. Jbl (OK). 6) ^j Sjl=>^ ^jjI ^). 






* FineCrypl: Enter Encryption Key 



Curertc^ihfti: AE5 BtadiHiM IB 

Cu'iertl n-fide Eiplw* Feedback 

ScBoiksy ™n16 nmi. 32 s*«p 9 

Key we in byte; 



f Htfafcey 



a 



OO OO OO 00 00 00 00 oo 

DO DO 90 00 00 00 00 00 

DO 30 DO 00 00 OD 00 OD 

DO CO 00 00 00 OO 00 00 



\rjt\,4 vector 1 6 fcirtt; 



00 00 00 00 00 00 00 
00 00 OO OO 00 00 00 



Gemote 



Save,. 



R-,.1 



OH 



Can:*! 



Hek> 









jgiuull r-tlio AjIjS :(31) pSj JSjill 

* jlkli £i_oljjJI <je. (J Y't i nn i_i La j;» ■*" CjJjI lil : 

"Add to Fine Crypt Extractor..." 

1 — 6 f&J "AjU^ xj^l aJ (' ftlftll JJ° uul JJJ-° ^-<^ L_ij£1. 

2— 4-iiiiiJ AliA ( _ s Jc jLLo i »la tdl jj lajxii (Exe) "Luiij ^Li_a]| ,j, 
3~ jjj.aH ■=* al£ "ii «ua ^s AjV (j^lj ' A ■ "°' £c-alj yjl 4_iAi (jSj ^ ^jjj .Jla. I *j i al a ^V 4j£j l&S aJ 

aJIjII OljliiJI j-IjjIj jji *ri\l tda ^jS^j: 
1 — ojlill (J-ojVI j_^' cs^ J^' (^ ' jj-^L?^ ■ «.*<"...« j!iLk (j* ojjLij c*la .Iijj j^ill lla all ji ■ aLal) jpa.1. 

2- 29)J^JI t> LaS A^li .ill j^-klu,). 

3- Jii.1 Fine Crypt fi Decrypt. 

4— jj ^Jic jiillj jjqnnll »!'■■ Ipaj tjLjlui f-tiiaj ejjqni") jlS lil Lai tlfrla ilj jjj-o ■* alSj i_ilaJI jji 'n jlS lil Read. 

5 — (jsl^s ) j tj£- iwl pJ /"tjiail Al^ t^uaall Ipajl jlj^ /*-? >° t^H iff J'" 

6- jj <> >1 OK. 

7— 32) J^uill (_ji La£ ji^LaJI Ja all jl ■ tLall ^5jJa al 4jiLi dll jgjajjj). 



^ A reviewer : C:\D0OJME- nW4E~1VWW>CU~1TOE5£N-1.FCA 



Ffc ftcbwts View hfdp Fill V« sen 



$lXl&^lb « 



&0&\&\£ 






RMifr 



Name 



*>. 



Seg j f>pe I ~ Modf*d | Path" 



wwitB&cr^,] wt 



»3!8 MmsflftP... fjyiUJ20(H , 



I 



i Fte<s> 



■B32SIMK 



jLjlall lla all ji i_ilall (_g jia al 4jiLi '(32) aSj <J£jill 

8- J&J 3-ulill t> (Ji »jjL£ t»la i_>aJI i «'-'i jja. Action Ji Decrypt Selected Files, jj Jc. JM J F5. 

9- jq iii nil ila all ji i iLall <U3 («ill 4 uij ila all ^ ila all jl ■ iLall j ji .in dls aj lillj JJc. 
(J4a ol 3 ull *-« (j3 >aj! - a^Si ■' all JJ- (_pU\ ^j-o I ajlc ^ oj^'i'l - laSi h aU ^j aJl ■ ^ II _3U lj£ jjj ( i }Q uu cdSj y° ud 



[2] jj-^t jja»-j 

4_9jjlaj dil -iL^all j (JjlALail j^a uaJ 4_ul£-al 2003 .Jj-^JJ -* a ^ (j^JP^ ^ ls^ (J^- J>J^J 2000 jj-^iJ U^*-^' <-aiaJl ^)3jJ 
V 1^»*' al-lkliujl ^j a AjV ^jSj .<jUlI] <* 'g ui NTFo U&uiiil l^Ij 3 1 all .-Ha. <jj \iuil S.1^.^J. 

1— SjUil (J-ojVI jjll ^^-ic j£jl aj ftjj^nn ^Ij-all lla ail/t flLall ^.1*.. 

3- 33) J^JI ^ us j j* ^^ usu jjU). 

4 — A-a^alo dil jLrk jj i _ r lc jlil alt ^°' a <_^i. 
5 — diljLull (j-i*ljl CliLijl^-all j ^ ■''"' ^Lp- <_S"k" f*^-* 



Jijjj lia a jl * flla ^1 rl pu ^J^ ^ < ** ^ a . ^ r'° uUJ I g " ,Q ' 4jjHjI CJl^iaa 11 Jjt-2J JjLi CiJJ; ^j,^ J^_^l 4 q i j U i j iQl'ViM ciiS^j 

I ^>ijil^ ^.JLajl lla ail iJiA Jii.l-lj Lo (_]£ U J .' ' "J ' viAjLajl lla ail J^».l- a uiujj. 





1 .-l* I*— "-I 1 


skll ■** 






« 






c. 


l'r:*-« *'*'.■ 1 n* 








| omfcOHttPt— rfTart X] 


,14*4,01* 


[ J-T 






*■**■ 

***■ ■ 

*>* 




4* !■!.! ■*>HTt. v llHO> W 






,ta,Q Utl.ljUCJ 


IU 


l*^.«JW*] 


1 ** 


»<* 1! j»'*. ] 





......... -.„.■ . ;. I ' L I ■ 






f ifli*m I ■ — j*i^_ 



jjAlij aUaJ fjk ( ftLa jj3 iii'i A^j^a '(33) *Sj cj^-uul 

aJ 4il£j cfllajl ?ejS ^j»o jjlaI pij ,_p-GJj . diULull ^jj-guj Cjujja all US ujj j^ ^ ^ ^'i aJixj ^-j ( r'° uUiJ 44xa£c- 4_iLac uLoLlil l£13 

tSl^a-o ^3^ A-^C 1 *;\' A iiim (Jji-<s Ail jl ft^j4vt"l1 ali ,j-a jA 4 U\u a -lkjjji^.Sl (jl£ |j| AjaJla (j-^-°-J <— iiftll (jV (j^J t ^A^ 

. l_i jjojL^.jI <* Jl ^JjjjJ 4_C >uj jj-a (JiiJ .13 j (jj >kl jjj-aAkjjoj-o l^aA^a ) .13 ^AjI ( a) lalJl dilij-a /a-lC 1 r£ J**'^"' ls" CJ.O'*'' *-^J 

aAiJlujj V ^jj \^j *-^J t*J' >3-*jJ-aJ^ * aXaJI (JAJ l£1j.i£j tLftJ llj * ftaJI ^J^-* « Vj o yi-uJJ jl < ftLaJl l-** i a t2) J I i taJl NTFo 

* 1 ) uJjjjoj ua '*'**' II jjLa ,j >ojI (j^ \a3I (Jj-o. 
2- 34) J^i Ji= J j* ^>« ^ jahjM,). 

3 — lla ftJI jl cJlLuI US uLi i^ia a a iS aJ ^jJ^j! (j^La lbVi /-JC' ^j"' - ^*' /aJjVl t^jJJAjlS ^j-o jl^^Jl j*-J >« QjjlIj. 

4~ AiU^aj jj i _ r lc jSj| '■^^^ AiU^aV. 



C:\Presentation2. 1.ppt J jJ-Sdl J^-Li; 



yjj-* (£** 'JW! IJA ^JJ J^«sjJI f^J^Mij ^jiJI ^jt*Ji^lU*«JI 



4JI4AII fLgjj 'i^Al 



.DDFC 36QA C6AC DO 1-Ad 



(SOUMAN@JJLi)jJLi 



*UjJ 



... «LiJ 



;j|jjjL*»X' S4^ *isw»ijJ l4«J>*J fJ U£ bJdUJI I j$J uULuJI JlJjijsl J*ljt 



..J All fL^j.J iU^u 
.01AD7F3CB2D 



Administrator 






*|l t.UUj 



^lj* 



i_iIo jja .'in Jj 1 olaS :(34) *sj (JSjjSII 



SjLU Ap&lti (cryptography 



JjXm ^Hftll 4jLal^ 

jbuj>!l .lata 



JL sLojauaJl ojaJUll <jUlil a^ajj ti^lVi aoo cjUjia-all aJiA <jU^. ^-oJl(Cryptography) sjjalaJI jjiwail Jaj^j M^^* - ' ^ s"u.iU %jlaai) ojia 



t ( jj.«.'iVutiAll u^^ J (_^ aSajJI sAAIjI ( 4jjj_oJ| (jUajJoi A-UjUJ^)]! Ci\j^\ ^J^l c"i^,u^i) S^SlmUjI AjUSJI t^jJjl (j^-aji*-*^ Ua.u'W.a ^gi 

A^al.lV'u>il Jjjjjj -l_j3 t_]Si l^jfl jia ?r U*->l (Jj J^A.. 

<iajS^. CliVl^j .CllUojS^ CaJaimlj tL_ljj2k. lIlluuj l^tjjVI (j* ■ij-i*^ CjJJS A-fojS^aJl (JllVU-ajVI (gi Ajjj-oH ^JS «jj\jil (_5^a (^yio 

^3Jj ,(_5^p.VI (jl-iij^ J^^^ (*i*JJ <Ujl^-a i^UJ&J <UiJajjl j'^^*^' AjUaaJ <Ujl_^-a llia^j-a CIjIjjJj t^j^^joJl jjUuJa .Up fiJpUfeall i'VuViI <Lal£ 

^ -a ^° J JJ^--a>" A^JflJjl a.iA ^t-lOJ *U-aj-!aia-oil Ajjl^all djlSjJoiJ 4_i£j^aVI djQaludl CjA*ttXM (J) .i»J >Uoirt LiUuiJl jj^VliI ^al^J (jl^J^ >■ " v *\g. tTi 

L_ulaJI XJ lW^ (_s^ J^J*^ ^ ^-^D - **^ <-ajS^Jl CJJajI ^alj <lj_^ CiljiwU 4_A-ajf^Jlj Aj^fWajl tJllLal , ^,"l i. >1^U 6jj^\.a CulS LaA*J <_)jjLjI 

JiJJJ j^gjil <j^al_k tO^AAftjl CjLVjp ff jl^ (Jj Ua._alj*l^"lU O-iA ^jJJli-aOJ «AwU sj l^a. t— IJjS CjSj ^^J^J ^W ^- ft i & ^MjJjSjVl ftjLaaH (Jl>.a' jjJ-ftVi 

l *^-4 56 (J& 1a JJ&wU «a . 

(j>^-xVi jjl t, ^>j tixJUUjj 4.'^a'ai.l] iixJLa_ji*-o jjl .l_j^ujI^JI Jl^-a ^gi (J-wuWJ t, flj£j o^aAiaii AjU^Ij 4, a rvv<a» aU^VI Aij_jil o^a ^jiaUu 

Jb (3i*JjLa <_}£ Cryptography Jl _aAl_aj o^jl_a3j l^LaC. AjSjSj *CJU-ajjl_a^.j ^UiU^alj AjUiJ (J^aPKI l^all (jia^ajJ UiJJ (Jjll ClLa^jl (J^a*J j 

j-i Loj^s a.^VunI Jiaa Aiw 4000 ci^ 9 t— i^^ ^ujUll AJ^ui jjq.^M' ^^ij ^jg->-a uj'j p-^ &* ^^ A^a.'iW.il aj3 l_jjjLJ _jA jjq uJjJ 

c-V^ t -*J' -^J t(_5-iiSJ'j l£-^a'^>^ P&_Jfr^ LJ^J A_w!iij-uyi ojU^i^U j-iAJul j>^».ll jjbi] l_j^)«JI (jaj^iiilj (jjiuiaU^il (iLaLuJ AjUiJj 4j^V_aJ (j^ 

S_ j )iwj| ^>"^ (ji CJVL»Ua.Vlj frU^-l^VI aaAlia <«JJ (3-°J ^AJ^ll ■a.'lVunl tdiJiSj , (JjJUjIIj (Jjaljjil l^-ftAl (JA 4_a^ii-a 4,U>iUj aaAlia c-UJ«Jl - 

<jjjjVI CjUUI (>o s^alj "j^mi" <aK (jSJj .cjUjUaII pli&j ^^o JjJ "joiiioil" nlkuA« J iVu.il UoU ^J pUi aaj (Cipher) 
a^aAi-uU "Cipher"4-ftK j^s'inn ljjl^> J*a (J^axIIj ija*all ^gVu ^ jl^ -y^ ji*-all (*j^° u^j "Cipher" ^LuiVl ^^ic W^B 



O 



L 



k 




AjjUjjII ojljJa^Jl ^gi i."u. , iV l inil (Jill j^LSjjl diljJll [_5^^J ajj*^-»ll TcJajj : 1 t_jS*i 

Jl jaU cryptography ? 

JLj oUoj-*-aJI o^jaii-ajl <jU^I1 jl jjftMjJI adc 11 Cryptography ^ii»jj tl^jj^ij jl l^JL-ujl jjc (jUaU Oj^ t, " l J* v . 1 ^ j bo_aixAjl el&j ^ic jl (ja _&a 

(j_a^.l!r^j ^l^aVU . ^1^)3^11 <li-aAl CiJlJjl Au.^yunA ^LjJjIj dujaJVI ^JjJ ^-° j t*U-alijl CIjISj^Ij tCLiUaj^^U SjJJ^ <oaAI jj JW^^ 
dlLa^alai-aj (AjjIajII lAjl _J*MJ i<JUijl l^J^ta^JuJ Ajl-ft^ -^JJ <^ij^ djlSjJJI tA^ul-Miajl j A.) > ^A ujl djUo^aU-aJlj ^aVI (3i*JJ UoJiJC. Au^jt^VU 



jjini'B : Encryption ja.i \$i\c. xiLj jl jjjj ^ Jll j\ <^JI cjUjkxll Jjj=j 4j1«c ja ((Plaintext <u$i jSaj V j~- ;_>aj JjCipher 

tSXt ) ) jjiu&ll tils 5jUc Lai tSjiunB AjUSfl J iVi.nb dlljj 4jJ jj£ aU3 J2li l^Bj jjc Decryption — JSJill jjajl(jjiu£lj 4_uj£*JI \\\ n*\\ tJ ^i 

2- 

( 
Encryption 

Cipher 



Sender 






Pljinleil 



Now ii Ihe linn? 
toraliflood men 
to romp to the aid 
of lh«r country. 




Decryption 

I'Lnrit* it 



Now ht1h« lim* 

for all flood men 
to come to the aid 
of ! ho Ir country, 




Clphcrtext 



K-M-l moA*> 



K«y 



Transmission 

Public network 



3('FL«J0 )F* 
JiqLFUIDp457 
9i2&4536HF7** 



Cipher 





Sfkdjfswo'm. 
3fFts(fO >f 
j!qLFUIDp j 157 
9£2Si<li':3GHf-/e6 



jjjii* ^jk. l _jli a j jj^jll i_Utj jjjkj J jjj _ _ _ _ 

jji,.S]l <<•> - j^jic (jlKfl Ub^''j jj^J' ((Cryptanalysts. jJcj CiU. abjll J 4_jja 3j<U ^-Jj SjSUc jj'j"~ -^ «Vj* 



AS3j ^ iq ni'i 11 AjLaC a jji r-ill TtjJajj 1 2 JSjj 

jjill jlja'VI((Cryptographers. ^^ J jj. ~. ^\. jjjji jljiVl Ui 



j jla*j Lac I Jj W'n (jl jjfjKniij V j t (j-abiJI =^-a]Lc J j j mm» . j »A . Cjlfi nl a 11 . 



J! j»U»S! cryptography? 

^A aL-uil Aj^U (Jl jjiijall *lc .-.miVij : 
1. <jaLuia31 SjiJull AjUSil (Physical Cryptography) 

Jjjall t>°J tCliLaKJI jl i—ij^j^JI J^JJJ jl J^UVI a^VniM Icj^ jj^VI JjJ^'j 'lsJ 3 ^ l>° A*u\ o plj^l 4 njjhll a j &ijj ^a i l 4jU£JI j o ■ bJJ 

Jl ji».VI (ji; »l,«in«lljwiyiti 4jjJ=> Ui=jl ^jtjjI-iII ((Steganography i Laj^c .!>lia Sjjj^jS 4(_sjil iiiLajl*-a (ja^= cjLaj]*-aII sUli.y ^j 

A_uJaljj 4 \\ nr. quuCuAj A ojqll J-i*j V ^ J= t_S^ J] ^-'"J. J°" 4juS1I j^J- 
ji-a i jji^ull jl ajqui«ill AjIjSII (j* 4, j . pj'i j ?-ljJl Aj^Ij lilLiA Cipher U.I .l^J-uS sli^y i^llJj ^Jjj^JI Jjiiil J <it,"i i n"i A^ijb ,^4 

jj^ufill Ciphering ijj^I ^ J>«jll .<!Uujjjiijl ji^JI JU*iJ XSUc ^ hybrid model jjiiull JS\ J -^j *^j^ »Si.i. 

2. ^abjil Sjii»il <jUSJI ((Mathematical Cryptography 

(jil^il j^AJ-iJ Ajl-i ^A Ic-jo^j JJ^VI .<iU-ujJI jl t—fljjijl j^io A_uJaljjJI dlUlcaJI J l <m j . aU <u1*jaJI UI . taall ^-o AoJaUjll a j q u i * \ \ <j\3S}\ J^Uju 

(Hashing) ^jjjo <^jS Jl L^Jj^jj <JUjj1I Je. ^ <-ul,,,^ <jL>& ,jc ajUc ^j (numeric hash value). 
<jjjc a_oj5 aia ij=>ia j* US (numeric hash value) p^JI Ii* .<1L*.j!I ( _ s i*j, jUiiV J«»."ii."i jl (ji<u V j .jj^-j jje. Jaia ,^» 

1^9 t4jUji_o (_pl§JI 4-a^ 3 1^] 'W^ c3j^J-° ^jUl^Jjl (jl Jjjiul (_pUll *u|j (_>oiJ J<\T, "u > n jl j^<o ^J^VI ej^)UI . .-iV'imioII (-jl -UL-u^jJIj Jj-^JJ jll j^«J 

Pj*=lJI i_j1..i-»i t^lis Aijjx^ aAm}\ ai* .U fijiij ciJi SJUajll ji ^Jc Jjj (checksum). 

3. AjAill SjiiiJI <jUiJI (Quantum Cryptography) 

A-iaj^^. II cIiUj-upjjI (_>^xj Uujj jy'i - ** oil J^^ cs^" J ^^ " O^ I g q j j V»**^ tZOOZ Jj3 . ^jji ui'ul (j^ Ijjmi'i a^Ji^ Aij^a ^gA <a^Sil aj qu i^ l l <jIjSjI 

4jo^|| (j^jiall al SAJ ■ nU ^-u^JI 4 IjAJ > ii f, djl^)i*Ii ^ i> in jVI jSaaII (j^ .Cjaji; djUjJ^. jV . inl (j ^i s l1 . nA Jo iaa*J Aijjall aift .Aj^-a]|. 

JU ta^J^ AjlaC jl j-«J p- jlxkj Sj^ J£ J3 .4 lj^*iiim l^jl jj^kl ^jAj\ ^"itj s-U^I jji^*J Ij^ ^Ull jl \ i o lr- j^9 ^J^i ^1 1'lolr. jUajJI Ijj 

a jjo^J <ajJaJ j)±\ (J^ta iii. 

^j jj^^l jl Cjl jiwil j >a J ^J ajjjS ijj 3 ^iUa: 
l.jljSoJI JaKj(Frequency Analysis) 

JjS Jl jiull j^ih'ii ( (BlOCkS jJ9j=JI JJ^JJ <jjjKiVI <illl J JIUI J : jiu. J«i l JjSla i^j ^i Jj?.j Jj Wll ajiiuJI 4jUjll T, E 

ciiUKll il!Ua That, the, and, i jj£j j5 iCiijll jjj- j-aj J=UjVi ij^ p-ljjVI ai» qc. diaju jjjall Jl-.<i j li^. <»jUi cjUK ^ 

^J| j^ jiill ii.b J3 tuj jt <lSUJ lii. 4 Kj i ii J jjSj ji j£«J <jW1| aJA . dlLjUJI jJSu'll i'll<n*1.nl Jll <MI ^iTl'hul Jc ijjli. 

2.kiAJj ji. flkki (Algorithm Errors) 

.*UjIjSj Cjljltta j (aLjsil .» ^V'l.n i diU^jjI^iJI tdjU^Uajl =Jlc J .^al jl A t\$ t\ ol^V ^IjVI (j^ <cjAi_a jl 4jUr. ^gA A_wjjljijl 
jjq > ujjl Aj^jjlj^ J£ t q ^S J) i ■ UwJ jl j^aJ l^iUiuSI ^jo ^uljjll a^Aj tAjtajlia jjc. ??ijUj uU^I ig nT*i 'a ito oil djU^jjI^iJl. 



3-Wi.B Sjill cjU^a (Burte Force Attacks) 

%£& i jja jj£JJ t-UaII jL l_sj*j tjlj^ul luu^ Jt I3j ./-Uiail jj£j a! tj^aJ J^l ^Jj^pJI (3-° ^ l**" 1 ^ * 4x.jo-> o J£ (jj.'Hn 1$j aLaJI lA-*^ 
(JjjJa diSj -i^b -ii <Ul (j^ ^J^ Jc- .f-LjiaJI j^A jj£i (jl (j^aJ ^gjil djVLoi».VI (_>o -^j ^ a -1.1c- dlljA (jll L_S^)*J jl (j^aJ <iaj t^jj^p. 

a=>.jj (jl ijSai f-tiialli t^Liiall jL>jV. 
3.<^>uail IkiJ! (Human Error) 

jjq uiMI (Jl»_a jpc Ijlj t jjq ujj (jj-iJ <L-ujl j±l\ (jr^-% iTi j jjq .'iV'ul Jl o t , * . uu ^jjjSJI -Ij^jj lI^j' Ijj ■ JjS ujjjI t 3* > >i JaUjJ 4 j . ajj jil < ■ iLuaYI ^^.1 

4jn?'inioll (JjLjijII <La^jj 4-iio (J^j-oj 1^3 jjjjL-JI a^A Jt. 

4.^ctu^VI ^lu^JI (Social Engineering) 

(j^aJ (Jjll .(jljji (jlaiU Ajj-uUj-uil djl W'lT oil j (JLaJI .a o Hi ll (JiLa A u .->-% i^jjl jil^aajl 1 ^ JJ > n (jj-^ (j' (j^-°d j' ^ ^^ 4 -^ J*i *1 (jj£j (jl (j^aJ <ULaJI a-}A 
TUjLiaJl (J-ft*Jj-uJ jl (j^aJ a^lg-ail .Cilia. I-}A jl ajj^>*iaJlj L_aj*j V Cajl t^i.1 (J^ - ** mi I TtjjLiall ,. hr.l La t qH^a Ijj , djUa jix-a si h»r.V l^a^ijj jl 

l^jjlaj Jll CllUajlx^jl (J^. TU nl j (JjL-Jl Jjilu dial. 

Jl CJUajjIji cryptography? 

^j 4, nnL . i l diL^ajjIji. Aj^Ij < 5 Ul *iA j .aj qV no AiUuj JJ 'a j q u i o i l jjc. jl <^jjaljil oJL-JI jjfljajj (J o t"i i i U a j qV no l l CliLw j jl jijl : 

l.tjSlfS (Hashing) 

(jil^JI (Hashing) ajj^c <*j5 J) cjULuII j 4JL1JI Jj>*j <jUc ^ ajLc ^j (numeric hash value). ajjLJ La] jjj*j JLjJI <!bj 

<JUjj11 ^Auya ^>jjj-a]l <Jlj]l <1U. J Lai t'^lL^aVl IgiajS J) J_a«J (jL <1Ljj1] 7T.n...iU ilj oL>jVI AjjUi SJIjll Cojl£ liji .^jjj^i jf oUjVI 

oL>jVI <jjLi.i (jiLpI CjVIj jjSI i.iUll ^j t( _jiLgJI (jx U«Lu jLu jL. 

LaAj Jjq uUll (J^L^JI 4}\l jLa ^"iMIJ (j ljMilui l (jljl_i«-a i^jJlSHA, MD. 

2. jiaUlaJl jji£UI (Symmetric Algorithms) 

L^jtjJaj ^J| dlLajix^ll <La^jJ j o^jaCo]! L^i3 aJJ Caa^ail (_^jiij ^i t J U ^j aUJI (=^_>^l ^ o ■ aj ialj aij .»! ^"nnlj CllLa_al*-aJI jl ^JLjjjil Jjq ui"n aJJ 

j Sjiiill lila LS Jc jjla <jji »UJI JjUI (j^> Ajk; (_L^^». jl =ajll Ija ljjju jL\ q^ £> jl j J..-I-. jl i^llilj .>l*J =ij]l ,jjaj .1 iVimb ls Xj^^\ 

3-Jiilljkil)<«jk»il J <iUjli ^SplJ-). 
jjiLiall jji^all jjJa j^i (j^j: Blowfish, Digital Encryption Standard (DES), Tiny Encryption Algorithm(TEA), Triple 

DES, and International Data Encryption Algorithm (IDEA^. 
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.Ql 



n-k'.i modulo 
I|"™1 




Hcctlver 



PtaintflHt 



for all £o«d m«n 
to cofnr Co Ch* At3 
iS-1 thnrlf tounliy. 




Decryption 
fUlntaxt 
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jhl noil ^)jq uUil 4_uiJ)jl^i. 'a^)j. .nil ^c_JajJ :3 lA^u 

3. jfiUU jjjUI j44*iall (Asymmetric Algorithms) 

i_si]l aUll ^Uiall tdli t.i'.L.-il (j^iUJI ^UialL VI djLajk^ll tdlj Jl J_»^.j]| j 'ijiill lili (j£»j V (jSlj »U1I *3j]\j CjUjU-oII jji£ A; 

4~J^j]I^»j|) JjqVnMI A.\\ or. <UaLji Jc aj— ). 
J HI i'i o jjaul JJ^Ml'llI (j^a ^-^' CJ^J' 

Pretty Good Privacy(PGP), Reivest, Shamir & Aselman (RSA) 

Jij (Ji.jj La^jtj tiloUi^il i^-L LiulA (JL^xiVL j»jiJ tiiJU (J-j^j (JLIaJI I^a ikLu JallUi jaiJI j ^JjlTioll jjq ujjjl (jjj (j^)*!! A^jjjj 

dlli J <ii^^i aJLjj aJ dJjju j AjL>I jLj^. i J ljV. Jjja i^'ioIKo Jo jjj V jji^JI tdij jjSlj (jjjjIL AiiU iouj (aL«JI 4jil) <ijLk 

fijll cilli JUjL. VI aJUjII liffi Jl ^Lal^VI Ja.1 ^jlo'i.nj V j ^j*. -ijj 4JUj]I .iSJj ( jji^j) AjLa^j c^aa ciiL (Jjajjl jVI j . JL^JI 

jV Jiliiail J\k ui'lll <5jjJ=u ,^-a^u La li^j aUJI t^laJlA =jij ^jjjj jA (_J_>aJI aljll jLui.1 Jc lilava lJSjI J3 IJA <A\\ ~\ . .-i jLS jU .(Cj^JI 
li^i (tlljji Aa-i Aij«J V ji.1 »Sj) l*L Lj-aUJI lJ^JI Jjll ijlVil Jjiiull <^-ajjj (jJl.^ill lillj pla _a! Lai (_JJ-JI pSjll = JjJI J-Uiall 

(^^^l (»3jll ^jL-UJ V aUJI ^-IjaAJI jV JaUia J-liJI Jji^aJL ^jj*jLa. 
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Decryption 
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J! jjIjJ cryptography? 

jiaSll .i Authentication: yijj <> <d iiiUiy 4JJj p^uil! kijn iiiliij 4jlae. 
Ajju, .u Privacy/confidentiality: jj.na.ill ^VnnuB IjcU tHuijil ijL J 4JLu j*i V ob ^Lwa. 
iiiULyll ^»5Lui .^ Integrity: lA^Hs aX*J\ ^a LfSij <> JU 4jI (J Jj*j ^ jittuij ilUujil ^L f&ut*U 6*^- 

jUUVI »jc -J Non-repudiation: Ijb. ilUajII sJ4 JuiJ J«>»ll o'l Cil^t 3_*iT. 

JjijJI ^ i&aall .8 Access Control: s^«la&! yjj Jjijll yJI »fl Jja»a jjill J^uaj £x»J CiU&ljJ iCiUludlj t^Jjtll ^» 

j j fl nil lb j»j^J cr^'" 

>u pki? 

i (JjJ I l^jl (_pa^iiJ j (jJaJUil lfr*Ja*j ,*-a 4»,,a"l-v,a ji^aUC dljAj j_J) ( _li- ! aVl l^JuJaj ,_jl LgJ^loj j IflSflJ fT UaJ S^jiiia-o 4-ajjla-a jl aSj tjS (jl _jAj) 
CiVLaJ^V) 4-oljJ ^ji tilmij J^J <_ a_^u tUJli 1 j.uljg,-v,a (jjjjaUll (JjjjjVI C-laJ j jj_<aljaJI o^A <j-o JaSa Sj&lj 4-G-i3 4i^)«-a 4JL^l ,j Lai fp t (j^a 

CIi^Ij L5 Ic t_aj*jJ! Ljaic- <j*LluVI IJA (^s-k^j Sjikiil t*la j AJlaJl JIa£V (jJ^J^Ul {jAi'O"'^ ifcjj*^' 1 *-^ (j^^ A^vj^vn-^l ajaJl ^1 J^j-o^U ^jMa?l)j 

Ig.jlo p^UaVI (j^-«J V lA Jj4t1i") aJJ 4-ajjl*- L5' CJ' 1, "U*^ (_>uL-uVI ^Sjjl J ' (_>-aLiJl ^"uftiU'l t alaul T - UflUttjl I Ija^^IjJSjJI O^A A^ii [ * V -fc ' 1* ' ^t A 
L_J eJ^auLa _aAj al5jVI s^A jljj-al ^gi A^^-AaJwail j AMh^uaW tJlllng.ll A2kl jl (j^HnoVl^H ^t-aU^JI (J^^P 3 0° (_>"L-uVI a^J jli*^j aJJ (C Aj 

Certificate Authority *U1I ^Uioib t-ij*y U ja j (^ ( jii&j^-> l n Jl ^Sjll Ija ^ , »Sj ^ j (p) ^aj ^1^1 ^aj Aial^ JU ^j£j < : " ua j 

a^lcV *j^Ul f^^l _?^J (_>"LajVI (*3^>l (p) j& ?ejUll (jj^J (_>-= (ffi (_>*> S J J J ^ a *^'.) '■<>*'.' LxaS lj| i"n-yi t (^j-aLiJl ^ UflKjlj (— a^)*j Uo jA (i_>- :a ) j 

^UJI ^-LU^I (Public Key) : 

JLaSV tS\j u^iliJI ^IjiaJI jA (jSJ j (_£jJ aSjll |jJI ^ti^J UpV dljl ^Ijji- 5j»jl**ll "illj jj-»J sSls i^i Xjjadnlj V J JJ^ i n'lll AjUr. 

^S^^l "aj* Olilttll ?ua ^gjljlljj (_^L-uVI j^^ ^^ u^^ 1 ^^ Agjl i aa II 4jUfll ■ 

u^UUl r^LtJI (Private Key) : 

I^A j t JjS .'Till (Jj3 ^tjllnll l^jtjJaj (-11 ajq.'^ll CllLajiat-ftll ojltlj jjjUjVI ^J^' (Jl J^j-^ajll aUJI r-Ua-ail J aS oil J^VI t fl.^ill jA 

S jq.'.m Ajiyuu* ^\ l^13 ^o 1^ Tsl > rn ^jS^J <JJj^)!jS]| *bjA 4jUiaJ jjj^Jj ^jjo ^luioll qa a^JC ^jc ^j /~i -\ ui i_J£ _)j*J (_£-^ll _jA ^"uiail 

L-J ^-SJ*J L-0 jlAj l^J^il (J-aliJI ^-laiallj -ialio^VI i j ljlr. I JAj L^lilj aUJI <-ft3j tJjUiil ^^ic 4all <Lj^ 

Private Key 



Jl 3 ajill <9j«-»J VJ »JJ V (jjll J AiLvJI Jl, aSSI (jjJ AAljiJI oi^j 4)^-. oil CiLsjImH 0*Ij2j Clljiill tSla Ja,l A jWi.aJ V ASJjiall oi^J j 



(j^Lill ^Ui<JI j sUJl ^Uiall 
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2 _ 1) AijJ^all 4-luijaJl) 



LJjjk Ailj '< . ul£]| 



<U.li4 



CllLa.la.il ^g^a^LaJ iLal£ iLa. jijJ V dlLajla-oJI j\ ' . '„' ■ "1 j~* M (j-«l 4jLaaJ Lula. S_«A^1uia]I <JXaVl (JjJa II (ji Tt-iJaljll ^j-Q 

AiJijJI aj^j^JI Atj^a.. *L£jj aj tsUil .^LxJ! -v^...*u j*. jj <iiLajkJl (Trusted Computing Group), jllj 
AiJijJl Aj^jaJ ^j^l, cuJ Ujj^j (Trusted Computing) AijjjJl i.~\A\ jL«^ ;LkJjj (Trusted Platform 

Module). 

.* Ji ° " J 6, fj' ***' ' "'' (jlS«ajl I^A J ' . UJuwjaJ (j-al **J "" ' ' g "J '"*"' aJ Jiil (J_jlaJl J^'j ' * ' ^aj /-A 4Jjj^oJl 4jjj^aJ! 

Jj s._jaJ]l J) dljl Jiilj CjLoJx^ill qm\ (J o^_j^_ja]I Clllj lajil ;t_L^a_jJ (JjVI «■ Jt?-i' <_s^" U^3?" C?^ ^JM^J- 4 ^ Ajjj)_jaJI 

ajlA\ ~j^°" aj ,<3jpja]I <AuijaJ! (trustworthy), 11a ^ jliil «-_>?^' J .4ijjjJ! ajj^j^JI ic.j^ a (jc- oi±j a!j (j-j 

4JjJ_ja]I 4_lui_a^JI Lj-lic .laJXJ Jill ■ aji l^jil j 4JjJ_ja]I 4_L^aioJl jLut-a dllj_j^a ?l J i a j"' ail (JILoJl . 

4 i aiail ,<3jp_ja]I 4 i aJ all jLi*-« ,4j3jj^oJI ,<3jj_ja]I 4jjj_jaJI. 

s.^-^ti (Platform): ^ ■ ^ £JI i_i_^l=Jl£ CiUUJI ^UJU^j Jiaa. Jc. ji3 JjJ&ll jl$a. J£ (PC) i_j^UJj 

Jj-a-all (Laptop) Jj^a^JI oj^'j (Mobile) Ujj&j. 



^AIjjjaSI ^xuijaii p jaiil Jl tliji Jiit LJbiiaJl ^A U 

Ajjiil! jlj^JlS i-jA^ljaJI (j^V <JUJ| JjkJl (Firewalls) J^-ajlU -<^"" <Jaij (Access Control Systems) 
ol^jjji]! A\aii£a £-»!jjj (Anti virus Programs) cjlSljja.V1 L-iL&al 4^1 j (Intrusion Detection Systems) 
jjL&11 5-Jajij (Cryptography Systems) j l$_ia Ajjja^JI oUjlx^l J t-aJjaJI <>V iui£ 5U j2jj ai Ujjtj 

l^J!>Li. (jx a-iaj (Jill tliLoAaJI. 

' " Ua J 4 '';» a Cjl£ljjiuil (Jjlia » ' ■ a)_a^a dljjij'yi JJC p j jM 4_?JjJP^ ^ a ,.'" ' "* (j' (J^JP^ ,(J^ (J^ '"'''.' ^^ j""..'' -^j"'"j 

4^a^aUl ^j3* (»J^ <]LaJ! aJA ^j , 1 g J3 liljiijli a] ^^j]! (?dl 4 J J • ajSI ,4 u.il u.i) /i J > >il j^]l S?.lj3 aAaJluiall xjiaiuiiV 

aS^LjH aUaJ jjl _3 j>a£u 4 1£ ui all ,4'^i-s . ^i\ ^jjS j'i ui a\\ -I laJluiLl aSaJllj j_ai^a_a]Li a£aj3l aliaj a) ''•'"' i ai J (4-3ja i all iillLo) 

4j1U3I 4jlaVl CjLi^aj]! •ijr'-J^ iLa^ tjlal iLa. qJ J^L-ajB: 

1. a^LaJlj JjT nl'll aliaj 4jLa^. (SeTVer) — fJA — 4 3JJ. i all jl^C.1 iaii.j (Jji^ijSLl aaajjll aliaj ■ -Uj ajj aJ ■ ■ Ua 

' " Ua , 1 i ajl ^jjS j"i mi a\\ (Jj3 Q^i aA^lj (j^Jj Qj^ JP '*' fl Ji*^' Q..'" ia>Jjy»««j| (Jj3 (j^i JaS2 (JjiJJ 4AaJa all Cjl3ljji.VI 

4jLljaa "j aliaj]l (J^it 4jUjJaJ ~^"'^j» ai ^jjSj'iMiflll ^j;" ^'..i/»ll ^y, ^jlj jJaLa ail Ji£} q\ 4jaLuI lijUajV' '"'\;; 

^^t^jjj (J*Smi; aliaj]! (jj (Jji.^1] a^JJ^3 jjt lillAl 3 
2- (j^J OJ*^) Lff^ - ^)^ -J^ U '*''.' U^^)^^ lA uuj jl L^jujjj aJ (j-oj 4j^x>iLa. ^9 aa^ , ^>\i uk t^J jj tjj ^ ^| jj lAaJ 

4-a^iJl ^j \^i I . 

3- 4ji.alaJ) ( j;a,'"UI ^-Ijia j| ^x\\ 4^J£ j ( _Jjjj^]'V' •^JJj' jl aJ^V) <j_aj-a_all Cjlija^i )<_ijjj til j"i ui « (J£ * j iaJ L "J 

j^C^ui JJC. (Jajiijj ^j .la^a luix o^C. ^j-a dlljLu]! jJJ Qjj^ajW ail 4a /''"j (JJJ^I (j^aUa-ui'V 4j. 

4. j (.j- -"^ ^*) o^y u' o^s ^j"'"'"^-? (j^aUaJl (J j > .-1 j\\ cjja-a Identity theft) ^ jl i_iL ail (j-ajill ^ 

a-' - *; ja il 2-1 jJl£ CjliljiL^I 2-°'j^ aJ^i^jj jr^V'j J^-^V ^ j^ (Malicious programs) .'^ : , J ^ij 

J laJljaiVi 4 1^ ■ a j Aju^ilj. 
5- ^ "';;-' Jl £t-«!^)j]! (jl^oLi (Jl jLa 4ili mIi ail (j-ajii! (j ojiula (JjSj'imkiHj 4^-alaJI (Jj > ,-ijll Cjlijx^i iaaa ajLo lij 

ijijjil cjsj ^ LjJI J_a^aj]l (Run time) aLkiil sj£li (> LpSj^j (RAM). 
4^11 jja.j a^& (J (j^Sj JjVl cj!>lii]l oLi^ajll ,J 4Kmi«1I jli ,4ijLJl oL^ajil t_jUui! ^.."^j^ (trustworthy) ^J 

4\3jJ_a^i IgT « (jA-aljJll jJiil L_a! jiaVI (jl /-3 — (_paj3 -i^?-a — (_pajiil CjLaAi ^j3-° j' .* ^"' '"" U^2 ,4jj_ajjUaJI '^r' 

(trusted) a^UJI ji a^^^,,,^ ^jl| lj^luUJI jL ajaj J «-JaluLiV .^aluiJla ,<ilii (jx jatla jjt 4ji ^ (server) 

(jjij^i 4jr.,Vu.n (ciJI (trUSted) (^Li 4_«.laJ! -ijj-o Vj ,4jlaVl 4ja.UII Qjt (trUSt) j A^a^ljjn (eiil a^UaJLi lilal 

(jl ^^Ic. j^U i-jjia (J£ (JjcaJ 4 L i "j Jj g-UaJ lilli] .4jjLajLtJI 4jLaAi. l^J a^ii Jill ( (jj£ jiulail ' . '„'"'^J^) ' . ',.' ml ja Jl ; 

(jjjjj^i Ajb Ljj<^i (Jj^aljjli Jiil i-JljiabU ■'';'; (trUSted) tjjla (jj^J (jl '.'7- J (JJJJ- ^-Jji= (J^ (jji tSllJ JJ ■ «■ at Lua) 

^JIa-o J ^JJ^' ^^JLJ' Jaia.j 4aJL»^a Jt (CPU) CjULuII ^lja.jj Jla.jj CjI_jJ3 (jialj Jj AiLjaVLi JV'u.i«j (J-ala. 

Aijij^il 4j^jaJl jaj oL^j^I Jj i— icj Jill t_jUuiVl (_k=«j si* .5 j 4 a3j cjLi^ajil jjU>ii lillij (Trusted 

Computing) JjL-ojaJ j TC. 



La£j Ujlajj ' ° j i all (eill (CI jaJjaII L_ijla]l jA Jjjpj^ll L_ijia]lj , jj3jla (JJJ 4 Jjla J 4JJ!>lc. s-Lij^ j^uiLuil */«■" a£11 
jALo J}9j U- 4 *^ ^^ ^ (3^ j' u"'" ' <_S"^ ~1 lajll j Jjjj^all j j . ..1 -> ll -\ iVifl j a i aSJ , ' ■ 'j i "1 a II >y£- ,-fl . 4_la /<Jjhi« jA 

4_la *jj!la. 

a£3I fj^L* j£jjj .AiJijJI aj^j-JI <j (trust) -<~"" ^ SjjSII ^ (control) (jia^llj t.nJjaJl <>L (validate) 

j^i ^jS «"n (jl ■ ■ la-j - v^"i..^ll 4 u.nUj . t*I]j j^il 
• lilli (jx (jjajjllj 4j^jjLs. (j lii] La JfLj .<->'ti 
• l^jjLjj j»jSj (tfJJl *L'"'J.'^ 4£jjujj| /<-9l_j^ ^J^ (j-° (jjaajll. 

• i_ilk]| ^jc. jxl AjjjjLa. (ju i_sj^i\ LJljiabU ■"*';'; (jl ^gAc oj-lajl. 

j^i 4 j£ aJ 4Jjjja]I <iui_jaJI jli 4_a.liJl jj j«] 4 im'ilLi: 

• j»iiJ ,J j>ij Loj -<->*»<i (server) <illi <j* (jSa^ilj a^^ll^j ^cill. 

• ^jjS j'l ni «ll ' . ',.'"'^J^ 4ji«l j^i ^ja->'ti (Clients) (j-aliJI c_J_jll ,»-3j^ Jl ajliJI jjt] (Jj-aj]l 4jl^«b - v^*..^ jc] jl 

4-G.liJl .Jj JaJ. 

• (j-ali-ii! (Jj3 j^i tiljutiflU Qjj^ajfi L_ija-a al la-baAj ^lauliV I " ua J JJjSj U^'* 1 . 1 (s^* 4 ^ tilj"uti«ll 4j_jA qm (jaaHl 

^CjiS JJC. <J£jijj. 

?4£jjj^il 4_u-uj^Jl 4£j4Xi jjA La 

SJjjjaII ajj^j^JI <c.ja^_o su.Mji 4_«jjaj aj Ai^jj^]! ajj^j^JI aj^ia jL Lj£i jij ^jf" L«S (Trusted Computing 

Group) j j, ajajjj TCG, «i*j oLij1*a]I ajjij ^ cASjA Sjc. 4 L,„ij^ 2003 >l& ^ji '*'*■*« ii-.j^ ^ ^jAj 

^j (.1 ^1 ^a cASj^l (AMD), jj£L cAija (Hewlett-Packard), ^ ^ ^1 (IBM), jAijjjjS Jul (Intel 
Corporation), Cia^^jjlLa (Microsoft), jAijjjjS ^j^ (Sony Corporation) j^i^^jjIlo <>* j (Sun 

Microsystems). 

jjaALui^II j^i Jj^xjl LjJ ?t j 1 al ■ " ua j Lj uLlmU j*j 'jii^ ' " '» ■ ajj j2 4Jjp_ja]I Ajjj^jaJI 4c J"f " (j' J! 'J^V^ "^-^ 

I) (J£ l'.'i1I (j ^la^sIj jA La£ j„' '.'"'"" j) 



wave 



TCG Membership 

• 69 Total Members as of June 8, 2004 

- 7 Promoter, SO Contributor, 12 Adopter 
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ASojaAjl 4_L*-o c=>Jl <C. aA^AJ ^UJLiAjl g /\La&Lubai) g /jj * '1 * »1 \a]I -ill JS >'i)\l 
<3_gJ_gAll Ajjj^aJI Ar-.j*-*. « ClbaJfl (TCG) jUxaJ ^ « i n"l Ajjjjj^ll <^J^)ii AJLiJaJ JjjjJa jjC AJj^jaII Ajjji^aJl - j^ 3 " 

Aiji^i 4,^i«1l - Trusted Platform Module (TPM) - k±AJi\ a^J1\ JA (Main board) (2) Ji^ll .4>^\«\\ 

Aijiij^ll 2 , ~\ all jLxa AiLiJ Sjij£ Tt-JajJ (TPM) A^aial] 4_uijy&l <a.jlll Jj. 




J4UUUU±h 




TPM 




Mainboard 



AiJijJI SLualall jU*a AiLij :(2) JS^I (TPM) S,^„H A^lJVI <*.J\ 



A U,„l j^i AJjp^jaII <Au:_jiJI j»cii jJill L-Uj "I jail Ait TtjJajj (3) (JSjuJl TPM, qa f-2_)^ <J^ '''''.' "^J^ -^*-^ (jl Ja^^Ljj 

2007 ^J^J ^jJ^ bjjjla. (jjjlo ^jjlajjl^j .33 -3.3x]l (jl ^jja, J^V jalt. 




<3jjja]I <iojj^J! *cSi j^l ' -UjuiljaJI JJc. :(3) <J^ Mill 

AijJjJI Aj-aiall jl»-« ( TPM) Aj-aial! Jx^J (platform) 4ijjj^> (trUSted) qa Aj-aiall (J CjLojIxaII 4jU*.j W-aL^] 

j (s- 4 ^ »-*) 4^-° 4 i raxall (jl-133 aj _jl Jli Ajxa^a CjL«_jLla]I QjJsoj .^a-a^j Jjljjii.1 (_jl physical theft), (JJfui /Jcj 

JjA^_a IJi ula. Aijjj ills. ^ Jllall (laptop) SI Jy\i\y a£.Ju TPM ,j]j ojii^La <jj£j Ajj Ajj ji_all CjLojIxa]! jli 

l^jjl (Jjj-a_j]l (Jjxa all ■ ■ ' i "1 a II /Jc ,Jj!iuil (_J^]I ^j "■■•■ mil » j Ll5 i uJ 

SJjPjaII Ajjjj^JI jL«-a Clljj^a J) Jjjjadj L_S_jjj (JlLall I JA Qa j-jlSlI «■ j=JI ,j (TPM) Lg-Jc JUJXJ ^jjll L_ajUaj]lj 
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2~2) AljlyaW AiuijaJ) 



jj_iL=». jujj * i . ul S II 



<ii]i -jjj* (trustworthy), 11a ^ - ^liiil «. j^Jl - «. j=Jl 11a ^i .Aijiij^ll Sj^j^JI <tj^« (jc. sijj lia^a t ■ ^j j 

4Jjj_ja]I 4_iu^aJl 1 j jlc. .Iojxj .Jill ' fljl iajJl j 4Jjj_ja]I ■* i alall jL«-a dllj_j^a /*" ..' ' '" j"' r 5 ^ (Ji«jl- 

4 i alttJl ,<3jPja]I 4 i aj all jLut-0 ,4j3jj_ja]I ,4Jjj_ja]I <iu:_jaJI. 

4^-aiJI (platform): ■ -~ ^ l-jj^UJIS CiIjUJI 4^1*^ j ii^ ^ jii ^jj&ll jl$a. J£ (PC) l-jj^UJIj 

Jj^a-Jl (Laptop) Jja^JI oj^'j (Mobile) Ujjc-j. 

Aijjj^it k^alA jbu CiUjLa ^a U ( TPM) 

4j]Ij]I 4 j i ii n ^)]l Cllljj's «]l ^^ic. 4i_jjj^]l 4 i -»' all jL)»-a jJTj"'^-' ,(4) (J*S "ill ^3 ?r i>il j jA La£: 

4jj\j1! SjSlill (memory persistent) 

AijA SjSlill (versatile memory) 

jjLSsS ^JU^ (cryptographic processor) 

4jj\j1I SjSlill (memory persistent) J& lsJ^j l^Ljia-a <ll jl J Jj^i .v^..,^ l £ 4 j Vj .Las s*ljS SjSli ^a 

• jjjjb-ajll ^tiia (Endorsement Key): ^A^j ale <_$! jj J ^Ui* jc SjUc jAj (RSA 
public/private keys) •;»■ ~"'i cJj <_$! - 4Vn.n«ll Sl^il! Jj <> » p IAj! ^ ,iiub 2048 -r-; W" J* 

jj Jaaa iaiaj (j-alaJI ^tiLall .4_iiaj jl J-lxJ jl ^ULall li$J (jLojtf lillJ -l*Jj _ TPM Jl Jill jl j£ajYj 
j ;° ■'■'"' [j (jj 1 1 -»*» r-tlia j lajj ■■'_; .(_gj±*.\ L_al jJal .Jl (Jj^JJ Jl (Jiij (jl j^-°J autll ^uLall LaJJJ ^il jl-^-« 

illljLull xlj3jJj. 

• cLwJ=^' J^ r^» (Storage root key): jj-al^j aW <c1 j^l jl ^^.Ijia o 2 - ^jW^ r^JI I ja t*U^ (RSA 
public/private keys) SI s.\j£ CjSj s^l^jj & ^UiJl 11a jSij TPM. ^j^i «jjIL« jji^S <J - ^"..^ 

L-lL all (j^aji]l£ 4j_jJU1]I jjjj^jjl UM , ,. j ^j oJ^j^^ajl - iaHubaJl CjIjUj US ■'"' ^j a-la-i aJ Iajj-Ij ^jllj. 

4jjJI Sj£lJJl (versatile memory) ,Jj U ^jlc ^ji^jj -^' ■■■-'! 4l-i.nljj IfSLjS^a Jj^«j o^j: 
• i.~\A\ obl^t] Ci^-N.nfl (Platform Configuration Registers) - tj.^-ui j _ PCR - * ja. J£ 

Aj^j S^,^ : J Ajtjajj lilLaj Aj^alal] ^j^a-ajJ j ^^La (Hash Value) j. jail li^J <JjVl Cjbl^cVI (>a iitj 
lilLiA (jl Laic .Ijjjilia 4jai aaJJ jl AixaaJS ^xj Aklj 4ja3^)]I 4 aj ajll ^jli rt_alj^jj jA «-_^?JI jl (jj'Sflll (jl£ lil JXLa 

» lSj o^a <J£ ^j -^J '' AjJLa. ;j (JjPj-o j/'itj jj^oIjjj <J£ (jl (JjiJ 4 w^ji (Startup) 4 i alall jl -I lajll L^j3 

oIa JJ«J (j^J *^J i*^ '^ ^j? "J.'^J 4-P^! s-l j^.^1 jl Cliljj'Soll <J£] 4A«aj]l CjLxj3jj]I L-il i ii-s 'i^lcj ail 



j| (jj]^ji_a JJC. ^j ai a ml 4 lajoiljj ,_c.^u JJC. <JJ^«J <_jl (j^i al lajll Cjlj_j^a iaa^J 4-L^aLajl o^A • _y A^J£ 





_JI <=^j£ aUj£a :(3) <_&ml1 TPM 
(j^jill ajja «ijLL« (Attestation Identity Keys) - tj ■ -*^t J AlKs - IajuIjj =% «jjIL> sj& jc. ojLc. 

j— ajjij j»-ljLa (J£ .Aj^a oj£li ,j 4jjji_a Lg-jV L^j^a 1 i iajl (j^aJ La£ a laHimxll 4 LuailjJ AIK ojljc LuiLkJ jAj 
*^*'" (jt RSA .<_£jiJ L_al jJaV L^lLmjj aJJ ^jjll OljLull AJ^JJ ^ji Ttijliall oifc - '- 1 -''''' . Ojb 2048 ,'T - ^; 

(jj^^ajll ^Uia .1 iaU (jL«j (Key Endorsement) <j1 <_$! .isja ^Uia ja j^v^mi ^Uia j£l (jijill (jaijl 

4jjj ajj *■»■* , _k- jiai- iJJAJ 1-iA 5 a 1^"' hi all 4j 5A --^J- 



• oij^l r^^-° (storage keys): oULu ^jj j jji^j ^a - v^*..*^ . ^",,,^1 u^Ijj (Jill «iSLLall J^iaJ 

i—jli all (j^ajill£ 4j_aJu]l jjjj^lll JajLuij (Jc 4 ''j j-* all a laJLaixJl 

jjiiaS ^JU^ 1*1 (cryptographic processor) J cjUI** Xcj^ -kmjia) jjt,,-. ^1** jc SjLe j$i TPM 

Ajltill Cliljj's nW ^c (C joa J j CjULuII xj3jjj j;° ■"■'"' ,j a-l^iuu ( JJjA La-fa 133 Jlj^ LiHa Siija._$*ll: 

(Jljilc aSj i^a (Random number generator): <J ~> >-^-;,..y - . ? ^i ji£ ~^ . ^ - -ij aJjj] .v^,,,, 

( _ r «3jll *_s3jpll jl j_;° mdll Jj^ia. 

• <_5* (jjl J rtiia Jj^ (RSA key generator): jLaj (-211 j oal^j alt <el .^1 . ji ^^1^ jjIjj! a^iau 

jjS J AIK J storage keys. 
• 1-sLmll s ^ , aj j^a (SHA-1 hash generator): 4j«jajj]i .<k..ia ciiIjLij ^ aaaSj <«jajj jjIjj! - >a3 ■ ■■; 

<*aj^]l CjULuJI ' °;j""^ aJL^luiJ aa-ail AjjIj a «fi (-A 4a«3j1I. 

^jjIIj jji.ffifl tsijj jjijuli cilj^a (encryption-decryption-signature engine): cjUUj j^.inl .^"....j 



i'Aijj^All A^xuijaJt l^ak- Aajxj gyoll (JLiUajll ^ U 



SJjjjJI Ajjjj^JI ^Cj^g CjJlJL^ (TCG) ■* i alall jLucaj aC-A« Aj-ala jl aUaJ (CI (-S IAj3jj Qm JuV t_JjUaj *_j_jl 

AiJijJI (TPM) tijj^a (jjli (-S1 (trusted), ^a LJ2Lajll oIa: 
1. o^^ 1 r'j^yij tM-iVI (secure input/output) 



2. ajSlill y-^ (memory curtaining) 

3. »j& J jjaJI (sealed storage) 

4. j«j (jc o 1 * j^ 1 (remote attestation) 

j>VI jtIj^-VIj J^VI ^^'^ (secure input/output) SjLLa (jj£ L$a.l ja.1 j l$llaJ *jj j£\ cAjLJI jla 

I JAj (ULa. rl j^-VI j' J^VI ^-^ lS^ lS^' fl-^j^) \:°" ; ^ •ijS (T^ji 3-Liuitjj VI (Uj;^'i t*la) L$jjIj2 jS^iVj 

4j]Li]l Ol jj^all j2jjI 
• (jjP^ " (j-° jl r ^"'■""■l (j^i !>l*3 dijl 4-> j-^ *ll jl <lk.lajl CjLjLull dljl£ I jl Laj3 .ll^aj ,* J ' "J fT- ^^ J^ 

£l>Vlj J^V 1 -^jl- 
• Ig-O ja.) j Lfrlla M *Lul j ijjjjqixll j 4jualaJ CjULuil 4jLta. (_g\ * ^-s'u.i^'l ^ ;■ ajj al] Ji jail 4_;La^ jj3 ^j. 

sjSlill L-ta^ <iik>j -i^*....i t . (memory curtaining) VI l&\ ja ^ Vj Sji^La *Lki]l oj£li .J Ajji-«ll cAjLJI (jj£ 

4£^)jji]l ^^It .lajaj oj£li]l (j ClllilAJajJl CjULjj AA n-\ ,j 4 a v^'...^! 4ijjiajl .(JjULull s^J i—JaL axil £t_aLj^)JI 4 jamljj 

1 <atlL<axII TPM Jj La j-fa oj£li]l ■ ■ la a Si;U.j jli JLa. <c\ .Jc. .AjjLut^i <iijia Lllla. A?.jjV t^Jn-aJ: 

• ^il j^aLjjjj 4juala OljLii Jj-1»J jl oe-l j3 * j '"" , ' "jV I (_J r ii_kjjlll\ aUaJ /Ji^) fT- ^^ J^ - 
• al iaull oj£li (j Lfc-ij^j (jja. £t_al^)JI jl dlULjJajll CjLiLiJ JJ Jj > ,-ijll (jjljiiVI £t-al^)J (j^-aJ V. 

ajja all jjaJI ,J Lai (sealed storage) <^jii_a i_il^a3l oajill ,«i 4jjja-all CjIjUJI oj^ (sealed) »jjim ^i 

4jlUll CjLuL>jVI j2jJ IJAj L$J J-JaAj^axIl ^aljjjl 4J-nnljj V) Sjii Vjl 

• (-jliljj qa\ (J'smi; 4j^ui]I - 'w" ,m»ll OLLu Jaia. cs^ ' ■ ' J ' "^ a aLiaJ oj-13 a-lt 4 IS ■'■' a Ja.. 

• Jl (J SaiaJ LjjV L-ll^aJI (j-^J^ 1 yr* Jjini'll £JjLia J^iaJ _fcb V TPM. 

• (j VJ Lp^iijj iilij V ' - Ua J liljiijial] LjJLuijJ j CjULiJI JJS uS a^jLSxli 4jjLajLtJI dll a^aJI (_J^j jx] lAi. Alia 

,_l! 4JjA-aj Cjlijx^i jl CjLjLjjJI xjjjj lilj'utiau jj£^jV 4jl (sJ*J I^Aj ^ ^a a jy^ilj^j 4 JajoiljJj liljutiall l_ljjgiLa 

4_i£- ] ' ■' j ^f - - 4jlj ] a i / ' ij \a 1 / i ai ^ m l • 



au (j& jU jj3I ,J (remote attestation) &yy* ^Lkj J£ jl jvu, (trusted) Culi Ji J& Jjii jjli jl 

t-J^)Ja]l Lg-jJ lall ^^jll 4-jXaVI iaj^jjal] La3j 4Aal 4 i ajl i aa (jL — dujpjVlS AjjjjjLi. a<<,* ^ j^.1 J iaj — ja.VI ' "J ialj 

AAaajll oLa^l ^ jjj (jjli liA ,ja.Vl (hash values) Jl ^i 4jjja-all PCR (j-ala. ^LUa aM^I j>j (AIK or EK) 

J£ (jLi 4 J ualaJI oJA al laj i "1 ; . Jjliall Jjtll ^-ULajl 4 jajmljj xj3_jj]I ^j aa »; OJJ-^ j»J^) c5^lj ji-VI ' 'jl-U LjjLlujjIj 

Lilal i^JijA (j_J^r (I)- ' ^^? dyj^-^ '"'.'"\; (jl A-lialuiJ t-jjja. 

I JA (jx JjVI «■ jail (J LijLuJ Ulla-jJj (Jill 4jiaVl 1— lll^a^II J^J 4 Li£ 4ijLJI 4jujVl LJjUajJI jL ^jlsll JtjJaljll jj-a 

4 ; j^ L a JjJa. Jj^-uiJ jl <^J^I JSLiia Ja. ^JJ 4J1 > aVLl Jlia]l. 

dlLiAaj Cj^C. 1 i iajl '"' ^jlj l^JvJ^aJ o^C. 4^1 jp dill j La Ljjli LjjLuLajl J^J 4Jjp_ja]I 4jjj_jaJl ju 7tjJa_aJ (jl j-ij 

s^j.^k (jja.Vl oLajkJl (>l oVL>a] privacy) ^^^LaJl ^\j=^ (^LiaJl (jjSajIlj (computer crime 

forensic investigation) LS *\*1\ djaJ (> jjuSJI ajli^ La j*j Ujj&j. 
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^'n fl\ 1 [j^ya£.j ^Jjj££S$\ AjSjjil 



J9/7/1429 jjjUj 4 o^bjll sjjja. ^ _>Sj 



@ ? Lr Jjjj£J) jjSjj AJfr jLaJ &i £j!«j iilL2l (> SjJtuaJ! <JVl uil>uflll Ailiaj Jafr ]±la JA 

Ls ^3jll A-j3jj]I ^jJa. jl (^-oSjJI ^JjJjSiVI ^J^l '<ff^J^' (J^J^' 'ls-'JJ^V (*^J^'" (^ J^' J^J '"' l ^"'rV 1 J&J 
(,-aSjll (jj i i aSll j^J"> (j-o J ^ i aj (cill xj3_jj]l <J 1 1 aib ^jjjjlii (j-aj 4ja jJb-a (_jillj ( _ s Jjj^]'VI A-&Jji\i" LS JjJJ&\')!\ 

<loLa. 4j_j£J t — ^J^HJ ^JlJjj o^l^u <J _j 1 1 raj ' " ua J . 

@ ^jjjU| ,jj2jj a?.jj Ja jVl Jij^l Digital Signature 4JjUIa!i jjc ^jjIAaSI jj^j public key @ 

private key"? 

@ ^jjjj cr'JJ^! &&J 3 -^Jd <J* "Hash Function"? 

@ J lu^ lHJJ^! 2A£ ^-A! <>Certificate J AjS 3JjUU2i jjc ^uliali Aa^Lm ^public key & private 

key ?(j* 

— s.il$ji aj jj< lisll ■* - /'i a " J"->"< V («ill ^-j3JjB jjjjpSJVI ^jill - j^ a ^ t5 ilj J »<!-.',„•< Vj 'Aa.jj ajti Certificate 

^ 'it oil ( _jjjji£]'yi A-jSjhJjl AjJjj^J'VI xjjljjjl ^j-a p_jjjl I^A (J <i l'i'ij Vj L^iiJ_jJj I ^"'^ ■ a (_JA« '"'/'" 4 _; <i l h j 4-g-^ jj^i ojJsL-a 
ll!)Lol*-a]l ^j ^ "I la^Luilj ^jjj^I^I x_i3jj]I ~j^°-' jLaitl (jLuij CjLoj£aJI (Jj3 (j^i ojlt j S • aJ tJ j]l 4_jj_jjla]l ,j-ajj^aj]l ^j 



ClAjLuJl (jji^ila 

jjLa-Sl ^jI^jc : jj^ all 
o >ullo 4_xJj CjLq alu-Ai) /j-al f iuS .J_ya (JHuLa 



Aluj ,_]| f LjUala) AJ4J aj .13 * flLall (jU (jj-aLtJ Yj tLulgJ .& .13 4_jli La t flLa ca^a. .l^)a-aj (jl L-JjAiAa II alxj ,j QjjJg^ajl (jiaJ 

j tcalall L*llil ^-jLgjll c_fl!lljYI jA CjIJj la all aIuj qa t ftLall cflia ,jlj (j^-laj-ui/ill ,j-a JJJ^I L>^J •'4- c -^-JJ- UJ l l£-°^ J ' ** ^J ^ "^ 

tjiaj t JlLoJI i " |I Jpa a (jl ^1 cAj-^ ( ftLall ,_w-il o 4_ilt jAj ^^j! >joijpajl ^ '^ t ' ajj jj j-vMl S-laj j-a La caLa ( »^ a r" - ?**• ' a JfcP 1 l-^A 

4_L-aj-ailLa p la. jliujl x-aljj 4_^jjjI^j tl£"^ ^- t^t^s jLa '-•"J I £„ ^-jLJSJ) (j^»oJ 4£. jli 4a.Luixi AjjA /g-iC- tj^j 'U^3^-^^ *-^J i£^ 

i"\. ^J*^ ls^J fi'^J^^^ Cy 6 ^LaxjjoLajl jj \ajjl dil-laj £ya -1-lC c-1 \joi -Ixj -j^-1 -v mV| ^j^s ar J ^ a clA* ^ * P ^.J^l 

jC \joj l_g_Jaxj j c A-oj3 dil i diLa^Lt-a /g-k- UJ' fl^ '^ J ' *— J l -^^1 t ^**J Cliu jla-a p la. liujl (j^ 4_ia jaa. dil^a. jl dil£ \j!i jl ^j al a ujI ,-il 

/aic S_j_j£i*3l AjLJalL ajj jjjauJl dil-iaj ,_a CjULujI jjjj-oia AjLafrj i . l^iL^aJI (JajjajL djl.ia._all udjj i -i CjIjLuII (JjiaIs ajj aJ AjV 

L_JJ Ljj 4_j£j^oV I p li^]| S jl j j jLi*-a jAiLaa t CliULnJl (jjiAial Xkjjsua jjjlx-a c*llJA j . CjI ^a S -Ixj j 4_ul jj^iC CjULuj S J ja, j-ftll CliljLull 

j^a j^j J puaj solj a 7 I fejlc. 4j\jalU CjULuII q^^ (Peter Gutmann) s^o 35 aJ&\ mIIjjj 



S^a.j ^-3 A£.jli]l A^.Luj-a]l (jjwiia jA Lg-^ljj t4.iAa. -lie uJLoJl jjjiaIs jA l^-ijl (d lljLlJjl (jjiAJaJ p I jjl Aj!)Ij tiilJA 

aJJiIaaII t flLaJ <— fJ*J La (^*i-aJa Lg.j]ljj ((jJJajJl (Swap FJl6)( aC^I - laJlxaJ j J^ii-kiUll ^Uajj (J^la, ( aLa (jc ^jW^ J*J 

(Jia Ail j-«sVI /ffi jjia^kJlj .oljla-o S#.|^)fl (j-^-o-J ^a]Ij 4.J^Lj-<i]I L_iXo ^-11 A^.jou ajj ^5 ujl^s ^lj3 AJjii tAjjJal jUa^l 3_j£li]l 

<_Jajli_cJI L-&La . _i l-a oAxJj ^)i^-0 J-J-*-^ ^ cJl^-cJI ^JjIaJIj Jaij^i.J Jli Ajli <J^.Jl3 aJ I j ^_J;-o U-&Lo 1 " I a laJjJjl aJ. 

J w •" diULull * jAa ^j" aJa jj-« JiSLUl i j ' po ' ■ ia.jJjjjJ <jli ^jj j_klijl oA^.j Jj-a j^^'''l AJC jl t4j >uj CliliLa x^a l j-ab(_ill JiJc. 
lijl LaAu l^^ dy i '° iolIjI ^ al *" jj x-a 4 a Ifl^ajl ^jjHAJall ' " " J* ^ r - /c^- j - W«a'« cJjjjj ^jSj ^jjia^II x-ol u £yt ^j^xjI l^IuAj. 

[1] Best Crypt 

(1) g-olijj '.■,-^".- j»S Best Crypt J BCWipe. 
(3) JJi! Delete with wiping. 

(4) (jJc jSjI tjlja. ^^o cdl j(jh;.ii Option 35) J^JI ^ L«£ t^^^LJI CjIjLtL Jl^ty). 
( jl A ■ ajlj all ' flj - ^j-« 4_L»"ii ,-aj! ut. * ~*\ ■ h all - ° ^^ ^JP U^J ' w ' ' A jW*-* --^^J (j^ '"^ ] .''*' j-* t^ljS aj 



Wipe large! 

g: File "C:\Uew Te>j Document tut" 

'£? i ^* k* wiped and Ihen d elelarf 
Continue (his opetahort ? 
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□ ¥**liVtt»e last pass 
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□IView this He bcfare defeUon 



Afeoui 



l^I oljUi :(35) ^j JiSJ 



,-jVLj ^ ^jj\aj11 o-^j /g-ic- Aa.L1a]I 4_^.LuiaII ^jjj * )-»l* 



(l)js-) 



Cs). 



«-alj \J al 



(2) sjUii u-jVi jjli Jc ja. 
(3) jia.1 .Wipe free spaces with BCWipe 

(4) Clsl jLrkjl ^j'**yj ^j" ftjail 14*-o jl Ua V )^^^- /*-? >° ^ jflaiiji. 
(5) jj (_ylo jijl 3jj1LaJI CjljUiJI JjJaJ .Axj OK. 
(6) J>J^ <J-JJ-° (Ji"l <j^ AjL«JI c-U^V "Sjajj^' CjLcUJI AJc. Jia.V. 

[2] Fine Crypt 

j!sLa. jj^ CjLojLt^ll (jixia 3_o^k ^ sjlikaVI '^'<-j Fine Crypt aJUII oljIaaJ pLpU: 

(1) ojtill (>ojVI jjlLj jiilj 4 innK Jjj j^ill ila^all J ■ aLall AJ», 

(2) jia.1 i—4-^li liil jjk-„„ Fine Crypt .3 Wipe. 

(3) J5il OK. 

AjIIjII Clljlaail pUib (JjiaUl ^jljJ-S Ale. AjAsj tdjLaj: 

1- iail Jc jtf. 

2- 5-1 jJl AilS (jJc jsjI. 



3- (jlc jSjI FineCrypt. 
4- j^ic jsjI Encryption Preferences . 

5- s->«, ~ jc. ii^al i Jja. aj>« tdi j^ kfr a General 36) Ji^ ,J US). 



jtuL«JI oljUi. :(36) ^Sj JS^JI 



iu£UJt 






4_i« \ ilj^. DEo 



o^j^ jO*^*^" '^j^- '• ^il£S 



A_ia 3jljaJl 0.1A . Lg-a-lSlj yijjujl aJlc. ,-S di \^Ja /Jill LliLLa \ jljiJI JA-uil <j*a A_i« ^.J^J^- <jc AJuLajl clA ,-S '**'; w " cJJ^ ^J-^ 

CjULuII jga iin jLw-a A-uajjIji. <_^a (Data Encryption Standard) DES . A_LajjljiJI ei$J ^jjj*j 3JIU a^a ,j j j*\: ■ » 

-_j1 (jj^jiajj ^JjJ-J ^^ -i*J . A_i*j_jljaJl fi^J AjtuLudll LliLal -liuLjjY I ,-A Laj LgJ jjgJall AjI-Li Llul£ ( 8 l£j lA jjgJa < . ifuaj ( S-j^J 

oA^Jj . A_i* 3_jljaJl alAkjjoju p j >uul (_Jj3 Ajjj^J \3jjLajl /e-ic l T iaJ ^.liLaj A_L-ai« dlljiaa J uXftg 4_ijIj ^-^^jj^J^-^ 6 -^ ' . ' PJP 

^J-ajC'l cJjjjjj <jULajl I.1A /-flj • L^jj >uj (_£-1aj LgJ j^j S jLjuaJI LuuLujI p jj e_fl^Ga.u 1 1 *\ \-^~\> p| t ajjau a an-s * iLaJl A_La 3jljaJl 

^jS-oj ^J^J' -^'" (j-a p jj (^1 /fffl LLaji j fgi t—ijjxjl ,_A Laj Lg-i-a lA Llil Vj- - <-S"^ J ' LA /*-° U-°L*jjI ^J ^ \J ^-J-O-J^ -9^"^^ JaLftJI 

<_j£Lu!Lajl ,_}) (J|.J '"' " U "*-°^ ' -^ ^Jl*J ca& j . I A_u jx-a LliliLa j j jA-a jl o ux-aS ^J a J ' a J jl A_L j^ U ^J' "*' ) *i-*"' 1 -iA a laHmJ ^jl 

jJ^LjJ-ajl o-lA <g_^.lj-a] - laJAiU /c-^ lP-^J UJ^-^ t#A Laj t S iflxaAJl diLajia-ajl £ya>\ /e-ic LgujS i ** Ua ,j-a 4_La 3 jljiJI o-lA AaJjj ^—Ilil 



^jIaJj: 

A^jIjjSjll jjjLsl-oI] jJj^li I^JLaII jj3 tl972 *U£ ,J (NIST)-lgjt-a]l ^jlcU .LuLajLt-aJl AjLaaJ jjq.in A_LajjljaJ AjjS Aa.lau AjI 
A-aLu A_^.LLa (jj^J (jl (£l t /^-^^J t3^^ CS"^ *L^.LLaj A ■ a to j j 4-lal (jj^J (jl! *Lua-a Laj uh -j ^ ■ agj CliULu uiujj A_La j jljiJ I ilia 
a£jjj Cia^a 1974 aIc j-i .dllllflajJ! jj^a A£.jlLaj AjuJlj Ax-j^a a j-i Ig-al -ikHxJ (j^-aJj (JJiUll IBM j : iijajj] 4_Ldjjlji. iLllCifBH 

'Lva 3 jlji. ^-il Lg-ajojl jjj***' ajjtly/O p'-C- (j>a \ia5jj 32 /^3 uiujj] *Llo 3_jlji. Si aJC-1 aj ^3j ^^ * all Jaj >uj )J^1 (j A ■ «aJJ /^^J 

(Data Encryption Standard) DES .^ ^ij jUaj ^^c ^ ^^-^A ^ajjijiJi i - ^ ; . a j ^ aj^aJI ^ 4*aw«jB ^=-^ J^=^jj 

DES ^jjal UaH ^IjiAil al^ijjajlj CliULull ^j-a (Jj^ j }Q uul *Li«j^)lji. (jc SjLiC.DES I > aV I (j-ajil (j-a Liu 64 - a a ; *Lu^ ^a.U 

JIaiIujVI ajLc ^Jc l^lac (J iaIjuj .liu 64 ^aj ji^la ^^ ^j^j (substitution) j^LaVl ^ Jj^iillj(permutation). 

/-JUjJl ^a_ud»ajl (__>*ajjl T^clljj t Lia. ^j£LaVl ^JJJ (JjAaIjIj (Jl ^JtlmVl 4_iLa£. L^iS i iSjJ S JJ^ 16 /g-^- **-£*") J)^J^-^ C5j^- i j* 
Aj-ajjlji. a^kjjou DES I^A i -3. j j j-all Cdl ftlS ^iiuHl ^-Jjjj^VI -^>^ A-aiaJl /jj AJ^LaII CjULaJI J-I&ulJ ^Jj-a (JjlAlJiaJ o^C ^-3 

S jiuul >uj^ AjSj^j lAJaLftJl j Aj^s \\\j^A\ (J-aC A_ill ^jc I m ^^>^ ^jjSauj (JIaaJI, 



'L-jJji J^c- M DES: 

A_La 3 )lj^-il /Jl (Jja.^JI (3f^ U/V " ■^■J^ t '* J 'O.J^-9^"^^ U- ^- a ^'°J , ." fr-iJJI cJ^ • 

1, Ajc^all ^ljjLLi]I c-Luiilj r-ULftil Ajj^j. 

(Jjl (jc ojLiC /tfAj - AjfliLall Liu 8 Lai j. ^uikiull ALjLaJU ia^a Liu 56 A_la a JaJjuU (j^j Liu 64 (jj%^ - ^aOuiAjl ?-L\i-all ujla IaI&I 

CrUaa,VI (jjfl SUJ - laOuU Lguli — Llulu (j£ (j;Usj ■ <aS1 ^j-a Liu. 

^flini Jj^a. aI aajxaLi LjUull i . lu jj o^lcij Cu 56 J) rttiall j^^j aituj ajLuJI o^a ^j Permuted Choice 

1. 

















f 
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49 


41 
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25 


n 
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52 
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62 


54 
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61 


53 
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28 
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1 Jj^a. : Permuted Choice 1 



36 AgajS f«iil ■ '■ ail ,j jj k; (^illj JjAaJI ,-i 30 (jc '*"* .■'■ £ ^l ^iVl r-tiLiJI (j« 30 f»£j CLuAl ia,u : Jj.liJI J-laiiJ 4i_^l=i 
jj-aJ Ol^^laaJI j_pj.30 CJ] Aj^aJI (jlUI ^A 41 jil.4 1 =(5 + 36) £»aj 30 CluB ^.iajl jlUI Js.j3 ^ja. .4 J_^JIj 

*Lka.VI jjSil - ^-„.,-, i^,S liu, ajjSj ^iil i .n , n ll Ijaj 8d6'24'32i40'48'56'64 oUJl ^k. >u ^ ^ J=a^Liu,j t oM. 

,^c.ja r-tiio 16 c-UiJV ^-taiall liA J^aJLjil ,Jk 4-dtill o jJaaJI. jftla. Cjj 56 rljio gr.i'^i jVl(kl-kl6) 48 (>> jj^JJ l$la l£ 

ajjj (_J£ x-a ^Aa..la .j cXJJ ^ljjILgjI t^A Ljijj .diJ* 

1. (jJI 1 SjjJI =lj jliJR . 

2. (>ajl ' *' a^l (j j « , h3 /^l] ^-1J 65 — ^-LUi-iJI - 1 1 ■' Q "' iRj^jjojjI i L ajj(l )) ^-1J 28 I A 3 '* (_£ ."? a 

3. ^JJ J ^ j! J*C (Rotate) j.?°- -"'N ~^<S 4aJ jYI jj^JJ' 2 Jj-iaJI J) ^IViniVL UJAC JJaJj CdlA] <JA J.}*] jl iinll 

(JajVI j _>"yVI. 
4. JJJaJI r-tiicJI (jJc Jj' — 11 jjjjVI <a-« t>uVI ' «■ ~'^ iaJj. 

5. 3 Jj-^a. -i iaJLoib Ai^aJI ^l*i<«ill CjIjJI i . ■/< j" ojLcU =jij (Permuted Choice 2)-Jj^a. -i ^"...i iLjla ^^ijj 



Permuted Choice 1-Sjj.sll ^I^jII ^_>^ ^tiLJI ^Jc Jj. — 11 dlijj R< jl djja. R aJUJI SjjJ ,-a. 

6- °^j R LW 1 ,^ jcjiili«ll ("Jit* (j-lc J^y^iai] aIjLJI dlljlaaJI jl_^J ,aJ (j-°J 1 i kl — k 16- 



18 15 14 13 12 



IFIFinFlFIFIFIHll 



^jiiiaj 



12 222221222222 11 



jMjS^lijUjJI lifr 



,-Cjill r-ULall 4aJ j :2 Jj-la. 
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3 (JjJa.: Permuted Choice 2 



2. ( _ s L^a'VI (J-ajll <JJ$J. 

jtu]| (jSLoV Jjajj J^xj iji 3JjS J£ ^j cjj 64 .-?-■.' JjS J] (_>aill cs jr^ Aj 4jL«JI oiA ,J(Permutation)J ^"...i; dlJjj 

A^SLijJ JjjUjj ^iI«JI »iA ^nm'j.4 Jj^a. Initial Permutation (IP). 
Jjl-iaJ LoUi i£L^ Jj^?JI Ija .1 vt.'-i ^ii_>la Permuted Choice 
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4 Jj-aa.: Initial Permutation (IP) 



t j*j < L^ajl6 2^" J^jj(R1 _ R16) >^j1 t l^j16 j(Rl~R16). 

1. R(l-l) ''"^ I * j > ■! jij ajij.ojjAll J j ja (Expand)a^iuij .5 Jj-^- -' i^Uj tsliij c^ 48 J) ^j 32 ^ * l^jII 11a 

^_i (jjjj-o ^)^J 1 /*-3j-° (c^ L5^ dull (jl Jaa^U. J^)^iJ ^J-" diljjll (J-a*J (jU < tJ^j cJ^J ^IJ-^ Jjl^-ll 4_aj^)ia (J -1 ^ UJ-^^ 
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56 
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5 JjJa.: E- Bit Selection Table 



2. **jU» i ijij XOR ^yijall r'ULail £_o iLUJl -j i-^ii ^ jljUII jjj(k[l]). 

Jj^iill Jjl^?. ^ t^jajll liA S-Box. 



12 3 


4 5 6 7 


8 9 lDllllZH 14 IS 


Il4 4 13 1 


2 15 11 S 


3 10 6 12 5 9 7 


lo IS 7 4 


14 2 13 1 10 S 12 11 9 5 3 8 


4 1 14S 


13 6 2 11 15 12 5 7 3 10 S 


1 15 12 S 2 


4 9 1 7 5 11 3 14 10 6 13 





1 2 3 4 5 6 7 8 9 


10 11 12 13 14 15 1 





15 1 S 14 & 11 3 4 9 7 


2 13 12 5 10 


r 


3 13 4 7 15 2 S 14 12 


1 10 6 9 115 


2 


14 7 11 10 4 13 1 5 8 


126 9 3 2 15 


1 13 i 10 1 3 15 4 2 11 6 


7 12 5 14 9 



5-Bok 1: Substitution Box 1:6 Jja 



S-Bos2: Substitution Box! 7 Jt4 



1 2 3 4 5 & 7 8 9 10 11 12 13 14 15 ■ 12 3 4 5 6 7 ! 9 ID 111 12 1314 IS 



S10O 9 14 6 3 15 5 1 13127 114 2 S 

13 7 9 3 4 6 10 2 8 S 14 12 11 IS 1 

1 13 S 4 9 8 15 3 11 1 2 12 5 10 14 7 

|l 10 13 6 9 S 7 4 15 14 3 11 5 2 12 
S-Box 3: Substitution Box 3:8 du* 



7 13 14 3 6 9 10 1 2 8 5 11 12 4 IS 

1 13 3 11 5 6 15 3 4 7 2 12 1 10 14 9 

1 10 6 9 12 11 7 13 15 1 3 14 5 I I 4 

|s 15 6 10 1 13 S 9 4 5 11 12 7 2 14 

S-Box 4: Substitution Box4:9 Jj-4 





bill 


4 5 6 7 « 9 10 11 12 13 14 IS 




1 


2 12 4 1 


7 10 11 6 fi 5 3 15 13 14 9 


14 11 2 12 4 7 13 1 5 O IS 10 3 9 a E 


2 


4 2 1 11 10 13 7 « 15 9 12 5 6 3 14 


I 


11 3 12 7 1 14 2 13 6 15 9 10 4 5 3 



1 2 3 4 S & 7 8 9 10 11 1Z 13 M 15 


1 12 1 10 15 9 2 6 5 13 3 4 14 7 5 11 


■ 10 IS 4 2 7 12 9 5 6 1 13 14 11 3 8 


■ 9 14 15 5 2 £ 12 3 7 4 10 1 13 11 6 


■ 4 3 2 12 9 5 15 10 11 14 1 7 6 3 13 



S-Bdx 5: Substitution Box 5:10 JjJ* 



S-Bmc S : Substitution Boxfc 1 1 Jji* 



12 3 4 5 


6 7 g 9 10 U 12 13 14 15 


1* 11 2 14 15 


& 13 3 12 9 7 5 10 6 1 


Il3 11 7 4 9 
ll 4 11 13 12 3 


1 10 14 3 5 12 2 15 8 6 
7 14 10 15 6 S 5 9 2 


|S 11 13 8 1 4 


10 7 9 5 15 14 2 3 12 



12 3 


4 5 6 7 8 9 10 11 12 13 j 14 15 


13 2 S 4 


S 15 11 1 10 9 3 14 5 12 7 


ll 15 13 $ 


10 3 7 i 12 5 6 11 14 9 2 


7 114 1 


9 12 14 Z 6 10 13 15 3 5 3 


Iz 1 14 7 


4 10 8 13 IS 12 9 3 5 6 11 



Sta 7; Substitution Box 712 Jj4 



S-BoxS: Substitution Bc«J13 J^ 



4. —j *lijlB[l] (Jljull *Ua3ll t> Vjajj cjj jiij cjj Jj ii.U(Binary) ^^^ Ciu ^LkJI J] 

5. (Hex-decimal)Ciu; *Uij J) Ig-Lj^j -**j j^uJI Ul JIoj ^j_^ ^ ■'» "--n cAjj 4 I «'■;." Jj ia 11 ^ ■ *■• -^ JIoj ai*JI li»j 

^^(Hex-decimal).* >Jj t (&J\ l&^j 00: j^Vlj JjSfi iiuS t 000010: Ji* Ja.bl.JjSJ! y«. ^ 6*133 j_pj 



1 3 jj -'■ l 4 ^ OjSlI JjSj ^j^ 1 «_o A-D-SJ iiijj JjVl Jj^?Jl J) L-lAAJ JjVI 3Jj£1I (J Ujl Lajjt 1 «ijj| JlaJj 0001 '';*"■ ^ 

iooo c ...^ ^suai fUaiii ^ 

I iS j ^1311 JjJaJl.. 
6- 14 l)j-^ -I iajjoib iLLJI s_^LaJI (_j-a jcjUII CjIjJI jjSLo^iU (JjJjii J- 011 







El 




16 7 20 


21 




29 12 28 


17 




1 15 23 


26 




5 IS 31 


10 




2 8 24 


14 


32 27 3 


9 




19 13 30 


6 


^■^^^H 


22 11 4 


25 



14 Jj^?-:P Permutation 



7. J**j fjii XOR £-. JjUJI gjUll tj£ L[l-1]^ ^jj j^Ullj Rtl].^ cAjLJIj R[l-1] ^i ^ji L[l]. 
8. U^jS jVI R[l] j L[l].2us ajJp I 2uj3 j^s J J& 7-1 CjI^LlLJI jj& fi 1 __i 1=17 

9. ^a elgHjYI .Axj R[16]'L[16] /tf5 lljljjll (j\£-o (3*°-^ ' ^ '"'^ C£^ '"^"y^ *tjj^aja 1 a^ \'; *U^Llo (_JaxJ aj ^j '*-»;; 1 a^'s! , a]\j ajlj 

4_ulgj]l (JjjLullj AjLmlII oi* t -Auiijl 5 (Jj-^ -^ lajxati CjIjJI 4-sjjjj SjIcL ajii t*lli Axj. (jjSxll j jjjjjYI (_>^j]l (Final 

Permutations) j .IP(-l)^jjlj±J J^c <> ' hgd jj<- -jU^n 8 i$jj. 



















ID 




40 


8 


48 


16 


56 


24 


64 


32 




39 


7 


47 


15 


55 


23 


63 


31 




33 


6 


46 


14 


54 


22 


62 


30 




37 


5 


45 


13 


53 


21 


61 


29 




36 


4 


44 


12 


52 


20 


60 


23 




35 


3 


43 


11 


51 


19 


59 


27 




34 


2 


42 


10 


50 


13 


53 


26 




33 


1 


41 


9 


49 


17 


57 


25 



15 Jj-sa.: IP A (-l):lnverse Initial Permutation 






Reverse Initial Permutalioh 64 Bit Output 



4_ia \ )\ J^- ljaC 4_ijI ?c_LJajJ A-ojoj \ *. 1 J£juo DEo 



VOJj* <j& jp&& ^ DES: 

aSj *jl*^\l ^ Ajl (ff|, 1 ^-tiiall JJ16 ^-tia-ail ^j-a (jfijl JjlUll ' ■ UJjftA j 4_iCji]l ^LJjLLall - ^"'-'"' c*Ull 4_iLit ^ t^-Uiall J-lkjjJ 



mi. 



'Uajjlji LLuiDES: 



ECB(Electronic Code Book) 1 

4_wj_jl^a. ,-Jl 1 1 a V I (j-aiil (j-a CiJ 64 - a a ; 4_Sj£ (J^^j J J^ '** " ^-\jLa (J^^j 13^ ^ l^A U- ^ -^-°^*^ DES 1 ■ aj ??JJJj 

t"ii 64 4J_$Ja l^iAa. 



^ 



AaJj r-\jLa ~i laJJuiV -^J*J ' . V'"^ J -laLajVI _>^aJ (j-« 4Jl V] Ja-aill I^A 4_Ij^_uj t j-a aC-^jLj .^^)i.Vl (JJ^JI ct^"" J"^ Lr LP^ 






1 . \^u!lo]1 ^uajjl * xaa ufi ujj l£13 * j aj i uJ ufi ujJJl r- uLaJ aA.lg-ajl 4-3^*-a -lie . 

Z- (J-gCj ^fl^jj-a]l (_^aJJlj ' ' >- j 1 (_>*ajJI (jjj * *^ ]| (JjLk j»a ^^J W° u^l r-Qa-o A3^x-a UJ"^ * jiwul 4-3 >*-° /^ f a ^ *" * _J-^ 

3. jlS £CJA. "^ UflxaJ jl^J L r J '-J 4-aI£ LJ\ijui __ch Jllla. duu y ; Q ujj LgJ 'LoiS (j£ (jV« il i^lll p^akA a! la lull i (_>*ajjl US uaJ l£1S AJ_oi-uJ 

l1u\j jjjiuiijl r-tlLa jV *Lal£j| o^A Lg-iS _J_J^JJ S^)-o (j£ i -i Lajl.1 lIajL 4 ai£3l o^A jjfi -'**' I^A. 

Lea L^jAJaj ja£lj >iJS '**" aJSil jl \£j (j j^ i « 4_Lj^ jj a j i aj alAiHujI JIa. ,-3 AjV ojiua^Jl U ^J' a /*-° ^aJJl I.1A alAiHujI J ■ a°J 

^-Lla-ajl 43^x-a a^Lg-ajl /Jc J^ uJJ 



CBC(Cipher Block Chaining)2- 

64 -:--; 3iS ^ ajLuJI elja^l ^jjj^\ q* ajU JjVl <^a aUSII jjS 3JU. ^.^UajjIjiJI ^ gjlill JU.i. (initialization 

vector(IV))AjjLij) j^iSi ^a.in 3-ulj.V. Usliji ^j^j. 

jjtjj i_i_^u; (j^jll »j<i^ (jli JjSII ^i.1 ^ji LLi J' aa lili iAjjUucVI ( _ s ic ajll iAiLu (_>jiSc ( _ s ic L ajjl IJA. 

JjSjII jj&^> Cy Ji^j (Jiil JjSII (jjj AjjUucVI ( _ s ic »jIS ajV tSllij ,3jUJI Jaajil (j^ aja g 11 3^ajc JSI j UUI JiSI ia,<u3l li* 

JjSjII fjzJt, -l^*...,l Jjaluu ji . ,a,,-,t„KU(Frw|HPntly attack) ImjII lis, ( j_o. 

1 . (JjSll /tf^Lj (tfjC" >^"^^ UJ"^ U^**V **'**''" U^** LS^ ^ 1 ". < j^V ***'.' f*^?^^ ^_J-^ C>i Cfi ' 

uLuUjI Ci3 L-lau aJj Aj^LajCjUl JJ^J 'i-^ AJjj^II ^J^J' a^jJl f x-a a^ajjl I^A a! IaJjjjI J ■ >* ° ; - 



CFB(Cipher Feedback)3- 

^j^-ajjl AJxaSiJ aJJ a^aJJI I^A ^-3. 4_La \ jl ^ail U^jia »^^ j^-J V 1 ■ aV I (_>^]1 Jju AJC t aiJaJj t JjjLj-jI u^'<\\ AjLulba JslaJjI I^A 

U^ ^ \\ \ I Va t \A9_uiill 4jjj \ a« 

1 . Cjujuo /*j1 A^LuiS-a j du6 o (j-a AJ^aS-a AjJl uiJl j jj^S ^jj^oSj. 

2* jj - ^ m^a j ^— ajju j ^iuj-a ^__>*aj ^uiJ ^Jl^ US uJjJl 4_La \ )\ j^- (c^- W Q uiLUI r-Lla-a *-a LgJLk^u i^ili ^jj^jj jjj^II uj ujj 

<a.l jV1(shift register) 

4- U^? ' all ^-i aIjLuJI Sjiai-Sl (JC- <ajLi3l 4_ljL<u1I diULiJl *_LJajj ^J^Jj t^tlj 8 _jl^i*J ^J^^' <Jfy A^ljVI u? '" A ^^0) 

4.a.t jVI J^- '"■" 
5- ^■.'"jjj^' jLk-lxs AAJl uJI A JjS ]| ^j-a ?^jIJjI ^a^jj-ajl ^__>*aj]l tj^a^J ^ tj-°J ' Axal£ Ajj£1I ; Q mJJ q\ t _il (jj^jl '"" u/'J .J-J^^ 

!)Lal£ (_>aj3l j; -'**' ajj (jl Jj4 — 2 (j-a t"«tjUA.\l j^£jj— AjjLkijVl jjj^ill (jc V^j — • 

4j£Jj j-al Ija. ia-aj jA tillJSj. Jptu c_ fl^uj j^-''^ (^-J-a^. jli Jj^ll .iaj ^ Ua^. dj^a. lili tAjJ rtV-Vl ^^ ajIS t^ljLuj Jla L <u3l lift 

AL^aiall (J*ajj ajll *-a ^ J aaJkal J' ^Q; V t 4V\U f ^; 



4- OFB(Output FeedBack) 

AjJjIjJ 4—1 jVI jjSj JsajJI lift _i-4 aij SjIaaJI ,J 4_l jYI J> m«l AjJjYI ^J- 00 _^ ^** ' '^..'J (jJ— ^ Jaaill Jjl_i Jaxill lift 
iROtatGj. (J^ftC (JJ-^J _J jYI u> ""* U^ ^ C5, l)^-^ — »J jYI u> ""* .J^— ^ ls ' ^ L>° 4^.jl_Jl l_Uj o tjl _J*-gjXOR (J— Jjl *-a 

<je JsajII lift i «<"'^; I i gj| CFB jCBC jj^j V JjSII — J ,J Uaa iLsjAa. _*i i 4_Ll_]| 3 V*.<ti (j Jc IaaIm (juj 5Jj£ JS J,'^"*' U^f 

jj a r.j, ^11 . \-iiA\ ^_o jjiiall (j^a Jaaill lift <OaUuj. UaaJI lift <U3 liiJa (ffjll CjJI _ic La3 jjjj AjJ <Jj'c£ J^VI J— ^1 (^c- 

_x ULal Jii .k_JI lift jjiu. 4-1*3 jll jj. aflCFB,-L aVI (j_jll J W^ J^""^ L>— ^' J! ^ I " 1 ".: JaSi aaA^I jV liilJjS . 

4_u) jjic. i—ijja. AiLjal all -UI_J oi& _ii.<dj£]l JLojSI i^c ,j 4 D ■ * a U^ajjj J3 jjj_jj| Aic Ajli <Jj£]l «_o I i] -I «J i .'."■'.'''' i_ Ol a 

jj£ U UlijX-y-Z 2U2S11 J_& _ja> __j}| _J). 



J-lkU jA JjVl (JaJl ^KAaII oj_-1 JjLa. -^?j) pJ ^Sa jjjiuol] 4__jLoJ1 4^.l__l] I^IaJj.A^ jjl jaJl DES <jc. 4 atla a ^ljjLL&j dilj-o S^c 

3) J (JjaLujIj a j-^- g 13 ^__)ia^xj I i JaJl p ^jjl IjaDEo) 4_i_uull oJAj ^jJ^Llfl-a - laUAaJ /*JjVl ^ -^ LaJJK ^jj"'^ '"' p ^JjI IjA ^j-a >£iaj 

4j-a 3 J'J^ ijl jaIujI jA /g-Ji-ul JaJl . «jjlLa Aj^aj a l^LuiS AjJQjI 4_i_uii]l jt a^^gil I ■ <aj| Cl «a ulJ DEo Aj-o j jl^^jAEo.jaC- \il ^-ICj 
4_iaj^)lji. L_aauJa (J^DES dlWI L all ^a IAjjC-j AjgLftii CliLaJi-ll ^-i /^-^'j l3^" CT^" f ^"'■■'"' (Jljjj V /J ~ laOxaJ dill jLa Lgjl V) 

^ ml uiaJl Cjlijjaalll AjLai-1 JLaJl ^Lajl j^ia^. ^-i. 



http://www.tropsoft.com/strongenc/des.htm 

http://media.wiley.com/product_data/excerpt/28/07803535/0780353528.pdf 

http://knol.google.eom/k/neo-dean/des-modes-security-modes/3nb8892u3ph9r/7# 

http://www.ait-pedia.com/wiki/index. php?title=DES 

http://www.dmst.aueb.gr/dds/secimp/crypto/des.htm 
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\^.j\j^ Bitlocker Drive Encryption 



.—ui^a j^aC '. t _ nISll 



fj$ , CjLo jlx_all Ua jlj^SS i at flili (_£jj ■* SIS all d]La£_a]l ^j^ Ajlj jS « j J^l ' ; ' • J a 51 5 jj^V Aj^Lall Aii^uijl ■ " la ; i al 




4 n% nj ^_y" L)J^ "^ 4Jj^jjjia]I S j^-a.^1 o-iA /Jc A j_ja all CjULiJI 

Jc. dl^jj (Jj <11 l ii all oJ^J aLuAVI ^jic CjLajlx_all Ua.jIjjSS Cjl£^i AjxjSaJl dlLalaiall ^j '—• » < ' - ua JljlLj.AjliJj 



UvjljiSj OjjLj aa^jUI oLIkiaJl o^J a : U',„yi : cjjj^jjliLa Drive Encryption Bitlocker «-. ota ^211 

2008 jSj^ jj-%J U^-a. (j-° llljaimlj lljuui jj-lijj AaiUajl. 

L^jl^j ^iaj Bitlocker Driver Encryption * a&L* JjiJu »llaj J j=J jl^a. ^Jc. <> t*Lu.i ^jl^JI Jji^j ;> 

aj^jj) SID AA^a-all CAjLull ■ - '1 jj£a. a (_p3^)C AJjLa_a jl liluiiJs -ijLjjl CS^ llti*" Cj'j^! jj)-'."' O-'* '''"' j' (j^ - 

a~ljj£ ZyfoW s^a . vi.",„" (Trusted Platform Module) SLiLiJ (^jjj^j -^j slJ JjiiJ ^jia cp ^j Wfj-^ J 

J*. USB Flash Memory U^jljiSj J^c. j a3 - -■=- jjjij tslli <JJ y r ; jilj Bitlocker UiLucj J;^»" (jjjl» jc. 

a^jj^ ^jJc. TPM J!>la. <j* Group Policy a^jj^ <>• V^j l^lc. j*LSA\ «jjILo oj_pj ^"'"j ^Sa* TPM, o^a jijj 

4 aa. . >i\\ clLjuji^oW J^c. CjL-aio i Jc JakJ! Ajjllal 1 1 ai Au^iKll (Enterprise) J 2008 j2j^-> Jj-^jj l&U. £* 

JjaxII A^a. AjjUJI (Clients) Huya jj^JJj JiLk (j*. 



U^jI^jSj cU- Aji£ Bitlocker Driver Encryption 

Lj^jl^jS ^j22 Bitlocker Driver Encryption j v^i jAJ£ ] Ua ajU=JI jUjal gnu^U. £_a?j "Drive 

Encryption" J "J^LSail eljj <> jShll a^U j "Integrity Checking of boot Components", *jaj ajiija 

a^J oJ^jlill A-aJ^C yt ; i aS i a Lj-jV) j"'J„'.'"^" *' j?"' A3jjjj , jj.}i]j (Jj* uU aiaJ dAila JjljoaAj (jjj]_aa_a JJxjI ^jj" iawlaLaJl 

Ui.jljiSj jjjj Bitlocker Driver Encryption _Jl cjljij ^j^ 1 olalki ajU^. ajjISJ Laj USB _Jl Jia Flash 

Memory, <Jj3 ^j^i aa a j^T - ^^Ic oJSj^.ja]I CAjLJI Ajljii -Iijj ^ill ^j aa uA\ Ajj^J Jjjj^i£ 1^ al lajjml ^j^ajj 

U^jljiSj Bitlocker Driver Encryption, JUd jl^aJl J^S ajU jjc. .^U" v « USB Flash Memory J^ Jc 

lilli Axj jr_j]_j]Li AJ r-LajjJIj jlfraj (Jc La±uba Q j-* all J AjJjlLa ail a laHuball Aj_j^J t-jjjju r-ljia (Jja^j] (JlllalL 

A a jj ui ^^ic j_;» lujSI r-lSLa ^jjj^j aj I ili ,AlaSlj (J w uSll aUaj j_;° uU (JJ^>ia (jC- jl^aJI ClljLjJ A-jl «^> ail TPM aJ aJ 

(gjmL ill r-tiia -I laJLoil (jj^J Alleluia Ajai Aj]J (JjA-a_j]l Ajjl^aJ w J i aj i ai A-al£lj (Jjiaijll aliaJ Vji ■'"' , Master Key 

jjiiiiMl ^liia (^11 Jjj-ajll Encryption Key (JaVH c 1 ^ r 1 ''""""!- J jj*^M tslil -uljiiyjj Backup Key ,J 

^UVl ^UiJ! (jljsa aJU Master Key. 



Encrypted 
Volume Key 





Encrypted 
Full Volume 
Encryption 
Kfiy 



D 



Encn/pted 
Data 




TPM 



Volume 
Master Key 



Full Volume 
Encryption Key 



Cleartexl 
Data 



f-yj[)}\ AjLaC iS^Lj Startup AjiJjai ajaJ TPM A«j jLla]l tlla_a]l Jj<>*n lilij ojjAj ajlj (_ji3l j^.^'ill r-Uia jjj^jj 

?.l j^l jj^i ^£lj]l A-aiLj AjjuaLa (JiaJ La Ia&j ,Lliuia I j Lva i ixJ aj ^3 /Jj'j L^lJALa )«_a (Jjiaijl! aliaJ aJ3 (j^i TH^y UJ^J (j' 

<3kJ^ii (jl j£^1Li jjAaJlj , (JjxjjoII TPM Qn lujII aliaJ Aa uUj L_ic!)ljll jj^ ^£lj lil j_;° lujII r-lliia jj^aJij j'J^ (JJ 

£ l&ULttJI. 

A^j^ii -I ia "'■■'! Ajj^aLa ^jjj » aaul (j^-aJ ,A-aJ^iila]l Ajia^l Ljl j^u' O" -^)_>"J TPM Aj_j^i] jjiaj aij j PIN ^-Liia jl 

^y&bl Startup Key si J ^ jja-a USB Flash Memory ^.^'.....ti ^ aJ 2L«jai«3l aj^.UJI «i* jajs V jsj 

A^j^jii (j_jMlaJ V (JJ-^I TPM a^-J AjualaJI jjjjia£ll S _)^-a.lj. 

U?.j]jj£j j;;U.' oLiikia Bitlocker Driver Encryption 
L^jlji^j jV Bitlocker Driver Encryption uL>ll <_>ajSll jc 5te,„» (jjjaj oj^^j jAJ^W ^ALa exj^k ?j& 

HDD — Ua.jjjj&ll JjaAJ (Jj3 AjIIjII CjUlklall lj*-j '.'fj'' 

• a^jj^I aVl aajIII »tj AJLa. ,J Trusted Platform Module 1.2 J-i^Vl 

• Ajjj aliaJJ Cjliia_a]l Su^J NTFS Cjlilajl Jjijuij aLlaJ Ajj alaJ A_aC.J EFS 



• U,':,^l .JaLall AjULoj j± k $\j a jAxiil ail l_S_jjj (_gillj (JjjLuoI! aUaj ^^Jt <_£jiaj LaAAi.1 (JSofl ^^Ic (jiia-a j2_jj Active 

Partition 

• jrlj^V 1 J J^V 1 ^ (5^ BI0S ^J^ >^J f 1 TPM 

• a^jjJA «Vl <^jW ^ (0& <1U ,J Trusted Platform Module 
• Lji.j]jj£j jsUutl Jj1«j Bitlocker <^j£ J& TPM JiU. <> Group Policy .kil jll oLuLu pLpj jjjjia (jc 

http://www.vistaclues.com/enable-bitlocker-without-a-tpm/ 
• obi jijj USB Memory Jio USB Flash Memory", , L^jIjjSj .j&uj Bitlocker Driver Encryption 

A^J^jii jj£ 2-iJ ^jic. J_'° ''■'"'" ft-iilia jjjjijj TPM 

U?.j1jj£j (jjjkj Bitlocker Driver Encryption 



U^j]^ sL^j aJU]| AiijLli ^jsj Bitlocker <=>jj^] *SM 4a.jU »& j ^ aJU .J TPM -i v^...j :j USB Flash 

Memory 
• UirA Start JA l_ia jj =3 Control Panel j\3aJ j Bitlocker Drive Encryption 




• jUi-, *a USB Flash Memory iii. J] USB JVl m-^ 1 jW^ 




Save the recovery password 



Save the recovery password for use if BitLocker blocks computer startup. 
Why BitLocker Drive Encryption might block your computer from starting 

Save the password on a USB drive 
Save the password in a folder 
Print the password 

Recommendation: Save multiple copies of the recovery password. 



i'.:- 






J 



Some settings are managed by your system administrator. 



li 



Cancel 



La.jljj£j Jjxis jLoj (JjU Cjliii-JL <^jla (ill j^ii^ Bitlocker L Jc ^- ■ •-" JiU. ^ jjjj L jli^b J L^Jc. Turn 

On Bitlocker 

• Jic Wry A ajIUII JLSLS1L Require Startup USB Key at every startup 

• sbL (j-aUJI «Jal»ll jUji.) (ill. L-iUajjL. USB Flash Memory, Jai^J lilljj »U3ll ju Save ojj^j jjj jAl^ j 

obi (jljSil Lplis j^.1 o^- 1 ? WAjj^ ^* J' '-~hj J> l " t^lc- ^'vj*'"' jl »bVl (jjiij ^jlc pl^.jiuj^l r-Uia USB Flash 

Memory 
• <i^u. ^ ^jkilU ^Lill J^ Run Bitlocker system check ^Iki SjjS <> j£taS ^Wn (j j^ ajIUII ^LiLilL 

pL^jJlu^/lj jjiiijll jtjjlia os.lj3 /-lc (Jjit (Till 

• J«j ^bili (ill, ujILau. Restart sbl jjSj J ■ . a^j J w .Til ^iki! USB Flash Memory dip. jl^JU s;uu 

SbVI ^^ic. jjiuull ?-lji« (jjj^jj jjiuull o-llc) -lit pliaill JjijuS 1-liiuJ 
160 <i«-^ pUaS j;SiT1 <x3jlall oJLall GB <Ii2JS 60 <c* 



* 

BLtLocker Drive Encryption 






i s r 




Encrypting... 

Drive C:0% Completed 

l 


i i 










r 


D ause 


Close 









Sbl (jUJj <ot 31a. ^ (JU3I (j-aill j^ii- Jji^ill sjIcIj j^.inll j> frl^VI ^<j USB Fash Memory jl$aJU: 
Windows Bitclocker Drive Encryption key needed, Insert key storage media - Press Esc to 

reboot after the media is in place. 



BitLodcer Drive Encryption 



Encryption of C: is complete. 



Clc:e 



• sbl JUIj Jt USB Flash Memory J«cj jl^JU Restart -j;k J^A? J > iSaM »Uaj J& iiUja..i a^j 



BitLccksr dive Encryption help* pievwrt unauthorized ae«n to any t\.\&i :tc«d ori the velum* shewn 
belc*. You ire ablatio use the computer nonriB-'lly. but unautborrzed users cannot itad or use your file?, 




^jaxI) ^A j^ pki 



(C \i*Jl aj] i a ^JJ ^jiajC i "''; /c-^-al * a jj| s ti 



L>flilall 



^jiiaj ( Jj]l j Laic 25 LJjli La (Jj3 abul r-Liiajl 4 lamljj j ;° uull ' al uj£l aj ■ " ua . (jLab ^j '-»» all -3 i taau *_« <_L«aljj]l 
(j£j«J V ' " ua J < 4 la a 4 j i «ai J_j <a!/lc. I afra aaJ (jjiiJa a (jj^tiia /Jc 4ijla]l o^io .lajaj j _jj« uijll ale ,j 4 aj lac- SjjJ 

j^/l ^-Liiajl 4 lajailjj VI ytjjlLttll o^A JL^L ojjiuij ajj La tu3. 

lilij (-. aiiiuia (jjj LjJjLuj CjLjLjj]! Ufl uSJ a laJ mj 4A«_a<ix]l ytjjlLall SjlJJj e-LuajV <_>aL^ allaj jA ,— aynx3 7-UAxJl (JfLiA 

al lajJI I^J 4 -^ 1 a SI ' " 'J* ***«_ t4_aLrJl AjjjII (J ojajia (j_j£j -^ Igjl jl t 4_uiu^a 4S^jlu (c^- AilLa (jj^J (jl La) i^iijliajl 

CjLajI*_a]l jjjxjj '"'!_;■ aa uill (JL^jjl Lj-aAl (j« ^^Ij dlJjjj'VI ^ AjJjj^VI 'ijL^j]l lfrga.1 jj ^^jll jiaLi_a]l ' ■ ';■■'; 

LjjJc p^UaVI j j aSJI jl CjJjjjVI jjC. <]aljia]l. 

C-llluJajJl « v^'i... -^ Ajla^l dlUliila]! Jjji^j] ■* Li i a j (Ji iafll ^^aj^aJI y-ULall Ajjsij ^^Sc Ajiiall Aj^SjII jA £ /Ml jm'i LJLa. 

lie /)j« laHjoix]! CjLsjA (j« (jSajII ,j a SaJLuU ^^3 o-lpc. AjJjjj^I^I Cj^LaLrj]! J-^- ^3 LpLal-l^U (jl .AjJjjJ&IVI 

ClL^Labti]! ,-A 4j3jj]I CjbUaiJI ^j« AaJ] Lwajl a v^"..*t j 4_La3^)jl oJsLjjjall (Jila. jj« tlujjjVI J i-fAmLail 4 aJajl JJ (Jja.^11 

^jJ_ja.VI dL^Lalajj (_3jLJj ^^Ic p!>Ua'VI ^j« (jiulsul j ^j; aJlall «_La] iillj£j i^^ai^)]! x_]3jj]l (Jjaillj liUi j AjJjj^'VI 

» j aa ;j Lj-Lo ojlalluj'VI (j^-aJ aLc- (JSjuij iAjjjJI ?iijLLajl j 4jil«Jl TtijLLajl 4jjj (JiLi ^j« sj3jjlajl ui uull Aj]I (JiLi ^j« 



L-AkS jjll a akjV] ^a U JJC j 4jJjjj£]V! ojL>j]l j ^«j Jc ajlaul! J 4jJjjj£WI S«j<^K 4jJjjj£JVI 4LJajVl 

^■LJLall J ja«jj]I (jl ■ °'^ j (-. o_ja«J| ?-LlLal] 4 /'""'" A_iiill (c^ ' 'J -"«*«■■■ (JlLajl I.1A <J!/Li. qa . 4Jii^a j A1a\ dlVli aj) 

4_uiiL^ia]l jjc i-iK^,':,\I CjUjj J AjXaVl (JSLjIaI] i-AmlLa (Ja. 4j! j Ajjjjj^l^l 4jjlajll ojI-j'VI CjljILia aC-Si ^^ojaxJI 

heterogeneous network environments . 



J v^'i,„l ^jlj i__ijj*^i]l qmj tsA'iMi«]| j a ^jl . *-»ll 4_iiaVI jjjI.jj]I ' ■ " LiJJ a J3 j i a " " iJ1l/L«Ixaj1 j 4_iijjjMyi ojLajll (jj 

j <£jjjj]l lfr$a.l jlm .Jill jul-^ ^il lilljA j£l aflaAaJ <_].}»-« xJjaui <jjLsj]I 1 j'u.'M ^.uijLaAl a ■ **\*z. Cjjjjj!/U diLajiill 

-Jj^j 4_lhaI j^ fa LiA j 1 g JJC (JiluisjjI jl CjJjjjVI JJ£ AiaLilall AjoiU aa 11 CjLo_j1*a]I jjjijj ' " '' j ' "*'* ''■'' " J""'^ <^-«Al 
. CjLo^jLlaJI (JjA-alj . <J.jIjjj1 4_aj3j . <laVI CllVl i ajVl jjjlijt a i, ^.j, ^.-ol j t -3" " ■ ^»* 4jLaaJ s.J.'iMifl 4_iia! CjVj^jJjJJ 

4)) 

,— a_j^uul r-lllLal] ^ /'""'" 4_ijj]IPKI illl£j uj jjc (j^VI [J J ■*"'" Abulia 4jjj jj3ji] <lal£ia 4_iial 4_«jiaia jc SjLiC ,_A 
^-liLal] <;'»^ ^ JJjll L_il.lAl (j^aajjijj t4_Laajjl ojl^jil! 4 U,„lj^ j jj ,'"'^1 ?c.ljlLa ojl-jV LaliaJ J .'"'*"' J JVI i— ImlaJI 

1-ajj^JI <> i jL^\ Authentication 
2-cjULjJI <jj^ Confidentiality 

Cjliljjjl lilli AjLJjia Aijx^i jjji.!>U j^aJ V ' - Ua < CjLojLlJ! (J-jLiJ ^j-a j^^ill ^A 

3-oULjJl 4^>iui Integrity 

(JLujj'yi -J*J 4_o_jL«ji]I (^ JJa " (JJ^a-i Jl J # ,\;»"'' 4JjLa-o (_$! ' ° uiS Q^i ^j£a11! ,_A 

4-^jjiilV' t^i^' Electronic Signature 
aj^SjII cjljl^ill Digital Certificates. (1) 

s^a qm aamZjW ' " il jig '*'l jjc l^ja!)lj alii jJllI diujLuiJl j '-»» j (c^ ^rj"'""' ^''^'j ^j^' o^ 1 ^3°""''' S^j^c jj^ 3 ^ILja 

4ja._jl -I jaUail idl3j^ c>°jl 'SO^ ^j' ArJ^ jW-^ - '■^■"'■""'l tlIo jl tjlajll I ajl g 11 jJjia ^jc <_JJjj >3j (JLujjJ Ijjiall 

jjfa''"' - JaLLaixjl (Jc AJlu'VI j^i -J-JC r- jial CjLa_jL«-a o^clj a] jaUml . AjjjjJI jj«jl' «juij »Ja] 4 Jj ialjpflVl TiiJlLall 

CjLjjJ (j I^IlloAI j AAAajll S^lg ujll i_Jjj»j j I gill aA I (jLjJj (j-^J**^' r-lllLal] 4 /'""'" ^JJJj' l -^ J J*^ JJ oliall I^A (j!)lji. qm 



^j^aJI ^ULJ] 4iia-ill <jjj]iPublic Key lnfrastructure)PKI) : 

i A ii .till j>. ~« 4 Lmljj a jaiiai^l »_« al«JI ^-liiLJl iajj L^j aii ^jill oLiiijill " :ljju i-jjju jjiiiull ale ^j (Certificate 

Authority CA) . j''^" ^j <j-aLi t^JUa ajj Jjjijia jc lillj ail o^l^-ii j''^-~ (J£l oj^lj jj^J j' ' ; la-1 - laija^aJl 4j_jA 

j <alii_a x3lj« [j 4Ajjiia t^lUa ajj x_« ■ ■ Ua jJJ UJ^ t(_Jjjij > si jjij '"'->"' lllLla "J.'" o^A jj^J jl j^Aall qm i i^-j ''•'" 

4a i a CjIjjJj ( jJ«-o aA^iuiaJ ^-ui-ail iaJJj talc r-HLaj ' - lajmx 4jjA a jajjmx iJ$A ^j^j 4^Lal j]J q\ .(3) o^clila 

alxJI j-ULall jjLii tili s^l^i (>j>j L« ^a £-tiiJ ( Public Key Certificate ) sjI^I j.i.^« <jc Sj^LwallCA jjc 

jjj jjll AJjla. 

4jjai PKI aUJI ^ULall JjLii ii\a o-jlgJi jjc alaJI ^ULall CjLajkx al^aloil fjA fjlA^lijiA j^ai (PubNC Key 

Certificate) ju 4i!ill _ja a^iajjj L« j^l a^iu Laja jjfum J ■ fai oj - ^ <j "~~ . r^ ' ^^-' u^^j j„'° l '''"'' (=^j (jalaJI 



«l*il ^UiJ] ir,^.",\\ 4Su\\ -ic ji^ ( PKI ) ^.^il-aaJI gj jj <> jj^s (Clients software) t .JjaJ ^Ijj 
(Servers Software) < ^jjlili oLjU^JI j jjLJl < (^£ill oliLkJI Jla) ^ja-Vl aj^LJI cAjjUI j. 

djllii LJjlaS .^"„„', j| ^jiaj ^Jj^JIj i^UJI a Ul! j-tiiall jji^i tsJa si^i Trusted Third Party TTP)) <> (ji*3M 
^JijS ^^(Digital Signature) <j^UJ ^ULJI -iv^.M, UeL&J ai 2_u« 2Jlu,j] (Private Key) ^SjiJl 

ll alt (JSjjJ tl i/i a-ali j PKI 4a.la.Il (jjJ a laluiiali JjiJjP j <]Lu:^pl AAl^J j Ajjjji]I l JiC Qj i aa 11 (j^i t_j!^)la , ^l (j^aj 

(jima J i aul (_jl ^ ja.] UJ^ cs"^" j' '' a .'""* ^J*" CjLa_ji*-a <j.ilii]. 

I » 8jS j3 jl) SjI^joJI eliJI <JlLa <Aax]l J^L^a]! I ■ '<■■'< ij.lj.la_a <L_a!lall L_al jiaV (JJJ al*JI ->-l"ia*U Ajjuil mVl 4-LuII 4^ i a 

S j| (j nill jAi fl< iajjjjj tfuijj^ l^") °^* . Cjl JsLj-iillj <al*llajl (jjjljsil j 4 ^U'Afl ^ jjjxj j lAjLaicI j dll.il g uA\ jLlwa"^ 

ft < i all <_L>aJ (4 aiJa a J i aj| CjljJS -I la-Lull j) (J ■ — "'Nfl i_l]j.la. j I ■ iSjJ a-llj *_« (j£i] 4jI.1i]I ,j 4_a£_a jm'i .12 <J_>Lu~a]l 

3 ) . a£_ajiJlLa j a^-ilij^J (j-ajij La ,-i 4AJ]I <LLaIi] 4j-aji]l i al^)iaVI (_J^ UJ-^ J '^J-aAV! a LB) 



• aa^jII tiiblfrJdl Digital Certificates. 

• obl^ill jtsL (CA) Certificates Authority. 

• sliioll obl^ill SuSlS (CRL) Certificates Revocation List. 

• ^isiLJl ajuIIoj Sjli aLkj KMS) Key Management System). 

• Cili^^ll (_5^jUJ jia. tSlLiA (jjf-j cJ 0^-°-° Root CA. 

• sliLJl oLpiL^]l A^jii ARL) Authority Revocation List) <> Sji--_»]l j Root CA. 

Vi^uJi jjSLiaJL jjiia «ijji,(Public Key Cryptography): 
ycjjlaxJl (j^i jjlcjj lilLiA Aa«jaxJ| ytjSlLaJ J _jj« uijll alt ,J: 

1. aUJI ^tiLall Public Key <_5.1l S-ilc. ^ULall 11a <jj^sj J-^j-^ o* Sj^L-ail <jlu>j]l jji~ii tslil ^tiLo jAj 

(_jjiU]I *Lalc (_5^J U_?^) (j' U^^J ' p. 1 '" 1 "'"" . 

1 . (j^aliJ ^tiLall Private Key ji JaJLiyj i<LujJI aJLujj]! jj<>*n (JjjjaII 4j!li ^ ^ikluy (fi ill ^tiLall jA j 

6). iaia (Jjjj^II ^J ^ULall liA (jj^i) 



Clear-text Input 



Clph*r-t*xt 



"Th* quick 
brown tone 




Recipient's 
public key 



t 



Dlff«r«nt keys 



Clear-text Output 



brown tan 

piimpi o^-nr 



t 



Recipient's 
private key 



ur* 



j**l\ ^UialL jji^ull :1 J^i Public Key Encryption. (5) 



A^uLttj ojikill lilij <1Lujj]I (Jjiluia a_j3jj ' (J t«'..i/» II alxjl ?- tiiall -I la 1ml j ajSuifl ^J^jjjj AjLuj (JLuj!>l3 talc (J's i'i'i 1 
' (J " a II Aa.uixj ClAiLij]! uijuUj (JjjjjaJ! (»_J^) 'La ^j-aa-ii] I gla i a Qm ^£li]l (j^aJ dlLLj (JLuj^j ' j ial JJ all jj-alaJI 



,_5^)iaLJLJ!>UI j J& uSil (jJlxJ 4iil3i |»-aj . (JajijaII 4 a ^"' • J (SAll J ial "' ajl ^^.aj^utJI ^-ULaJ < CjULull ^j-a a£U]L (JjSiiuiaJI »jiij 
ij* ' "* J! (_SA>i lAAj '' \jf J Li3j i aHj ^o^axjl y-uLaJI j ;° ujj (jl Lj^a&l t(_gjLuiajl ^j '-»» J ^j-a 4iijla]l sAA - ^'..i»ll 
qm S j;» ' "* ^'j^' J..'° ''''"' <«^ VI cS^P ' '"'^ J ,.'° '" I* ''^ "'"'..' V lAgJj ^TJ^ JJ^Ul j ;° uS3l -I v^"i,,.K <lol£ (JjLuj jjfl uij 

(g iJSjII (CjJilJLJJI jjiiill JjiiyaU 2QLa.jJI jj<i*n ai tAjjlkx <jjJI jjS U^jtj .JjLujllSymmetric Key 

Cryptography^ ^jtUjll ^UiJI jjiJu ^j Shared Secret Key y-a>a*Jl ^tiiaJI .i^',„i : 4jj]aLi£Ul ^jLHj 

Jyft. ^Public Key Cryptography, ^-aajll jjSjj JU «-«j*j La -^"■■■j j tLJjlka jiull jj£j LaAit j(Digital 

Signature) - 2) .iujj&WI SjUaU <^JI (j^ljiJI <> jAj) 

^uijll uiijLj_ili Digital Certificates: 

pU ^Ui*ll jjLij .^'„„', ^i j 2Ll»SjJ| cjbl^ill jaji (Public Key Cryptography) oUk. *aJ aJ jjUll <sjj1» 

ojAall (jj^J JJ AiLja'VL] ,tljl jla j ' " il iaja a *3','.' (J> .aij A3 (JJaII e!/Lax]l (JJJ 4Ja]l (jjSatJ (-& j t AjJjji&l'VI ojlajll 

(_pajij] . 4j^>jJI j 4ia]l : Ajjjjj^l^l ojLajll ,j Ajjljaxll iaj^iill aAl JUIL ' " '"-> 8 ( 1 ■ ai 4j^uij illLiLull (Jjuiljp ^^Ic. 

4-a».uLa ^ili (j! jA 41x3 laa a (Jc La U^S ' I g „' ""■ * ' ***„' (jl Aa-V -^J^W V 4j£]j t 4j^ui 4jLuij J 13J i "1 J i_lC. jj i"-* a (jl 

j . <]Lui^)]l jjiiS] laa aj ^j al ■•■ II AxS\ ;-llLaJl (Jl aim ml * J iaJ i aJ laa^a jjj ^J^"i <1Luj (JLuijL L—1C.JJ ^j^i (J£ j . alsul 

?._jjJ j jj^] ( iaai ^"^ a <^LiJ (_5iH j (j-aliJI (_J^uill ^-ULajl -1 \-^",..1 < N/J lAjjijJu lilj qa iA^a>.\ (j^aii (jl (j^aJ V ^^l 

(j-aliJI J-Uiall lilllaJ <jl LaJ j ( ^^'^ aj (j-aliJI Axl\ J-Uiall Ajl ^C-Aj j <J (j-aliJI aUJI J-tjiall JUk JjiJJ A3 t JaaJI 

j ^"^ aJ (Jj-aJ (jL (_pajiia]l (j^i dljl£ jJill <]Lui^)]l CllLljJa aJ (J_jj-a_jll (j^i La <Li^)iaJ (j^aiiuj A_jl_9 alaJl 4-a.uLaJ (JjlLajl 

(J' aa (_5Ajl Tiijliall JJJJJ '.'.'' ".' ' L^jjiii iil3 (j^i (ja aJJ ^j] _j^3 AIlL aj (jl ^Jia. j Laa a ^-IjiaJ ojiijla! 

(-. ajjij /S)3jJ (c^ UJ' "*" .' f»l* J '^J-^J SaLjjj (J^jJu /Jt alxll 4-a.uix JLJjua (j^i laa a (j^aJ (jl (j£l(Digital 

Signature) dJlj cjjL (> (Trusted Third Party) ^l j^'i,. Uajc t oIaL^]I j,^.^ 2l£1U Ijja?. jjkj dua-i 
oli^Mill j,i.^« JI>-j si $ "ill c> J'^'v o' ^Lill i_ijJaJLi (^ii j ai .* (CA Certificate Authority) cA£ I j] Laja 

(jl (j^i (jaaJllI * J *•**'' "J (JLuL j ,V al laa a ,J! Aj«j j AAa <*3_j^ U IxJI laa a r-Uia /-ic (CjgaJ jJlllj) e ALj uj]| sAA 

3 ) • Ttijliajl JJJJM <JjLa-J La ^j ai ■'■' (_jl J] (_JJJJ j t laa a ,_]] Ajxj »L«JI 7-uixJt) 

lillLa AJJilj tr-ULail Ipa - ^"'"',.' <_5^l <JjiaLiJ!>UI AAajjIjai] L_SjJCa j alaJI ?-ljia]l !/«JJ La^i <ia3^)]l oALjjjo]! ' aJUJ 

(JIaII SALj ujl] <jaiLi-a oAaj (J uA> u all ii^plj 4-jSLaJl sA^j ^ *'' jJill £ M g ujj' jlAi-aJ ■Uaim ajjlj I (j»alaj| j j»LtJ|) (jJavuLaJI 

iaia. CLlVla aJ Ajjlili.1 ^*"-J"f "J t dll Al^juill jl.L-al 4Jalm L^JjJaJ ^Jji\ CjIaL^jjoII jlAk-aJ A > J j > aJ AJjl iawa oALjjjo]! (jl ^^it 

?-Uia -I laJluil ; L\a3j Ljia£L oALjjjjII Aj3jJ aJJ aJ .CjIaL^jjoII jlAk-al AJaiui L^JJaJ ^^jll 4 nil j i nil ^^it <1Ia]I CjLajLcall 

(jl i - il aLj uul jlAi-aJ AJalm ,*J3jM " ' ^..' J 'A-"ilj (jLi=J /Jc oALjjjo]! jjij ^j^l ^j^ajj < I " 'I ^Lj uA\ jlAi-aJ ■UaLoi <^LaJ (j^aLi. 

2).iiUA <3j*^i (jjA liluaJI (j^aJ V LjjLljia-a) 



I jjiaJJ JijJI) ijjj ii^Ji 




jj*--*H J£>t >>ip i^> 



(^ jt^i ji^j'.j ^4j U#A 




j^n'ill ji>« *J^» -bjji 







Or Fjftfd AJHffflTJTy. Njaefuj Cwwf FDrQQOl G*TfiOJKn CCDCl 



1).Aa«3j]I Obl^iill J l ill i in :2 J£jj) 

.JjjjmVI -li^Jjl <j!/l-a. jj^i x_)3jj]I j Aj^ogjl qa (jaajll j j^° ■'''"'" j v^"t..i* I^Jjjj^lJ -ls^)J oJsI^jj. 

• dijjjjj /<-9_j^ ^Jj* (j-° jjj'" - v ^*' ■ ""' Idljjjjjj A^JA 0-lLg-iJ. 

• ^j-laj! Q-^ '•<« a3j (Jili. qm x_s3jj]l j Aj^jgJI (j^> gjaajjlj - SaJLuij :,_j.la]l tj^ i all aij o^l^u. 

Jlijjl i a*1 g II Jjj i_Jjaia Xj3jj]l j Jj° jlall j AjjgJI £ya ^-."W - V^',,.' : JUj i a'l a. Jjj o-ilg-ii. 




3 ) • je- «_oax1I ?- Llixlj <ilaj]l 4jjj]l <_JxC Aj]^ a J i ja_p ajj j I 3 U^») 



4^5liJI 



Aji^juajall dlULajdl f.\ j^J *£\j* j AaJjjJ^WI ojL^j]! /^'j- iJ 'jLulSjI <Lal«J! stiilLal] 4_naaj| 4jjj]l dlLal laJ i "I j!i£l (j^i 



xj3j!1j *Jja]L ■L-aLaJl 4_La2j]l SilgniU jAUall ,*-jij^l Alii ta-oj liUi ajj j tiiliJU (j-aLaJI xJjaII (JxilL jA al2ja]I (jl ^jic. 

S ;j 'U J AuiLjll <LijgJI AiLkj jLucI jLij fcl426 - 4 _ 15 /j 90 j>3j jlj3 (g^jmiB eljjjll J"V" j-L-a! JiiJ J 

S ij la il AjJJajII 4jjgJI AS! laj (jj£j ' " Ua J . 4jjj j££IV I <Laj£iJI i*il'ajiU'\ 4 J > nl > a g I till j£jj^]l Aa.1 (JjSSJ Aj£i 4_aj^i ^^it 

Cjl&aXaJI l***'^) 4_LajAx]l TCJjlLall AjjSj aCJjI. 

AjLagjuil ^j a i iaj ■ " Ua J 4 dlj jjjV I (JiLi. (j-al J i aj| jijJ 4jLj (_«_j^uul ^■uLalj 4 /'""'" 4_lu]I r ' v *-'*' ■ "' ^jI_j3 ^j aa IJJ tLatii. 

jjjLaj j Aijat^i AjLujl] jta'i.ioll » j U"i , jj j t^l^jl La jl£jj » J laJ i aj V ' " ua J a-laJiuiAjl Aj_jA '"'/"'J tS jfljuLttJI <lLu^)]l ^ui£ 

(JLujjI 4 AaC. pLul j^'»"' (el AjIc. i— 1-la-i jj (Jjj^ajl <_Jj3 jj^ AjLuij) aJ La (jl (Jjiluial] -l£jJ t<_Jjji^a]l <]Luj]l i-.ia.L-a 

(c-aSjJI yS_«^l JiLi. <j* <Luij3l. 
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liASaJJ 



• <^JJ^ (jJc AjjJa all Aj^JajII Ajj^JI AjLkj jLojcI JUL ft 1426 _ 4 _ 15 ^ 90 a^J e'jjjM J"V * j'j^ 



£ J ^ 



•tS'^JJ^f — ljJ.lL.-_ 



^^^"\ i urv 



:* 



j K . V'-Jf- 



**.- 



"MSURM"-,.^. 







5 ;<MI AjiLgjI 5 4 ,gti aJLLj :4 <J£jJ. 

1. AaJ AjJjJj£]] tliLoAi. aj^aj .(AjL-J-JI *j'jj *Mji lAjJjjp— tyl S ^j<^ II j^jjjjp^lVl OLaAiJ] SjU'ti AjjJI JJJ*J 

/JJ-ftJiAjl g /Jpj lal 9 a]J A9jp g^l g. 
2. 4 liA I _! fl jl jj Ajl ftj g A^o gxxjl TLJlJILoJI 4 Uj g Ajjla all Aja^JI aUaj] AjLlajJl Ajjjjl /jjj (_>al£j]l :V "' 

3. L^lac a£aj jJill Cjls.l^a.^1 j dlLuliuill jj_gJaj) J^ayaxW ycJjLLajl Ajjj] Aj.1^Ijj]I j 'LoAiJl (_gj"im« ojUjI. 

4. CjiLaljt«ll (j^i j' raHll aJlt jjLoi^a j al _vLmVI AJ_a£jj: j 1 . ijlU^ll ^j^^l jjSjp. 

5- /^S^jj] J ^!jA CliLjj'y AjjJajll Aj_agJI Aaliaj al l^lmlj jjialjA]! Igj ajii ^^jll AjJjjj^lVI Cll!>L<ilaj]l jj^il (jLajJaJ 

A-L«2j]l CjXiIxJI. 

p j^utail cjULjiaj : 




A-pjT.nll Ajj j*]l A<U^\I 5 Ajkylil AjjJI 1 p j jA« I'll'ajtU' ; 5 (JSjlu. 



J^-ajil ^i ,_£__i!l a tIaJ: 















ojl jj 4-jl_JJ 4 U,„lj< LgjLijI aJ (Jill 4jl3_ja]I Ajjjjj^l^/I r- JLojllj (JjjJajl (_£-la]l cr^ i*"'3 j ijJjljJJl S llJI aliaj I V (JSjuJ 

JukU .( http://www.ncdc.gov.sa/pkiseminar2009/clownloads/iiiterior.pdf ) 



^a*y 1 ui^oll ^J_aLa 



ig -^ 11 laLa jj 1 "** a i Iajj eLajjjl IAjjISjI 



1. i«jUI : 

-<j"<.\\ jjg nnli (jjiLjlo a»j (AES Advance Encryption Standard) oLajLt-aJI jjiiu CjL^jjIji. __>^ii jxi 

Aia^jlj^ t j-o IjLal jj£1 Aa_i j ta2000 ie& bA^Lel] dlLiVjil 4»aj£^ IfljSiia ,-j]l ^iiuiill (_)l£jil j»a i_J£-lu jA j 

CjUUJI jjL£ o"^ (DES Data Encryption Standard ) . 
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ji j* f>^^t J^ j (DES) *&ul\ jrti?*ill o"^^ 1 ■ jll \'""' 1 *j ,»2000 (Ac (J ajI V) JUI J IjLiojJ jjSVI ja AES j^->< 

jjjU^U (^jlajll ^»-aJI tij=>.i (.1997 j»lo yi j (ANSI American National Standards Institute) ^Lio ^j_>>La] 2^1^ 
- aSj all ^iudjll (AES) diljLijll j a ''■'"' ^LaLa < " il uj ■ ■> u^~» ^^£] (DES) 4_ilti]1 Jaj^uoll j ^jjLa-all J3'°^ i j 

1 j - SaJL ■' oil t- ua aJI ^5 Aj >uJl tj^J j t f A3 UL<a jjiJojl A_lo Jj jl j^. j jSj jl 

2) JiUiaJl jjq.inlt .^'.,,. ; J (Symmetric block cipher) 

3) AA.laJI L-J — 1 ^Ua aJI ujb ^4j tlA" ^ ' " V^ .' ,~ rt ' ai C^ ' . s ^-' 

4) s j^?.Sn ijj^ o^ H uvir.i ALli A^ajjjiJl ljLu^ HijL jjS ji t-taj (hardware^Ua-ajJl J (software) 

• t>Vi 

• Ajjj^ill j 4 l-il 1 11 ill j SgliSJI 

AiKUl 

j-^jj i'uii'^ j jLajj j'j?- ^ uiUall oiA J jli (Joan Daemen and Vincent Rijmen) 1 Sja L j^t 

j Aia \ \\ j±i\ 1 " * ^0 1 .1 j Kijndeal 1 g m^"'; a ^. ^>nl Jl ajj^ij. 
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2. ^ 
^Jjjj (AES) 1^>A^ ^ g al ^aJLoil all i a CjLiauk (c^* c3^^' 

-^"»ii jji^ill (_>uljlo(AES) CjJI : ^a j dsljUJI J) SjLi!U o^Ls cJ-i^j o***. - ialuj(Bit) i CjjlJI(Byte) < SjL*JI 



a^ilLtul uLaliJI ^uLa (Jj i gl aS ^jc dl 



(WordJiAji^tti-Jl (Block) Aijq.^J \"j^\ j (State) j&\$ 'a'.- ~»~ j .(l^j^^ll <J i -. . ^^J j: 

1) dull (Bit) : J IgJ Jj-a^ljaj i 1 jt L*j <c^-J^ f^J^ (IF" .J^*^ W - ^ ' " M^ O*^ *-^-J J' ' al ic& j (b)- 



2) djLJl (Byte): J-ikUj l^jc jnin ^l ju:8 jj jj^" t^' j Hexadecimal j l^J j-ojj" j (b). 



3) SjUJI (word): 
<&j^.ill(Block): -^-..fl jjiiill (_^Ulo (AES) 



5) 



lg_I j- ^ J ' L ~yW 4 U-^-*J L j' '—-^ 32 (j-o ACj^a^a ,-A j (w). 

128 tjc- S iLjc ,-A j < ya ujjJI l£I3 j uaxaiil ,-3 Ac- j-"^- ail ~ la^iuij 

dy^j 16 (J-^-*J ^-« l£'« 
lll)1 JJ Ai jIa^lajI j \ a1 *' r - (j-o j^aJC (J£ u^- ^ J ' 4 x 4 <**jQ- a^all o i& -^ a (j j5Lj j t duL 1 6 /a-lc AJ^L oa3I . 
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Figure 1 : ^J a.^-„„ji ^USII 
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3. iwjjl^ Rijndeal: 
y'ljLal] (Jjia^ du 256 J diJ 192 j CL U 128 jaC^J Lgjl Ua£ tAjjJalj^)]! Cjlaji^a-all 1 " ll jj 4fr /e^- -^"*J Ajjaj^jlji ^_A AiaLuUJ 



AiLla j( layer) <iu« ajiJ 3 u^u. <LL J£ *.& j. 
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Table 1 : ^tiLJI -~~ j ol jj^ll iic jjj ajDUII 



1) Forouzan, Behrouz A. Cryptography and Network Security . s.l. : McGraw-Hill, 2007. 
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4. SjjJ JS J%» : 

1) J^VI (Substitution) 

2) i . uM I (Permutation) 

3) c >11 (Mixing) 

4) Sjj^Ij (j^UJl ^-UiJ iUUbl (Add Round Key) 
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Figure 2 : -'»'-■" jjiuull ^LIo CjLUJ JSja (AES) 



alSjl ^1 (j-ajj-aill JjJ^J Aj jj$ *nll 4jI.}j J^ (HeXadiCJITial) ^ ^LIL Lo j t_ij^ J£ r^JJ l£^ J (2) Jj^aJl -' SaouAj 

J\ '■* ojSII oiA Jjj^ pjj tA-oji (Hexadicimal) . ^^lall jA£iil o*y^ ^ c^Lk-i^ll jV j (AES) 
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Table 2 : aJ aLLLJI *Mj l-*j*. JS r^ji Jj-^?- 



J^VI .1 (Substitution): 



Igjlc (jilaJ j (SubBytes) - vl"..." 4.ilaa jjc. Jl-liU AjLc. ,_» j S-BOX CjU._^>i_<ij Cl^-IaII Jl \"-' ^jJc Jaxj ^ill j 

-i^*...i. ^kl S-Box 16 Jl ^tlaJ JtUL i CjjIj 16 JjI»j U ^i Cjj 128 UjaA J Uj j iCjjlj JS1 S-Box AjUJI oiA ^i. 
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Table 3:1) J^VI Jj^) 



1) Federal Information. Announcing the ADVANCED ENCRYPTION STANDARD (AES). November 

26, 2001. 
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Figure 3 : J^VI Jja?. (Jja 
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Table 4:1) ^..,<;,H Ja^vi Jj^) 



1) Federal Information. Announcing the ADVANCED ENCRYPTION STANDARD (AES). November 

26, 2001. 



i . ijM .i_j (Permutation): 

Ifeilc (jl^J j iShiftRoWS) qa IjjJ i ijjj ail 4-iJJJJ (2)1 Laic- (AjJJ alJJ (_jill ' L^all =Jij ( _ r lo ilij duUll (2^-°' J^" c1<«J («l 
jjIj (Jjl Ajl£-a -~;' all jLuull t 2>° ^-^W Ujl (j^*° J^*^ 3 ( 1 ) ' a ' ^ J 'fc/s-^ C^' *^ -J^*^ *^ (0) ' **^J (j^ ^-^ /c^- J • ji*^ t* 3 ^ 




Figure 4 : ^L^ ^_>^ shiftRows 



4jU»JI oiA ^jSa^s jUjV j (Inv shiftRows) : ~jj> ail ^ LoS CaAJI (2A-°i j^ u ii< '*.' j»j*j- 
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Figure 5: aJ^c ^_>i> Inv ShiftRows 



£jA .£ (Mixing) : 
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Figure 6 : 1 £j*11 <A*c- <^jty) 
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Figure 7 : 1 Ajial! 2iiji-aJI ^j^)) 



SjjJU u^UJI ^ULJI AiU^I .j (Add Round Key): 

a-lflj-all j^LJull ^jIjLo j-i 4 lLaC aAl oi& j(AES) s lljl jLaaul « J aa <jl ,JI S^jjAllj (j^aLkll ^IjaAll <aLjal ■* iLaC 4_loA1 (j-a^J 

- iij all j ;q uSjII L^Uio (AES) jljjILJI a1_^j ^ n i nj U -^*....j (Key Generator) <j* °jj j J^ r-tiio aJjj ^^Jc J^xj ^ill j 
tljjILJI ^j* jj^i ijUll SjjaII r-Uio • aa ; ^LLaLJI oiA ijij (Key Generator) x_a^. ^ ilAijL axil a-os. 3 ;lnr. j t Siji^^ali «_» 

JLi_o ^ GF(28) - laJluij i^\ XOR -i»j°' axjl j SjjJI ?-tlio jjjj La. 
JLi_o ^ r- jiall j » aaJI (jl Laj j GF(28) - laJluLj LaA^ilS XOR - laOxaJ ^1 l\q mill (^j^t n ,_jA SjjAII ?-tlLo AiLjal AjiaC (jli 

j ;q uull tda ^ AjLuJI (_>jiij. 
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Figure 8 : ajL° XOR 2)4iji^J1 j ijjd\ ^\3i* jjjj L») 



1) Federal Information. Announcing the ADVANCED ENCRYPTION STANDARD (AES). November 

26, 2001. 
2) wikimedia. AES-AddRoundKey. [Online] http://commons.wikimedia.org/wiki/File:AES- 

AddRoundKey.png. 



6> jjitijll: 

a-lilall jjiikjojl (JjjLiLo i _3 Cdl^Laaul oi& al lajxal Aj1j£ ^jc '"^-- "'''■■' jjVI j (AES) <jl HjLuj 1 ia > ^j^ Lo£ j jj° uoll lila j jjjAwujI ,_3 
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Figure 9 : 1)j^LSj1I ^la j jjLiSJI ^ jljjILJI j CjIiLuJI i . ■/■ j") 



7. tyiiUI: 
- iSLail jjiiioll (_>jU1o -'■*■ aj ^ (AES Rijndael) *» « v^"..." i_s^ui j^jll o j^.VI jLuc-YI tJJC ,j JA.I i - Lja ( AjS-c- Oli^al^aji 

(jli .4q^ n)\l - J^ g II (j^ 3 ,*„'"T- /c^-^ -^ t(jl_Jja.VI ^>« £)J&J)& all (j£-<u /Jill Ajal£3l dlLojLt-all ^)3jJ ^ Ajl V| AlilaLuU ^o a£.^)]lj j 

i-iaj lilJ^S j t jflAall (_>*ai3l J ( _ s i^aYI (_>*»jJI (JJJ L" 4-Kilc- (_ji *liM-J .ajSj - '»"' all JJi liajjl (_>Jji<i <_yi ** a^aljoiajl ,*-JjVI dlULudl 

A-o^la-a ^1 \3jj V lilj^S (^alja all ij jl^jjl ^j^ »\ ^'"■"' l al ^_>« Jj.? A . 3 A /* IaJ Lo-o t jAxhaJI ^j qjII j i jixiiul ?»-Liio ^jjj 4^aju1 

j a^kHjaiAll f-tii&II Aj£-a-all (— )Vl aja.VI A^Lfta ujij ^jl aA.lg-o]l /-ic- J..'"*"' 1 "..' 1 i ajl j ti_fij^iJl jl j£j ^Ac Xdjx-i .Jill I— iLjjl i aa^ 1 

-^"■«n jjLiuJI ^Ulo t^ijll <_ji (AES Rijndael) 3J aaJI j <cj*A\ j S-LI mill ^ £">« J' aal ja. 
1) Forouzan, Behrouz A. Cryptography and Network Security . s.l. : McGraw-Hill, 2007. 0073327530. 
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?\^aAjaJ IJLaij l 4-LoVI (_yulL«]l 'HAi iJ,$ ,% ^Lo! 



LlJaJU aftljjc <jj .loa.1 lIuj (^jjjLjj! :A_ula]l 



i -i }ji aa La AJ liol-laiujl .Axj aia toLiaJl ^ 1 j ■» Ail£ 4_S LjLal Jaiujl ilA ■"■'■' i " Ua tdujjjVl ^) L ■""*; /c- -"^ I* jLlS jA (jVI I '\j ■ ^ r - (jjj 

(jli (JjIaajLj (ja]j t"A_iJjjja]VI C£LalstAjl aj^-Laj c_fl^)*j Laj AiLjia jc aJj Ailia-all Lj!lLaL<-a I . UC-1 I " la ; ■ ail (Jj tJaSS AjSjall _jj-al 

i4 aJja all Jl i"i-vNjM CjuLa&j ill\ aa-gJI Ajjju _3 t flja allj j;;^ p-lijjVl A--o A^ala. L jj^ w"w..^l i . \\e-A Cm* ui J3 diLajIa-all j-al A j ■ a3 

jLajjVI ASL^j diLajLt-a (j!Lo jj^s-iaiuiAjl (^Jj Ajj-aa-ilul j AahL aa 11 diLo ^Ax-all t al IaIL ul Jl — Jjl iJ^ mj — ,_»_ujj ,JjIj. 

AiaVI JjuILJI AJlla ojl^ jl (SSL Certificate) dlia (AajJaJl CjLaa^Jl eJA Jlal (g l^aoU AJUillj Aa.j^>la-a]l JjIaJl JaJ ,-A 

/aJjIj AjJjjjalVI Ajjlajll dLlLaLt-all i -i Aj-^ala. tdujaJVI AafuJ Jc jjLaLiiall jjj Afljll AjjSjI jLtillj ,_uiijjl r-lHa^ajl AjUiaj lg_jl 

jj^ajtJI (jJJj r5 ilaull jJjLj^j! jjj o >J^ ^Ai i . lliaJ 

U ajla. jUall I ja jl£l c.Ij*jj t CajjjjVI (jic jL£ jflV ASj^ilj A_L<Lujjil Aiijjll ,_A AiaVI (Jj^UaJ AiiL S-jl^i jl (Server) jl 

jl > aJi l3jJ ^.illj AiaVI (jjulLajl Aljja jjSjjj \j j*- a j>al (Jl ■ aj| ^3jJ LaJI Jl A^L-aVL .AiutJ ^j^-^- uj Jia. jl ,-Jj jjaJI ,*-Sj-g 

■wQ. flLXAJ) n aJLaJI jjj \ikj[bO 5 (fl UjJ . 

( jJiLaLuAjl ^l£ jjj AS^iLaJl ,JJJJ^ ?t-J^«sj (jl*i u^-LoJ lIloALuj Igjl ( flj^j t AiaVl ^jjijLIaII Ai^Ia S^LgjIi ^-11 AJlLall o^A j-fl (3^^ '" 
^j** ja all v'd' 3^ a g '" Aja-L^a jtij jl ,_j-« aAkHuLail aajJ AHuaJl a^jI uu-v ^ dlflAaS^g Jj.. ^ Aa_iaJ >maj CIlaLS LjJl ( ^ l£ j 

AloVI (jajlioJ AAila (A^ofljll o^g ulU AlaVl (J^jUaII AJila S-llg-ki ( SLL Certificatet SSLt Aao^all (j* (jSaalU 

Authentication t ^1 JU^I (AiaVI A_ujj^]yi SJUjJI t c^jiiVl a!^ ^k jUVI. 

1. Ltjiail : 

t A_iJj^)j£JVl Aj_jlaail Cj^iLoLxjll jl tA;iJjja£JVl S^)laj3l ^j^-3-o jl ^iiaA^ba p LuJ t i _Jal ^llsV 1 aiL«Jl J cs^ 1 ^ ^* J' L - 1 ^ W >"V' r^^ c ' C5^ 

AaJI j£-aAjl jja yclual c (JLaC^l (Jla.^j A luuJI j3 & o-lc ul \^ j*a a^J o^Sjj Lai c-jLaxjl jl aJJl £ya c-Ijjjj Lgj ^jIaulLuI ^^C- Jl _jj 

(Jjjia jjjlia j-i jLjjia ujj3j]l Laj^jj tijJJ^ Jljai] Aa.laj Ij^jjlj aifl «.!iL<mJl Lai tAfraul i aJ ^ujjal AJlaJitj Cja_jll (j-o** 

jcillj u_ fljaJl ^a jjaJl ^ CiiLuu -13 (dlJjpjVI A^ui ^^Ic Al^alaJl CjI£j_lJ Jl Ail^aVlj t JllJa.Vlj S^ajll CjUIaC- jlfl JjLLiILj 

U.. '"^ A J jj ^ ^'1 A-aa. j diaJ ^ ml uja diLa^alx^ ' j "-«} ^-^1 .*• laoxa all 7* J > al L-Ua . CjL« jJjl-oj! j-al AgjJafl AjliS aJic- j-o a jl ajll a.2^J 

La^-a - g J -^ dlLa^la-a ^fl| 1 . iliaJ ^J^ LS^JJ^^^ ^->* C^^ f 1 * -0 ci^'-*-^^ j*^ 1 pjLtjl I.1A t — , A^W j*a ^^ ■^■^ c " ^"^ ^ <i * •f-V^ U^°^ O" 

Alull o^A fgk (jLaVlj Alili Ajj5j j-li ( a l^j (AijJa-o Jjla-j (jj^ 3 pJj2j ^-i S^c CjI£jjIi j Cj1 aiala '"'» ui ^ I ^'-& L)*J 

AiaVI (JwjUaS AJiIa Sjlg ub u_ ijxj La jA JjlaJl o^a jjjl j^j .Aa.jjiall ((SLL certificate. 

f*>«Vl (_5jp*a*a jlS j ^-3 daAl ua t ^ J (AiaVl ^jjulfl-all ^'°;^ SjI&jui AjALs jc a uma AL uj AjlL (Jla-ajl IJA /-3 <— 1 ^-*-**'" (Jjla.1 cJjjoj 
<Uj| (jJL e^jlill ajLll aLuI ■a^aJ-oiAjl Jl Lgjj^iJj Sjaill J;^ ■ id AlLaVI (_>^*J J^^ 4_ljla-a x-a tdujaJVI ^L^ J Ailllj. 

2. AlaVl o-i 1 ^' ^a oJLj-i (jAl-a SSL ¥ 
AlaVI (J.iijjll.ftll Aids a Jil g » : ii Aj^La jl AJjSa Agjj ^-£3 ((SLL Certificate t ALla : jn . ,LJ { j^aj^£a Jc cjjxjll Vjl Liilc ^Jaj 

AiaVI (JttjllaB(SLL) A^jll pjlg ull j. 

AiaVI (jajtUl AliL.(SLL) : 

AioVI (JauIIaII Afl^Ia (SLL) AajJj AjJa.jl Jj£jjj^)J jc SjLc i _ ? A NetSCapet (^^>j-jj (j-ol JLl-ojI c-LIjI AjI jj ,j-a t aJ^Jl (jl£ 

aJljaJl J^ (Servers) dillij cj^>la Jla.jl l$j JaJj tdillilll (JjUl *^^» J SjaS JjajjjJl 13a -^"'-; tllja. CjlaJj^Lallj 

(JL-aliV I I JA (jLol AjS jj j-a j AjjLajJal I a JlaJI j ptflj-aiaJl j jj^Ltiajl UC. . 
^jjjjj]| AjjA pjSLi lOAj jajij aJ j-oj tA_La3 \ll CjI iii uul J uj \xj Aj^uj j (3^"J O' ** ' a ' J £*-^J^ r^J^ '"* V^ "'^ cJl >^II — (J-axJI IJ^J 

Aijfl^all Cjblg ni\l Jl AiL-^VL 1 g Lj J-a Ajti^all Cjblg ui\l oJA Ajuliaj SjljL . 

Aj-aa_jll ftjlg uill : 
AjjjJajVI AjlIIIj lJ&jxjl La jl ( Ajj^-II qa (jSaall / (jjAi-ajll) Ijia ^j^lJJaJ Jl <^JJ^J '^Hj j' Sr^ CJ^ ^^W^ LT* 'S^^' SJLg_»ljl 
(Authentication) jA J* Aji-a J^Lull &L (^Jll L >^ia_ k i]l AjjA qa JahlL Jju'^JIIj tOLajl«-a3l qa\ LiajljJaj J c_fljjx-all 

V a! Jjj^alall jaa uall . 

j\ (j;ix-a (j^aajjj jjla c-Ijjoj SjLg-udll oJA fc^Ill aj Aj-aLa diLajLt-a jj^-*-**' *^^J J' Lff^JJ^^^ ^J^ j'J^ Ajliaj (J-axj SJU ull oJA m] 

(Jla-all (jljJC-j ajlg ull fc^Ill aJ (j-alaJl aLaJl ?-tla-a]l j t A-ajojIj t Jj^palVI 6Jj^>J (j'-^" <-^*° ) JjJ^^' (*-^J^ (URLjAila. ,-i 



fi^J ^-LoiLauil aS^llj t aJil^ uj3| A_i^.!^j»<a S^pSj t S-Illg uul al ^iiajl (Jj-al ft.^g vifll Aj»<aLk diLojla-a ,_J| Ail^aVLj tf A_iJjjj£JVI xiJI^all 

c_flj*-all J\ Ail^aVlj t o^ g ui\l (ID) o^g ni\l oig_S AJ "U ,^\l j AJj^aII ^ail) 
(Jgjjjj j*-3jJ /gJA- A_lol uc. /tf^JJ (JjuLaJU A_iaS\]| ftJu uaJl ,jl3 tjxi-oj (Jj-L-a-o jj^J /gJA. A^SjJ Aj^J 0"° "^*^ l&uul 3'_J^ t*^ ^"J 

(jjjjjjjl i " \\ lift (_£.iaJ (JjS (j-o (CAj CLujaJVI a S ; ■'■' /*JC Aflj^jAAjl. 

A_iaS j S^U uul ■" ^ ' £*-^J-^ ' . ^^ ." fj?^- 1 r^ U"°J * 4 - L ^"^ L " b^JJLa^AjLAJ £*" .'"**' /c^l ^ J^ 4 ^' djli cL < LuaLi o-llg_uJ -l^jJ -SJ 

fUoKj (_^Li. >kVlj ale LaA-laJ : ua uaj •*■ '* a * (Jg j ^jSj cJjjj l£L ^_^LiJl a-luiJI ^W^ - U- ^-^-J '(J^R.^ diujA i^^sl] qa 

(_^IaJ1 r- US iftJI Lalj 'A m g uj]] t . \-n.1 , s*\ AIuj >ajl Aj >uJl <_JjLuj^]I USjuU AjLaau a lajAttij 5 JLg *' II t -3 * ' «ajj — uAS Lo£ — alaJl r-Llfl-all Lai 

^)iujj aJLujj ^1 (jl i " ua ; .Ajj_uJI (JjLuj^)1I t^jjl jjiiuojl L*ia ajLgc ,_i a lAjjual a al g ujll tilll *; (j-al^SI jjjji^il jLg^- /*i u3^ ^^ 

V ,-£] o^g ni\l t*lLcu (j-alaJl jl^aJl f-fl j3=S Ail i : ' ua ~(j-alaj ^\ji-*il Aj^uj ((j^laJl £ua*lL V) Ig-^fl ja-aj V aUII £U4a]L 

ja^fl u_fl >^ilj ftJiU uul L_iA.lj-(a ^a jlS (jjU Aj \jojj A_lal SlJS ^j-ojJaJ LiJLa — A^.1 A_ill jj- aJ 

^jjuILojI <LiIa o^L^jIi . A_laVI (JjuHojI 4 '°'-" o^L^joi Uj ^j . — ixj MLa LjJui llxal j u_flj\xj I lj£ ^} aJ&lLaj! £ya ^3-1j-j La . ,-Ac Lis \xj jl Axj 
(j-o jLS ^j;iJ S \Lu[loj A_lcl (Jl i aJl SIJ3 >J^J^ (Jl t "-V^ J (Ao-aVl ^jjulLajl AjUia (JjSjj \j /e-^- ci^*-^ A_lg3 j S^Lg-uJ (jc S iLiC ^-A A_laVI 

aJil g ni\l a'^1 tAW ftll ^jjj^VI <*-^J-^lj |j ^°- ago ^jju) aJilaJlj ^-q- ag^Bl . 

ajlg-^j ^j»j ^ ^i^A J J! ^r^ 1 U^ j-^j (EVSSL Extended Validation SSL certificate) sl^ ^ SjLic ^j 

*_3j-a]| L^ilLa Jj^ A_i3LJal diLa^Lt-a UJaJl a > <aU Jj t^^aVI (Ju-ajVI (jLo^a /JC' laSfl ^cLujj V (AiaVl (jjula-all S-lLgjIi £ya )J 
A S j '*' /tfjC- A^j-ajl I^A (j>-«lj AjalAj-a-o ^j-a Jj ^lll te-lLg-udjI o^A di jAx-al /gJjl (JJJjjjI A_li& JjS ^o o^jAaj aj ^^jIj ^-Jj jj^IVI 

dujUiYI. 

iIjL&jLlaII (Jfiji Aial (JU-ajl oUfl t 
AloVI (jjdjliall Alila o^lg ni ?ljjj (SLL Certificate) jj > d X^lj-a -l^l J) cSllji.^ ^ixi .djjlljyi A£^i jjC (j-olj ftJJ-a (JJ-^J 

^1 jl ,_ij^)j£JVI i^iAi^>J jl (jLojjVI A^Uaj diLojix-a (JlLa Aj^jjoj CjljLiJ (jUk^l AjaJ^a ^_ll CjlaAi^ul tiL CliL^a jj ,_ijja£JVI 

Jj£jjjjJI j;iij Jaa^llm tiljl Jl AiUjaVLj fi "Jaall" AJjLI UjjliJj til] j^ jaj ■ ■■ ^»- alo jli — ^"'-*H j^aaj CjLojLl-o "http.." 
JI"httpS..." - S-JJjil Cjlal^a Jj£jjj^>j ^ AloVI A^-uull - (http)(l) J^ ni\l J La£ X5>all I^J (j^laJl J^j^ll a-ujV (jjfobftH 
,j-a AiAx-a-ttH j AiaVI (JjjjIaaII Aliia Cjl^Lg_Lu (^-^1 ' j ^**'^ Aj| tllia t ^j-al Aj<_o (J-al*jj /C^il ^_Jj^)j£JVI A^j-all I^A (jl /e^C- ^-^ '- a - a ' 

x^j^jI IjlA Jjy^j dlij A_Lalj o^jjLq olJ2 \jc LjJLi, djLa^LLAjl Jili a^akj i ** ua (A^jjja A_g_^ . 
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Certificate 




General Detata Ce/sffcalson Path 



Certificate Information 



Thil Certificate ri Mended fflr the fallawiAej purp£tl«(i): 

• Sisures the KJenC ty of a remote computer 



■ Reftr to the rei-bfia&jn authority? statement for detofc. 
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2 J^l 



(Firefox, Internet Explorer or Opera) ±jJ\ Jj?.jj °_>fM (3) J^l <^ l-^ j.--i-i jjL jljiJI -1=j_P aJ j^k: lJ>j^ 
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-) Starfietd Techiwtogies, Inc. |IJ5J 



3 J^Ji 



\jC. Igjl j\ 4_lal (jjutiLa AJJuia S-lLgjIi l^ILcj V Ajl Lai I ,j^l >iC- ,— Jj jaSil A^^o ^ £ " ^.^-^^-jl c^JjULij (JLk^u pjfii LaAJC (^JjlLaJUj 



• ? eljjiil o-i& g I iVi l A_iLaC ajj t <*X 



/e-jj JJ^jj /*-^J-° J ** -Q ' aHall ^j-o U£ ^jjj Aj >ujj Aiol olja (3^- AJjLa-o ,_& S^U mil o-l& ,j-a ,-_ujLujVI * ' a ^&" (jp HIJ^J ' J^" LalSj JaJ 
AjsiL^a-all A_iLa*_j c_ fl^>*j Lu a^UJlj ~ 3 ■ aJ all J^ ^Vl J' ■ aJlVI l^& <_<-!& Jj- — Jl aJj(handshake) t A_iL«Jl o^A JJ^J ' - Ua 
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4 J^JI 



A yiiaJI ?-tliaJ S^ij^La jjLuj^)J -»-a- aLallj a-ILLII jjj <UjujI^a1I 4_iLat ajj 1 " Lla t4_Lol SUfl ,-Jl _jja.VI /^S (Jj-siJj SGSSIOn key)) ^a**<*ti 
lAial A uja i . ilia) j£ Aic LijI jJuf- AjLuojI ajj 4 uja ll r-Ulfl-o ju A UJoJI ,-Jl UA aULajl ^j j-la_jj t a^LiJlj -wq. ,V^il j^ jL£ jjj 4_iic. 

ajLiJl j ycAuaJ all jjj . 

ajj^JI j* js^-iti (Authentication) 
ajjjJI j-a ^3°-^**'^ ~j^ °^; ''»'< mLo i . ic-jluul i Authentication j < t^LI /^-a-a J^- 3 < u„ ^^ j^j tj^aVI jLajja] ajaaI j-a ajLoj 

4_»-a (J-oLxjj (^iil tdjjll ,j-o ?rij-aj (Jj.la j i_fl Jiajl I^A CjajS La-iJCj ; j^jj»a]l (jaaJ diLajI*-a (C\ jl jljJC- ^-j 4_1Lujj cj^jia 1 " iLJj > ol 

iaa a jljic ,_ll IfrlU oj)l Lajjj AjjLojjVI ' j '"'^ laj CjLajI*»a Aj\j£ L*iia i . lllaJ ! 

Jjj-uii ,*-3j-a -ic 4 i ul up ll Uujj 4 i. .^1 -^ M djLijJj(_*i u^-^] |j ''-" i ■ UiaJ LaAJC <•'' Ti j"i'i\M 4Ai^ Ac Lix^s LJJaJ La ajj tail ; jA IjiA 
jl*i £j\j — (3jLJI JliLail ,j i—fl^lall jl — ^Jj-aill IJA jl j fi i bj V t*lj| I * Lja ( Ajua J-oLxjj ^ill ^jjj^VI t^jjll £-£j-o jl ^jjJ^ll 

iUi Sj^aLJl CJA^SI jl 4-^.jIi! 

«_a^o 4_u-iaa_Lu (JL&jSI A jJAatJ ^j\ja all (j-a ^Ac ^jij '" V s - ' dijoiVI a ^ ; '*' /e^C- ^ilja all CjI£j_uJIj (JLua-VI ' " d U Af "- (J_>«s Aj^aJl l*11jA 
4 l .-1 . ,--v dlULu J Li. J I c^lla 1 ■ UJaJfl <■ I'g^. l^IujI /*-3j-o jA x^^oil IjlA /jU (JxojtJl jl p w"w ,-^ll aA jj '**y* ; t ^jjJl x_al a«a J!La ^jj^-c La 

■Uj^ajll 4J-aj» J <-JjxJ La I^Aj tLgjS^uiJ ajSJ La ^^>1ij "Phishing" CiJJljVI ^f>J (jic. 

( ^jox ja all pVJ^-J AJa m A ^ ■ a j c£j ^jl /j-a -s w"^ .-^u ^-v**< jl c cduaJl ~^**» u u-v ^ t a JjSj j| IajIS al j 4_i^\M ^jjulLall 4 q i U o^L^juJ 

AiaVI (jjulLajl AAAia S-lLgjIi jl L-Ua foLLj (JL?- U^^*"^ t jJ>-a a^LiJ I ajl mil ii (QOmain j^ jL^j jLp j-a (^flaall ja.1 j-a J4«-o 

x^l^ajl o^A jj-aj j^-aj V 4-jl /jll A^LjaVLj tdij jaJVI (e-^ jLp LAi * i^^J SAiA.j UJ^ W^^ C5^ '(0^° LS^J-J^^^ <*~^"°) 0^° 

S^Lg_uJ (fljC' (jjjjlijl 1 " ll J )A c£^ A, 3 L)* lBj^-?* 6 (*t^J^ ls^" l3j' ^ j! a uLS -^ t JJa. Vj (j—LuaVI xSj-ali AjljuII ftJil^ uul ^cjoU <A ^aJjjLajl 

(Jajiall x^j-alj {Jl a all ajjl (JjiAJ ^^aaj) 4_jj^-aj . 
J3 I La ^L LulaJj fa^jlj ^Jj^J |j '^°' atLa jli 4 4j-a j-aLtJj {fi^jl |j '\'^ <*-*J-° j' ' ^J^)*-*^' (JjjouII A-Slj-a j-a {fil /e^C- ^ji-i ^i*3 

• (jiiir AjjaJ -^j^-j j»^c-"; 

AAjfuJ-all xilj-all Cjl^Lg_Lu fljlc J S > aJ V 4jjj^a]| (jjjjUll 1 " ll liA jl < " Ua (AiaVI (JjaJuLftll A^JJa o^Lg_Lu lilLaj V xij^a]l I^A jl /»i«-J La-a 

lj i aJjl (*-3lj-a jVI u-aLtJJ Lajj dljli tdli /c-^-J ^ V 1 ^ f-^J* U^-°l (j- * 
• i J Ui. ^."« ^c _jAUall {Jla-allj Sjl^JiJI ^-i Jja.^all J a all **A (^jUaj a^c : 



^JS J 1 "~ ■ -^ Ct q ' jjajj ail J ^ ail ^jl jjc. ^j Q 'i ^J aaj <ij ^ o ^ ^ ■'" jl 1) g| jl o jlg-udjl ^*c-uij LAJXaj V *-3l 5-^ jA (_P-a (j . . ' " ^ "''** La£ 

* a ''-^ * uW-° U^ v^* U "**' * ^ ^ ■"' )l li al . 

^jl^jjul ^jl L_lja.j liijl I " Ua tLa q^)C- pi ujii jj^ igi ajl^g '— ij )*-ajl ^jj \Lal *-3^-a LS^ UJ^--^ 4 L_LaS liljl /^a- U^-^ jSajl (JJJ 1 "'"j 

jjjLoi »jj^a jljic- 4 uij jA »'■ alall iaJj^ ^^Ac 1 . ijjS all (http://WWW.amaZOn.COmA i lift lijj^aJ '^i.'V "*^° l ""'•■ (j^J 

(jljjajl iaj^LU /-ic- L_ljj£-a (_£all (jC- ' aJja a Jli-a (jljJC- .l^j lJ&jxa liijli ~lij1 ua lj^)£j La£— Sjlg uajl Jj 1 al 9J <J1 I— Ua 1 jis tUaijl. 

• (jjjjoll ^JuAj Ajijj^o a^c CAj S 11 g >j3I /cic- AjLa^all: 

l^Luj i—a^j-j i^la °- ag^ ^jli AjLaJl iJlA Jj»a _3j c 4_Sjj^a jj£- d ^ "^ ^1 ^a Sjlg_LU '<"■ Jj' — ■* ll AjAuLall x_Sl^ajl ooA (_j!la JjLaJJ ^3 

AjjjA^jII 4jLjj^)]1 eJ£J 1 Jj3> 

4- Cu^iJVi ^ui L5 Jc 4&3I rULt 4i»Vl u^li))! iLla aJl$Ju .. 3 »"' a 'I : 

4iu]l pljj ,-i 4_laV1 [ __>*ijLLa]l AJLia ejlg-LU L-IaALoj ' il£j t dlJjaJVI AjOtia ^Jc L_lLajLi-a]l ^al Lri.j]jj£j L-lj^laj ' aj£ Ljjl J 

i _ic "^Jaklr AJjiil a lajxaall t^^JJ (jl 'j^ *;* .4_ajLaj]1 dl!iLaljLl]l ^a ^1 7-Uijl JLxillj ^ » "/'^ ^Ijaull j;""^' c5^ J ' - aaajajAiJ 

'^J V ^ x_2^all aLal Aju 4ij _ic- ^_3 iAjM — 1 ]l <jLa^Lt-a ^_y* ^\ JLk^u fj$J LaAJC aU ^jLau « un 1 a 4jl3 ( 4 a 3 ■ aj A JaJ ul 

<Lauil Aj >.uiil ^jLajJa] 4_lal ili3 jjc >LuLa Jiiijj i-Ajjai * ■ al — 1 H Ajuuj ^jl j i I . l^gliaAjl . 

5. fc»MI : 

" SjaJI A^^j^aJI ';';.-;<;j ' " ^aSj cjbl^i t http://ar.wikipedia.org/wiki/ 
%D8%B4%D9%87%D8%A7%D8%AF%D8%A7%D8%AA %D8%B1%D9%82%D9%85%D9%8A 

%D8%A9 t 2009 j^^j 25 SjUj >L 
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»Ua.yi a* - Steganography 



clue- sq& (jj ^il^jc djj (jlisi :AjjI£1I 






c 
o 

e 



4_il£ SjiaJ 



jlS ,jl ^jj^flilx-o (OLojIxaII c.Lai.1 ^j3 j uajoall ^jS (jjj diLG^Lt-cJI (_j-«lj ^ ll aa J -j^»**<-v *t1 alxJl ^J ^jjJlJAajI ^a ' >A^ ' 

diLo^Lt-cJI c.lai.1 4 iVq'i ( a ^"i . CjLg j1a_<ajI /j>al pj^£- Jj-« 1 . --»1 -v Lclc laat ) I ^fl*'* * 1 aj ■*** JS Lolu t4_u^j *'» ail . — laxj Jj ]-- \>-> ■ --^1 

jjIj a^C /g-ic aljjl (ja^j^II A-a 4_iaAV1 tSljJJ I— b aJJ (£J^ diLojIa-a (Ja,|j Lgjlikl (Jjj^jia ^jc CjLojLla]! oi& .ij^ji .still plfl^VI /*jj 

liaj Si °^ all diLojLt-all -j^-j (j£- ( fljjj£3l 4 i^l ^"i-v I i . m-v"<\ cUj j 4_ifl^-all CjLojIx-oI] 4_LaLa. Lg_jj£ AJjia ; c-liOU A a I^JujaII diLojia-all 

.1j^.jj al*J V a^lg-ail ,jl£ ,jl AjV JS-J^jS 4_iuiL tg_j duxll j diLojla-all jjc- t a Ja£ II 4_iuiJ <JJJj 4_aj^jiall oi& al laJxalj . diLa jIslaII oi& 

?L^_La S-ltiiujVlj lg-J duxll 4"'ir-l W'w .-1 i t a^a, jLl^sI CjLgjLl-&11 il& 



AjLa^. p. LfljJal /aiC- T-lC-Lui^i jLalc ^jLulII o \3jj!lc yC. j\ o \iuLa c-Ijjjj diLo^Lt-all j^Ja a^C (jV lill^j o VJ^ 4_iaAI diLa^ia-all pli^V 
^1 Ajjjjj^IVI Sjl^jil jA tjiil l^A Aj3 J^>jj rflill JU-oJI jl Y) C^l ■> all ^ .lie ^ ^jill llfc -^"'■-; . CjLo jLl^II ^^Ic llalj 

AjjLall cjLo!1kJI takJI 11a Cjllnkj qa »jaJ ^*j I^ojj Vj ^LojaVIj tl^jljiilaj ^bjj (Watermarks) Jai^ djLiLac. ^ .^-^■■•; ^jfllj 

o^A (JiLa ^^^.^j aiau ^3 «-al uJl o^A a laJxa a j\ {G jiuLall ,jl ,j-a aC-^luj 4 L a jail diLiLaC £yt A^JIj t4_La3 \il djl a^lLaij QJ 
.13 c-LlujVI o^A (j-o !^j t_jjiuiiil ?-tla-aj Jxall <^K j c-lii-VI /*i a laLluiAjl «jaU^)Jjl Ai^>*-G jAj ( iil ^sj 4-aLal u JaJj>a3 t^Lo!y_aJl 
al*_j AllJjlLoj pliiVl Jc A-JaA1 (jLiJ j-jj <— S-^J La^ tAjkjjlj Qc. A aJxaJ SJfJ ,_)Ia^)C.j plfl^VI aJC ^-Ujajj Jj JUajI lift ' « ^j 



(j-a ^u* il 4_n]l_iJI (jlj t£ UjSjI AjjaAI j-a a£. Ju t uiuuil ale V aJJ La£ A-^lj Jy '***'*" .' V' ***V * aLuI o-1A (jl (_pa*jJl LaA^Lj .13 

.13 La-a * aiLal] 4 iajjUd 4JLjaj diLajLt-all j^pa^tj Ajfllui JlLajl I^A <J li] . (Jj»aI*Jl !>l£ (jjj 4_Ijtg_ll CjlSjJll qii qjJiai V (jJJJJlxajl 

aA alaJI I.1A jc (j_j3 uu V (j^ U ^ ' "^ *S?^ U ^**^J W^ uJJJl ale (JJfj .-g ili ClilS jjllj 4_LaAI /*~ ' > «aul J .aAxjl I-1A y^ ,^3 ~g uJJ 

a^J J jV 1 Aa, j^jU Lg-a* j-a (JlLail I ^A (jj^j ' " tdi^J ' diLa jiaLAjl AjLaa*. j t j-al ale ,J (jjjjlu<ajl . 

cjUjIslaII c.lii.1 *ic ?JIa^a^ J^al jLj (Steganography) j/v'yj^-V 1 j;"**^ t>° : stegos j g.lL*JI jl < aiLJI ^^-i*^ J^j 
graphia ((.sjil ^J^^u) c£j^ aJIujj Jib (cAjLu) U 4_Lujj e-Uil ajI ^^ic CjLajI*-a]l *lii] ale <— sj*j j ,4ij£S j*j Jilj 

SJJ*1a3I LjI ujjil dilila (jc ojLc <jj£i ^3 pliiVl J ^ a^ilubajl CjULujIj . -lla-a c_flAg-S ' JjVl <LuiJ1 -^j^-j c-liij ' fl-^-J 

(multimedia) ?*-al^J] ^■^^^ diliLa t jc SjUc L^^aJ uj^ ^j -^j^j j^^j*^ j' ^.>^l diliLa j t j_a*J f j-"j i>> ''^ 
(executable file). Jl cj^j j]| 4_LuJl ja JjVl tAjLJl e^A ^LajV o^-* jj^l^jc Jjj Jl <ruau p.UiVI 4_iLac Jj 

c.Ua*JI jl c-lx-jll ja jullj l$jUi] (cover) 4_LuJI oja c.UiV a^IumII. 

V 4JLjaj L-jLaJa-aJI c-liil (j3» :4j| Jc l_jjja».ja. j qxjlij^. (jj-ajlxll u_flj^)*j Ia j^)jl (j-a pliiVI piaJ C^^)^' c -^^)^-*-^ *^ £ ^^A 

J^aljllLj j^a*Jl CjVUi.j ^ all ' - Ua t^jjC-VI j^a*Jl J a1*JI 1^1 Jj^ia Jjl jl£ ^Slfl tAj^aJlubaH ?j^\ ^Au^ plia-Vl Jc 

- & \ ul j >*-^J j-oJ jLlallJLj a j5j tiiJJ A*j - a i " j j j jjc JjLuj Jl a-uJ j aJ o lu& ^jjj j^ J >*-*-" c3^ l3^^^ (j^" ' U J^^ LS^ ^ . ^^ ^^' f*^ 1 

L-lmiJl j '** J* J^ J ^jjjujI I j A la lull (jJ-^jl j-"^ '*^'*J I (j-a AiA*jl a^xj ^^ ^ -Ajt-a J*-alj!l]l Jl t fl^AJ (5-^jI (_>*ai_uUl Jl a^JLuj jl aJ 

(Jul /Jill >f^-il p'Ji' Jl >ju*jI J*-ajj ^J^. talxJI I^A jj^j >aiujlj Ajfla A^jjaj (jjjljjl *-a J*-alj!li] A L ■ u j^ *_awuu !■>» -* » 

t a uj£j i . iAaujI (j-a ■AaILujj C*j1 g^ull (JC- S^u A^jjaj LU^iJl u_fll Jal (jjj Jk-aljoll ^J l^>A^ ^^ C^^J 'AjjLuI A-iaLaJl LU^aJl 

.diULnll Jail 4_Ilujj£ CjI jjj j^a^il j 4_LoiJI diLajLt-all a laUjjjJ ^cJx^li tl_jjj^ JLiJl UJajll /J C-lfliVI aIc. ^)JaJ ^3 j ._jI^jojVI 

ujj^jj^ u^j^ j^-^j (Karen Korhorn) tjUc ^j^i t>a (SjI^j 5000 Jlj^- ciw-a^. ^3 jLuuVl (jjaa 1 ajaIUII ^ JaiaJI jl 

^J^ '*' '^ .^ ^ - ' ** ' a J dlLa^LLAjl Jc- '**"■ ^* t jjiiiuJl x-« AjJfljJl o^A pi ~"v'w--l jjj Ja qC . 



(jja 4_ujI^ Jl ^J-^J i^'-^ aLuI jA ^)jLuUjl al*3 .La^ii^ U_flJ^)XJ (_pa^)3U Q**'^ j pliiVI (ai^-J ^° '^**'^ >ic jjj (J^ f 1 ^' * ^ ^SV 
^^^.j c-lflil Jl ^J-^J t^iil aLuI jA pliiVI pic- ^ <UOj * JjflXulAjlj Juj^aJl V] ^^J^-J ^" i* -' U *^ C^^)^' ^.JJ' ^.' AjLujJI JLuj^jI 

tLgj 4_n*-a]l u_fll Ja^l c^J-^ '-^ c ''^ ^^ i* ^ U *^ '" V^." ^^Jl ^5 J**'^ A **A^ L>° ^)^S .J^'*''**'^ (jl J* ^—ujLujVI (jj^^ U^] *^^JI 

t _a k |jj3l J 1 *3 '';; AJjU-a ^pa^u Ajfljxa Ji^VI J • JjVI aUaII J 4_LuJ1 ^jja^a Ji^S pliiVI a!c Lai .Ia^j^.j Jij V <J^J 



.? -^^ 



,j^ ^ -^^ 



-■:■_ 



L * "i JlJ V 



--"_ 



Ji_>L ; .^.a: 



a!L-/' 









I '-.-^ iV' ■ ■ . -w ^q 



-'-t' ^.-_ -'_^-_JJ 



t*^-"" '" t i J " J - 



elaiVi fJc-j jjjiiiall iie (jjj AJjlLs : 1 Jjj 



-laJ di."lj jl t a *^Sj LaJLi. i!>liL<i dlLajIa-all plLkV 4_iwnllj .Alol£j 4_iSl£ ^jLai. 4 ^ — j- _>JJ*J V -^ tlAA^jJ ilXA laJlxal jJ ^jj'iQi jUM 
CjLftjLtAjl 4jLai. SJLj^J ^i^ ^ •'*- <1 ^ -^ ^- J i «aJ c-likVl 4_iLa£. ,j-o t i-i$j\ (jli (La (jl£-a <-i a „'°^ a diLajia-a .Ij^jj (jj-a^Lg-all 

plii-Vl j j^'''" 1 ^ s. diLajLt-all 4_jLc^ CjU^Sj jj^a ^£ J-lkHujI 1 lilc- 4-laj "At aa ail 



? lia.Vl ^*1U.1 



LgJLuj jl aj jJ-ii3 jl dijj-a i ** il a 1 a jl o i^x-a jl i aj < ftLa (jj^J wa LilLc- ^^jIj c I *a» il ^j *■ a LgJLk.ll (_jj >^ ^jc AjLuj^jI e-lflA.1 ajj 

*Ua.Y1 pljjl ^^ kxafa r>^J ajSlai ,Jj U ^ .4-iia-all cjl jlaYI J). 



itfcaJI flJLu, . 



' 



.-' j^ls uLkajjl^>- j-jJai 



^^-Jl WLhjJI 



•' 



(yJUn-jJI a»j) 



"-— J 



Jd»'J! bUJ 



CjLu jix-all elikl <&J >La : 1 cj v t^i 



y-affl fliiV 1 



^o l_fl >^ (Jjl (JJ^J IlXla tAUj aj <iJ >Laj Lai <&j Jail o^A <aJJJ ^J ~y Q^ll al-lkj-uju LfrJu a jl ^1 >ail 4JLuj \jl plikl (Jjj \la ^jc L^ilij 
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iJ-aA. puj jjjjj >gjI Jc i . la j**'^' L-Ua t^ >uJI ^__>*ajjl ^j a i aJ ^-3 AJjjill Sjjia^j ^^- j S ^j la ■ail AxjouI */tfAj l_ijjc o^c 4jj >^ll o^-i 



^■ij-aj J^klujl AJj_^ * <b£a Ia^I^xjj ^J^^-J C^J^' lB^ 3 ^"^ ^^ j(TaiTiplGt)t AaII JjaJxal AAi^Ia t UjoVUi ,j£Lai JJ^ ^-3JJ^=> 
J^klujl Alicia j tJjS-^ill a\ laluil ^^>I=« t( J lajxalj CjLaKll 4_lUal) Unicode Texts. (J^>^' ^^ t>° ^^ J^ -^ J 



uaJ AjjjxJI Ai]]l (J»aaj (JJ^JI oiA (j* I i oau (ji Ai_>»_a ^ [^jliul (j^i alj ^S A_kti.!SLa]l ^^Jc jLucVLl . eliiVI (J "Lo^kj 



-1 v^",.,yi i tcjjj; p I_jjVI jjSI (j^s tlikVI (j-o p jill li* ^4J 'C^J^y^ 3 ' *'* '"■-*"' UjjL ■' jj jlj^ill aJUj_)]I tlii.1 (JJ_>1=> 0° ™^J 
elii-Vl :A_i]ti]l (j^jiall .1^.1 al^klLjlj elikYJ ^>a p jj^l o^A (jjjiaJ .aJJj . elik^iU ,-Ililall iajjjjll IgixaJ CjlL a ^_ya jj' all Aj J)J-aJJ La] 
Aajjla Axjj .Aj^aI J3Y.I ' " ull (_ji JLkj'VI -I ialuib «.lii.Vlj ,-a.j-all Jjjajll -1 laamLl c-likVI tg-LSlall <_£jl jll (Jjjajll J-lkiuilj 
LtXaC Aj&jS 5»ujJajaj iab aj (Ju-o *-a (Jjj dajl o.lgJ .-«■ axa f >-" /_c-\? ^-° /c^J tLcj^ (j >Lajl JJ^l ^>-a A_LaAl (_JsYJ l " UJI ,_3 (jUk-SYJ • 

ix»»i JaVI cull ^ JlijVI 

*JJ' °^ c^ J4*"^ L>*° .JH^^ L - ^^y ?J$i ^ **-Hj^ *-^-^?- L - ^-4^ *JJ' °^ 0*° *^-°A^ LP^M dull JIAjjjojIj .ajlj Aijjiall o^A aI lazuli ; 

aa ^i jSij Ijjxj ii^i-; Y c-lii-VI AjLaau .aLjiil ^*-J Aji <_^A AajjUl oigj AaiJ-uYJ CjI jj^all ^ .Ajj^JI aILj^I JUjj'V ** -'''"^ 

(jtL*j jS jjLujlijj tj'-iJ ^-^ L)' *^! AijUl oiA ^ji oA^S o j^o ^J^J (j"° f^J^i •I'SU-"^ AjLajll sUi-V - v^"..'«ll <_ila]U sUaill 

olii-o JjLuij J >?-J <_j^ liLill Jl cJ^jJ J2 Laj oj^^all SJj^ ( _ r lc Jj^ JS slii.Y.1 (jl jA : JjVI I . ','*^ itUi-VI ■ ll JSSI i^C ALvaC 



^i^t s lii.y "a" (ASCII code 97, that is 01 100001) J&i cJI Jjj=^ ^ ' ^W a^L^ l^a»a (*Lkt) 0J> ^ Jib 

10010010 
01010011 
10011011 
11010010 
10001010 
00000010 
01110010 
00101011 

plikVl ^-3J_>i=> pj^l ^ t*3 a a^lxttAll (JJ^M J^-"' U-°J -^^>^' °-^ eg* Ig-ai^aOujI (j^-oJ jj' a3lj plia-Vl CjUjSJ lift J^V 

gJaSlftll (jj jll Jjj^ail Jjiljjlj (Discrete Cosine Transform). jj*-« «-J>^- ^ djUjia-all ^ «. ja. c.lii.Lj 4l^>l=^ e^*> <>j^j 

.4_jjmo11 ^uul aIa^ILuju jjAiilu Si q -^ ftJI dAJLull t ai muSl ajj V Ulc- L^_jLj AAjjUI sJIA JLLojj (jjAiill Ixla jj£jj -jjl jj- all j.* 
plik^U 4_xs^klLuixi]l (j^>^' f*^? 1 Lff^ cV"' ^ g a Jo£ (jl£ 1 al£ alia all CjLjLuII --^^ Jljjl 1 ftlS AjI J^M« S JL H O^' 

^^^.Lj jaJJj * ij all (J^- 6 j' L>°^ JW- ls^ UJ^ (J' O^*" 1 'S^J- L ^ a *J^! (J^lj LgJLi « jj jIjaSI AiLujjll c-lik) 4jjjlall o^A ^-3 r^lj 

ytSS c3>l]I : 

t 81 ■*"^* V A \ 4_JajC (jjiall ^>J^I (j-o -i*j 1 " Ua t c-likVI- 



aJJ AijjUl sift jjj . tjA^lfr^l JjS qa • °l *."<N 1 S^iajc. Ifr&J (AjjIjII ,j Cu 41,000) Ajllc JlajJ 4 ■» hi Sjjjiall oi* jtlajj 

*$* jjc. cjj JiSI JIjjJ (Least Significant Bit) j±. Cu J£\ JIjjJ Sy<i"i 1^. i^jLiu, aLjIJI (,i& V'°"j ' ^j^> SjLil J£ j^ 

1.1a. J . ai^la Igji JLa.jYI Ajljj jSl elia.^1 Ajalj (j* 4jjjli J&l Jf^J .^^JUJI Clbjjill Jib iSLuijll JlajJ Aijiall oiA ,J aJJj 
,* -''"'"' V Aj^jJjII (j-lVI (jl I " Ua olia-all dlLojLL-ail AjLtta. Jj^>lall ^j5l £ja Igjl V] a i aia J all 1 3"'* i a ^_ya *£. j?Ll tlAjjljll ,-i dlj 4) 
eliiYI a ^ rtf " <jc- £cjLjJ1 i"\y ~\\ i ^jij^J^]! J^-*" SL>*-^ (1P-^ l£*°^ cs-^J Jj/'°^ ' "^ U^O^ cj^laj ' " s j i ajl ; i— fi!l\jiVI JJ-°J- 

LoSj j = iLialll Jc jl *mU jjli V ilaiill oiik ^^is. a jl *ml ji Y) ,»I»JI lift U-o-^J (^jII 3 hla II ^jljill j SjjjSlI 4_loAYI qa ?£■ jlU 
_jl ^j;-jij (jlajujl I ftj i taxj *-o LaAC-l A "'^ I ^jl i " Lja L^j ^jLglLjjj V ejS UJ^ "^ ^jLoLul ^jl-lA ^Lajl I a agij ,-^ ojill di.1 jjl ^jlj (3^ 

t dlLojia-oll ^al .ajic- ^>o _>?*-? J >A*jI l-^$J r*-^ («-^' *S^^>*-^ J ^ ' a "^ c?^ ^ L ~ 1 -^J 'J^*jl 1-^ ?rtijV L^J ClLoi i -j]l '" S J^ iiJ *U^a!lLk 
bt-« Laid Jjf'Q''-^- q Jj f" A ' a ^j-o ^jjj^.u uc- -1^-1 >J ,-i' V] AJaul 1.^ i ^j ) a "'^ a U.'"'^ . _j^>j(J1 1 1« aja A _3 4 > J oil A^.L&Jl ^a aC Jbj 
■LJjVI OljiJI jj* ojij JLLJI liA jj5Li (jl ^jj-iii ■'SlJJ»JI 4jl1]Ij ClLojla-all dliil ^ I j -I la * i "V S*i w",.,.M (j^jiill j'"' ^W^L 1 
4_ij \xj\ Ljoiu _3 iji: a J ^"*, „1 j - \» \\ \^t, jj tiaj yljj Ijt hi L^AJa II ^j^QaJ^M _jl djLa^lx-ajl 4_jLo^ a Jxj Jj^"'^ all j°^'' —ijl . 



AjjjxJI Jal>aJI 



(^jl£-o i>i.j]lAjc ^l^o : Siauljj t 147 jaJI t Aij^l Aia-a http://www.almarefh.org/news.php? 

action=show&id=694 

• Steganography jj^jj > j^jj : ^ u,.,ij. t c.iii.yi o^ 

http://coeia.edu.sa/index.php/ar/asuurance-awarness/articles/57-cryptography-and-steganography- 

and-pki/557-steganography.html 
http://arablibrarians.wordpress.com/2009/03/26/steganography/ 



Steganography Uses and Effects on Society, by Karen Korhorn 
http://cpsr.org/prevsite/essays/2002/2rr3.html/ 
An Image Steganographic Framework with Improved Temper Proofing, by : P.Mohan 

Kumar and D. Roopa 

http://www.medwelliournals.com/fulltext/aiit/2007/1023-1029.pdf 

Steganography and Steganalysis , By J.R. Krenn 

http://www.krenn.nl/univ/cry/steg/article.pdf 

http://www.devx.com/dotnet/Article/22667 

Steganography FAQ , By Aelphaeis Mangarae 

http://www.infosecwriters.com/text resources/pdf/Steganography AMangarae.pdf 



ajajuII J jjLiall Jc (cryptography) 






<Lajla: 

(JjojI jail jjjtt^" 4_iLa*_j ala ,j-o (Jjl ,jl ^£a Aa3 .^^)£_uaJlj igj^SkM (jLa-all ,-fl aAiiajl i " I la t^AJul Ala A^asuII j\ j^LjUjI ale <^J^)C 

,_i oAjAc (J^)Ja (jjjljj ail a la 1ml j ^IS uull cJla-o ,-3 <ajJ3 diVjLi-o a^J L-i^jtJl (jl ^£a l*I]a£j .AJcl^jill aA (JAja II (Jjlc-Uafl qai 

jl .Jia. (JjLuj^)il ,JL}£aJ (JSjjuI e-lfiaJ jA US uull alAiJiujI ,j-o aAA^aS (jl£ AflS . l_i j^aJl p-Lul (JjLuj^)1I (JSii A-iajLaIIj jjjjiwjll ale 

.aj^)ll S^)j aUa Aa.1 jAj (jjjjJ^a. j^ alll 4_3jjia ,_A aAflll i -i L_La lajjual 4_aj^jia J^JaSlj lg-^3 4_ilc L-iau aJ Ajli jAxJl Aj ,-i CiLLjj 

ajj 1 ■ Ua j .A^joS-o CjI£jJj ^C ^ ■ ^- ;; aJtaJl iajjjV ^^J " J-'"'***'^" ala-ll lAA alAiAiujV 4jaJ-a A^-UaJl CiJlj AflS J^a-ll Lj^j-^aC ^ Lol 

al CijI£ A-j^)£-u^. t'Lotajlj 4_L^alaJl (Jjl ftiaLajl (j^ jl (JjjAIkJI (J^la ioij/1 Qij c-Ijjj LiJjjj£JI CjLqjLla]I (JaJ ,-i tAjl£jJaj| oAA alAi^LJ 

,j-Q (j^-aJ /tf-^l '*-*" Jjjiall aL*jV aJLaJl c-LaJl «'"^ ,j-a e^u^ll \jg -^ II lIiIaj AflS . CjLg jla-all Ajj-^j laflaj (jj^ 3 U"° - i ^- a »4-iJ.A-a 

CjIjLuII sAA ' LSS AjjI^-o) aAc a-o CAjLull JaIjj l^Lk. 

4A\aa1jI 4_L-ali-jj dASiwui j^jSJI ^aiilj jjjJiaMj aj \jjJI jj «aJ3l ' ; \'"'.' ^^J I ^oHulc UfLuuIl aic (JLa-a ,^3 I— la ill j JajuI cjl.3 J 

CaJjAjVI ^UaJUII. 

Aj^jlUI jS jjiiuull ja La (Cryptography ): 

\ <f - 1 i) U I q) ^ | ■)! l ii-v \ ) 1 ** \\ jQ *\m y\W ,"ij i-\ < ; " )-0 i^l'tN ^ ^ \ \Q l ■! \\ \ t ** » M ti \ ) \ \Q l'.i t i ^IA « \ tQ l .* t\\ i ** U \ . !<% 1 t J) aA^JjaLl I C Ail aJJUl oA 1 lQ k ■' ' ^ 

jA _j ji uull (jl diia.j .A 1 (J^jj-all (_^a-u3| I Ac Ls (j-aa-iJo (fl| (Jj3 ,^a L^jc-1^3 (j^-o-J V 4_ilcj — dujajVI u^° ~~ AiaVI J^C. CjI£jjIi]I 

jjiuSlI cdaj Jjlaj j\i t CjU jl*-a]l aj^-jj ^1 LiaJ AAaljwJI *1*1\ (Cryptoanalysis) 2LioVI CjVI .^vi jjji. j jn^i ^ic ja. 

\\jiL^ /ffAj US uull aJC alAijjjjl C-l 1J AjjjLiJ J CJlAAl Ajij jl A^.JJ 

1~ ^^jA^aJI J aj>uJI ( Confidentiality ) 

I ft4iC f->lJaNM a^J -*- jj-a A3 ^Ail I Ac La ^j al a uiVI * jAa I j^ iAjLa^la^ojl ^ j**'^ a ^ s 1 aA^luu <LaAk . _A . 



2- CjUUJI Jxl^ (Integrity ): 

liijAj a^J T Y **■* ^*^l ^J a ^Vl l)^ cl^° ( i-c-^*- 3 J^ A-3"Jal jl cJAa. j UJJUjI (ja iAjLq^LlaII k»°-*- \ aAiJLjjJ 'LaAk /g-Aj. 

3- ajj^I CjUI ( Authentication ): 
4- aja^JI aAc ( Non-repudiation ): 

La Jaaj iLiijl o jl£jl Jj>i ^j^-^- uJl x_lal a lalL aJ <LaAk _A j. 
p^susjlsua i _j-gI _ic lal °"^ II ajJ ^aL^_uajU (AjLoA^JI oAA JJ^jp J& V* ~^" Jj-g ^-ujLujVI U-flA^Ji 1AJ. 







J-d'^'i .JiiSl j^iiill j^&j ^^ jji^ Jj ^-3^1 (J-lill 



ua ~m1 J.OC 4jj Ja : 1 S 



JJ^ 



(JUH£ Ua j jjLSjJI 






1- (« ijffiiil jjiiUI ( Conventional Cryptography ). 

2- j.UI ^tSiJI jjiii ( Public Key Cryptography ). 



jiUioll jjq.inll ( i aj ^ * i ii j (Cryptography Symmetric), a<>2*jj .cAjLuII j ji uSjII tdaj jjLSSll 4jL*X.iaJj r-Uio «Aaluij jAj 

jl (JjLuj^)]1 ^jii-a Spljflj j^LSjII lila 4_jl£-alj ^Ija all liilcj (_£A\1 ^j aa uj (jl dlfi. .a-lkAuj-a]! ?-tlia]l 4-JJj-j i^C jjaJall t _^a p ji\1 lAA 

(«l J i — lili . Auc. Jl r-Uiall JUjjV Alol Aij_>ia &*J ^Jc- ' ';."* J) iji'n SJLuij JUajj Ajj jljl lit iiiilj Jc Jllo .ClUiall 

2) S j^l^s ^ 4j ia j"' awj ,Ju LajS 1 UC j Aj j ^jjj a \^j[l&j1 (_pLuj \il « 4Aa eel }3 Ajl^-au ^jlS ?-uiajl JA& /Jc- CAiu ^j aa uil 



li 



Tf 




C% 




jl— i3'i w uaiyl jji^l jL&B ,jjil j»i^ul ,^j jI*Ji3i j^ili 



Ai.1 jjl y 1 ua all alAkAujU uLuojl (J^c rr_Liajj :2 '^Jj -^ 



fg ijiSllI jjijilll ^ aiaul Jc AJloVI j'";' 



w J**'^ * * * '' Ac>juu t^ij^j 4JL \^jI o^A alAajjojl (jS-oj V iJjJioSjl ij^j (*-°J ' " " ^ Q ' J "' r ' /c^ tlA^J 6 .J' '"*'"" <_£"^ 
4 alS IJ \iklu 1^1 * j i aj3 o \jLluj (J-aC All ja 5»E_LJajj /g-itljl (ju-all -Lg-J o \3-uiAjl (JjLuj^JI oEOKET y-uflAJl A-qjS I La laJxal j 
uJ^aJl jAj (-1 illill uJ^aJl ^j-° ^1*^1 ^J.^-^ (*- J -^ a '^*° .J '.'***'.' fj^ ^-* '3 "D"t (jj^-J ^J-^ ^J.^)^ S-H^J^ tlM AjIcj 

JUll JS^I Jc: 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

JLsJ JaJJI ^jJc (JjSj "3" f-LiiaJI (j* LjJ a \? la II ■* ojSII -I laaml ^xj i—ajj^JI: 

DEFGHIJKLMNOPQRSTUVWXYZABC 

_J 4_aJa jVl D a A iB E a< F a d !•&._,. 

A_aK jli JSjSS li^j "SECRET" jj£j ^j^ "VHFUHW". L_iaj iojiAall i^JLuj S«.lji ajjILo] ja.1 jaa i£ ^ei ,, Laul 

3" ?-LiLa]l 4_ajS A] ci^J-J Ljl'. 



■■';»l| CjLiLull j jj uiS (DES ): aUaill IJAj iAjfLij^Vl (j-aj^l <>>Vl AllSj JjS <j* ClUbauxall AjLjj ,J -' kill IJA jjla 
^ j"'^ a i ^ : ''^ ajj ^3 Ajl i " * ^ tdsLiLuij Aja il » * Ac >uj SJujj /'J'." 1 a oJajl jjiaj x-a A»al.lkliujl a-lc ^j.laJl ^j-a ^Aj 

AES, IDEA, 3DES, blowfish,: jjL&JI JL>* ^ JLaJ 1 ■ j ■ ac ,j Ul j.ia. CuiSlj Sjjlalaj AiiJa. ^ J^ji ,-Aj. 

j ■' uijll c*lij j jj uiall AjLojlI Ja.ljll r-tiLaJI I^lo ( _ s ic Xojxj aLUJI AlLoVI (3* jSi La (JS. 



JiUia^UI jjLSjUj ^ij«j U jl (Cryptography Asymmetric). 4J1 ia^l jl£j LuLkjjj jj Cjlm;,nll jj ^LkJI lis, jj^ ju 

alxJI r-tiiaJI LaA j j)-^l'°- Jji.j ^jlc oi^ia jj A^jxjj .A_aj£iJI (j^ 4 ih n ClLclkS ^^Jc tj^. PllbliC key (J-alaJI r-ljLaJlj 

Privet keyt Lai (j^Ull « --^ 1 lI^jj a^*1I r-LiiaJI .JjLuijII j^ij tlliJ (j^aLLSI r-tiiaJlj JjUajll jjLSjI ja aUI ^i"««ii ji i ; ' ua 

aj (JAJ Lo >ii^aj aLul y 1 Ufl ftil - Sagj ^ AJLS S \i^La AjLuj j ^11 (_Ljj \J (jl ^-lia-j (j^3 .A^.V ALj jj Vj Aoa.L^a Aj ^ Q "'^ ;* ^-saLkil ?-Lliajl 

3 ) S j jA^a a J i a j"' iw j ,-ij Laja . (j^laJI b^la.ua a ; La ua uij tlB j I a II jaj mU a j£i) • 










^L^^i ^i jj^Ii J&j, ^j, jjtja ^i s^ 1 ^ 1 J^ 1 



aLaJl ?-tia-tt]l jj° u '*' 4-aIaji ^gic aL-oVI t_>^«-J' 



PGP, DSA, Deffie-Hellman, Elgamal, RSA 

Ljqi .djLSi \ia ^ ] wS l 4 i a \C- 8jl3 qA3 ^^1 q -*- 1"'Q a - ^*\ , .• \ a \\\ « < & \ \ w \ 1 p . < < as \ l ^ a u% V I ^I^^IjjjLi > ^s < c- yul , c 1 uajj ] ] <o . .M l 

(iiilajJI. 

al*Jl 7-ULaJI j }Q ''■'"' 4lj^)Ja al^kjj^l J!iLk t j-o ajj a1uj1^)1a]1 (_il^)IaVI (JJJ .1^.1 jll ^jjJI ^-IjLeJl. 

. i a i *. i u ^ *jj , uj^2: 
^0 Sj^tm uc. ^j a j ■ axt\ ' a *'^ A-iLoju 4 ilialaJI i SI i a ftJI j diSjjl jA j;° ■"'"''" Sj4j1 ^uLa ^jl i " ua 1 1 Q j» i a jl u_q3 ^jj£-i -^ US uiiJI 

udi^] 4»a \jUl dllj^Vl jfi_y J' L '"^J)^ /<-« ^ ^ mS I /* I — ? \j yj a ^aj o& ^ &2jl J ia.""MI 4 -v >' i 'i .o \q t V] a\1 j^j ^i'ill 

*LajLk: 

4a 1 a 4^.LaJl dijlj ^aa a ^ j\q a\1 i -^< ( , , :\l ^c Aj^aalail dlljLiji] 4_*uaLLq '"-^ j ^>«VI j Ajj a^y ^-^ II ^>3jJ Ajl t^lla to^iJ^ j^°^'"'^ o^jli 

^jjx-A j iq -"-'i 9- qLq j a .^<s j| j. X \ j'iji i ^\\\ a a.\jaJ ^5 .ill . 
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